IEEE TRANSACTIONS ON WIRELESS COMMUNICATIONS, VOL.X, NO.X, XXXXX XXXX 1

Reducing False Synchronizations in
3G-WLAN Integrated Networks

Christoforos Ntantogian, Christos Xenakis, and loannis Stavrakakis, Fellow, IEEE

Abstract—Authentication in 3G encompasses a mechanism,
which ensures that the authentication vectors (AVs) are used
only once. To achieve this, the employed mechanism maintains
counters at both sides (mobile station and network) and verifies
that the provided AVs are among the last o generated. However,
there are many cases in which the mobile station receives
AVs that have not been previously used, but the employed
mechanism rejects them as outdated. This phenomenon, called
false synchronization, causes signaling overhead and delays, and
increases the cost of the network use. False synchronizations are
more frequent in 3G-WLAN integrated networks. The frequency
of false synchronizations decreases with «, while at the same
time the risk of a replay attack increases. This paper aims
at analytically determining an appropriate value of «, which
balances effectively in 3G-WLANSs the tradeoff between the rate
of false synchronizations and exposure to adversaries exploiting
compromised AVs. This is done by determining a threshold value
of a beyond which the further reduction in false synchronizations
is marginal, while the potential for a replay attack is constantly
increasing and substantial. To this end, an analytical model based
on a four dimensional Markov chain is developed whose accuracy
is verified through simulations.

Index Terms—Authentication, 3G-WLAN, beyond 3G net-
works, sequence numbers, false synchronizations, Markov chain.

I. INTRODUCTION

NE of the most important steps for the provision of

secure networked services is the authentication proce-
dure between a mobile station (MS) and a network. In third
generation (3G) mobile networks, authentication is executed
between a MS, the access network (AN) that provides wireless
connection to the MS, and the home network (HN) where MS
is subscribed. The MS initiates the authentication procedure
by sending an authentication request to the AN. If the latter
has authentication credentials available for the specific MS,
then the AN authenticates MS. Otherwise, the AN executes
an Authentication Data Request (ADR) procedure: that is, the
AN conveys the MS’s identity to its HN which then generates
a batch of L authentication credentials for the specific MS,
called authentication vectors (AVs), and sends them to the
AN. The AN provides to the MS one of them, which is
used only in the specific (one) authentication and is deleted
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afterwards, and stores the remaining L — 1 AVs to serve
future authentication requests by the MS. The reason the HN
generates a batch of L AVs, instead of only one as required
for an authentication request, is to reduce the authentication
delay in future authentication requests by avoiding executing
an ADR and engaging the typically remote HN each time
access to the AN is needed.

The authentication procedure of 3G networks encompasses
a security mechanism, which ensures that each AV is used
only once (freshness property). This protects both MS and
AN from what is known as replay attacks: that is, an attempt
by an adversary to use a compromised previously used AV in
order to authenticate itself either as a valid MS or as a valid
AN. To help detect such attacks, the MS and the AN try to
keep track of previously used AVs in a way that creates some
new issues that are identified and addressed in this paper.

In order to defeat replay attacks, the HN maintains a counter
SQNpyn for each MS, which is increased by one each time
a new AV is generated. The current value of SQNgn is
included in each generated AV by setting a parameter of
the latter named SQN4y equal to SQNgy (e, SQNay
= SQNgn). In each authentication request, the AN always
provides to MS the AV with the smallest value of SQN 4y .
Therefore, MS should always receive an AV with SQN 4y
value greater than the previously received. To be able to check
against this, MS stores the greatest SQN 4y value of the
received AVs in a counter called SQNjss. The MS accepts
an AV received from an AN if its SQ N4y value is greater
than the one stored in MS (i.e., SQNay > SQNjrs) and
subsequently stores the received SQNy value by setting
SQNMS equal to SQNAV (.e., SQN]\{S = SQNA\/)
Otherwise, it rejects the received AV, since it considers that
it has been reused in the past [3]. This rejection provision
ensures the freshness of the used credentials and constitutes a
security mechanism.

However, the aforementioned security mechanism does not
take into account the fact that the MS may change ANs. Sup-
pose that after having been served by an AN 1, the MS moves
to an AN 2 that belong to a different domain and attempts
authentication to the newly visited network. The two different
ANs possess different batches of AVs, generated by the MS’s
HN. Assume now that AVs residing at AN 2 are fresher than
those residing at AN 1 (i.e., if the SQ N4 values of AVs of
the AN 1 are d+1,d+2,...,d+ L, then the related values of
the AN 2 are d+(kx L)+1,d+(kxL)+2,...,d+(kxL)+L,
for some d € N and k,L € N*). In this case, the MS and
the AN 2 are authenticated, mutually, and the latter continues
to grant networked services to the former, uninterruptedly.
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Suppose now that the MS returns to the AN 1 after one
or more authentications in the AN 2 in which case a new
authentication is required. If AVs are available in the AN 1
from a previously used batch, then the MS will reject the
received AV. This is because the received SQN 4y is smaller
than the stored one (d +1 < d+2 < --- < d+ L <
d+(kxL)+1<d+(kxL)+2<---<d+(kxL)+L),
meaning that the involved AV has been used in the past, which
is false. This phenomenon is called false synchronization [14],
[15] and during this, AN deletes all the stored AVs for the
specific MS and executes ADR to obtain a new batch of L
fresh AVs from HN. Because of this unnecessary execution of
ADR, false synchronizations impose signaling overhead that:
(1) increases significantly the authentication latency, especially
in cases that the MS is located far away from its HN [8]; (ii)
increases the call blocking rate in cases that the MS has active
real-time sessions (e.g., VoIP, videoconference) [6]; and (iii)
overcharges the MS in cases that the AN and HN are located
in different countries [9]. Therefore, false synchronizations:
(a) deteriorate the overall network performance, (b) lower the
quality of service offered to MS, and (c) increase the cost of
the network use.

The frequency of false synchronizations in 3G networks,
mainly, depends on the mobility of MS. The higher the mo-
bility of an MS, the greater the probability of changing AN,
which causes false synchronizations. False synchronizations
become more frequent in Beyond 3G (B3G) networks, which
are characterized by the integration of different AN technolo-
gies, such as WLAN and WiMAX in 3G mobile networks
[11,[10]. In B3G networks, the false synchronization problem
can be intensified further since a unique geographical area
is covered by more than one AN technologies, and MS may
switch from one AN to another, based on various quality and
service parameters such as data rate, available services, billing,
signal strength, etc, without changing geographical area. In this
paper, we focus on 3G-WLAN integrated networks [1] as a
case study of B3G, since it is one of the most prominent and
well studied network paradigms.

To reduce false synchronizations, 3GPP proposes a variation
of the freshness mechanism that allows a MS to accept a
provided SQNy of an AV, if it is among the last “o”
generated sequence numbers SQN 4y . This means that during
authentication, MS accepts the provided SQNay (and the
related AV): (i) if the provided SQN,y is greater than the
stored in the mobile device (i.e., SQNoy > SQNyss) or (ii)
if it is at most « values smaller than SQN ;s (i.e., SQNnrs—
SQNsy < «). Otherwise, (i.e., SQNys > SQNay or
SQNys — SQNay > ), the MS rejects the received AV.
The value of o is fixed and is referred to as the offset
in this paper. Using this revised freshness mechanism, false
synchronizations are reduced, since the MS accepts not only
the “absolute” fresh AVs, but also the “recently” generated
ones. The higher the value of «, the lower the frequency of
false synchronizations. On the other hand, the offset o creates
negative side effects from the security viewpoint. Specifically,
if an adversary compromises an AV, the offset « creates a time
gap in which the adversary may exploit the compromised AV
for malicious purposes [6],[11],[12],[13]. Therefore, the value

of o is of paramount importance since it regulates a tradeoff
between security and performance. A relatively high value of
« reduces false synchronizations and the associated burden,
but at the same time increases the risk of a replay attack. On
the other hand, small values of « reduce this risk, but increases
false synchronizations.

This paper aims at investigating analytically the impact of
the value of the offset o in 3G-WLAN integrated networks,
and help draw guidelines on the selection of the appropriate
value of the offset, so that the tradeoff between security and
performance is effectively dealt with. To this end, an analytical
model based on an identified Markov structure is developed
and is employed in the derivation of key performance metrics
and overall study of the problem. More specifically, we derive
the probability and the mean number of false synchronizations
in 3G-WLAN integrated networks and investigate how they are
affected by various network and MS parameters, as well as
the offset a. Moreover, we provide insights into the combined
effects of the two AN technologies (i.e., UMTS, WLAN) on
false synchronization. The carried out simulations confirm the
accuracy of the developed analytical methodology.

The rest of the paper is organized as follows. Section II
outlines the 3G-WLAN network architecture and includes
the related work. In Section III, the analytical model that is
based on a four dimensional Markov chain is developed and
analyzed. Section IV elaborates on the numerical results of
the model and finally, section V contains the conclusions.

II. 3G-WLAN NETWORK ARCHITECTURE AND RELATED
WORK

The 3G-WLAN integrated network architecture consists of
four individual parts [1], [7] (see Figure 1): (i) the MS, (ii)
the UMTS radio AN (UTRAN), (iii) the WLAN, and (iv)
the 3G core network. The MS comprises the user’s device
(e.g., laptop, smart phone) and the universal subscriber identity
module (USIM), which contains the user’s subscriber infor-
mation. UTRAN consists of Nodes B that provide wireless
connections to MS, and radio network controllers (RNCs)
that provide radio channel management services. One or more
Nodes B connect to an RNC, while one or more RNCs
connect to a serving gateway support node (SGSN), which
is located in the 3G-WLAN core network. WLAN includes
wireless access points that provide Wi-Fi access and act like
authentication, authorization, accounting (AAA) clients, for-
warding security related messages to an AAA server. Finally,
the 3G core network includes SGSN, the AAA server and
an authentication centre (AuC). SGSN provides mobility and
session management services in UMTS, while the AAA server
provides authentication services in WLAN. Both SGSN and
the AAA server are connected to AuC, which contains the
authentication credentials of MS.

The security architecture of 3G-WLAN integrated networks
[2] defines that in case that a MS wants to gain access
to UMTS, it should execute the UMTS authentication and
key agreement (UMTS-AKA) protocol. On the other hand,
if it wants to have access to WLAN, it should carry out the
authentication protocol EAP-AKA [4]. As mentioned in 3GPP
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specifications (see section 5.1.2 of [3]), an authentication
request in UMTS is triggered after: (i) the initial registration
of MS in a serving network, or (ii) a service request, a
location update procedure, an attachment/detachment with a
network request, or a connection re-establishment request in
case that the maximum number of local authentications using
the derived session keys has been reached. On the other hand,
an authentication request in WLAN is exercised whenever MS
initiates a new connection with an access point, considering
that EAP-AKA fast re-authentication is not possible [4].
Moreover, a handover occurs when MS switches its AN from
UMTS to WLAN and vice versa followed by an authentication
request in WLAN and UMTS respectively.

A few recent studies aim at improving the authentication
procedure in 3G mobile networks. Zhang and Fujise [9]
proposed a proactive fetching mechanism of AVs in order
to reduce the delay of AV distribution from AuC to SGSN,
when the former is located far away (in terms of number of
hops) from the latter. Wu and Lin [5] focus on determining an
optimal time period that an SGSN should store AVs. Moreover,
Lin and Chen [8] proposed a novel algorithm that determines
an optimal value of L, reducing the authentication signaling
cost. Based on this, Al-Saraireh and Yousef [16] proposed an
algorithm to improve the estimation of the optimal value of
L.

Apart from those, some other studies cope with false
synchronizations in 3G networks. More specifically, [14], [15]
identify that false synchronizations with negative side effects
may occur in 3G, without however, mentioning any possible
solution. Zhang and Fang [6] alleviate false synchronizations
in 3G by proposing a new authentication scheme that does
not require synchronization between MS and the network,
but imposes several modifications in the existing 3G infras-
tructure. Our work differs from the previous in the sense
that we first pinpoint that false synchronizations may occur
more frequently in B3G integrated networks, as well as we
develop an analytical model to balance effectively the tradeoff
between the number of false synchronizations and exposure to
adversaries exploiting compromised AVs, without introducing
extensive modifications in the existing network infrastructure.

Fig. 1. 3G-WLAN network architecture

III. ANALYTICAL STUDY

In this section an analytical model based on a Markov chain
is developed that leads to the derivation of the probability of
false synchronizations Pgy,. and the mean number of false
synchronizations E[X;] in 3G-WLAN integrated networks.
X, i1s a random variable that denotes the total number of
false synchronizations during a specific time period 7, in
which we perform our experiments to gain insights and derive
performance bounds for the observed system model.

A. The Embedded Markov Chain

To facilitate the system modeling, it is assumed that the res-
idence time of a MS in UMTS and WLAN are exponentially
distributed, and the authentication request rate forms a Poisson
process (i.e., inter-authentication times are exponential distri-
butions) [5]. Although long tail distributions (e.g., pareto) may
provide better approximations of the MS residence time and
authentication request rate, exponential distributions can be
effectively used for mean value analysis, which does capture
the trend of a system performance [17]. In general, exponential
distributions strike a good balance between approximation of
a real network and modeling simplification. The following
definitions and notations will be used in the analysis that
follows:

e The residence time of a MS in UMTS and WLAN is
assumed to follow an exponential distribution with mean
1/, and 1/p.,,, respectively.

e The authentication request rate of a MS in UMTS and
WLAN is assumed to be a Poisson process with rate A\,
and )\, respectively.

¢ The number of the generated AVs L, and L,, in UMTS
and WLAN, respectively, is assumed to be equal to L
(.e., Ly, = Ly, = L).

o The last SQN 4y that a MS has received from UMTS
(i.e., SGSN) and WLAN (i.e., the AAA server), are
denoted by SQNyars and SQNw ran, respectively.

Consider the following quantities or processes embedded at the
time instances k at which a network handover or authentication
request (referred to as an H-A event) occurs:

o Let Nj € {0,1} denote whether the MS resides in UMTS
(N, = 0) or in WLAN (N, = 1) following the E™ H-A
event.

o Let D € (—o0,+00), denote the difference between
SQNyyts and SQNwran (ie., Dy = SQNyyrs —
SQNwran), following the k™ H-A event.

o Let Uy € [0,L) and W}, € [0, L) denote the number of
AVs stored in SGSN and the AAA server, respectively,
following the k™ H-A event. All operations in the set
{0,1,2.., L — 1} defined by the variables U, and W), use
modular arithmetic with modulo L. To simplify notations,
the symbol “modL” is omitted.

Table I summarizes the system and modeling parameters intro-
duced above. In view of the aforementioned system modeling
assumptions, it is not hard to show that the four dimensional
process Ey = {Ng, Dg, U, Wi} embedded at time instances
k at which a network handover or authentication request
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occurs, is a discrete-time Markov chain.

It should be noted that the instances k at which an H-A event
occurs are generated according to the following dynamics of
handover and authentication requests:

1) Given that a MS is in UMTS (WLAN) in the current em-
bedded instant, the next embedded time instant will be
generated by an authentication request with probability
p1= + o (with probability ps = m )‘41_“)\ ).

2) Given that the MS is in UMTS in the current embedded
instant, the next embedded time instant will be generated
by a handover from UMTS to WLAN (and will also
trigger an authentication in WLAN) with probability
p3 = M‘fﬁ)\u ). Similarly, given that a MS is in WLAN
in the current embedded instant, the next embedded time
instant will be generated by a handover from WLAN to
UMTS (and will also trigger an authentication in UMTS)
with probability ps =

Hw
Mo+ )-

TABLE I
ANALYTICAL MODEL PARAMETERS

Notation Description
Ny, Denotes if MS resides in UMTS or WLAN
Dy, Difference between SQNy s and SQNw AN
Uy Number of AVs stored in SGSN
Wy Number of AVs stored in the AAA server
SQNymTS The last SQN 4y that MS has received from UMTS
SQNwran | The last SQN 4y that MS has received from WLAN
Vi Mean residence time in UMTS
Vpw Mean residence time in WLAN
Ay Authentication rate in UMTS
Aw Authentication rate in WLAN
L Number of AVs that AuC generates in a batch
« Offset value
X, Number of false synchronizations during time 7
Psync Probability of false synchronization
E[X~] Mean number of false synchronizations during time 7

Next, we elaborate on the conditions that trigger a false
synchronization. Assume that the Markov chain is in some
state (0,14, 7,2) with Ny, = 0, Dy, =4, U = j and Wy, = z. A
false synchronization occurs, if the following conditions are
satisfied:

1) A handover from UMTS to WLAN takes place, i.e.,
0:0—1.

2) WLAN (i.e., the AAA server) has at least one AV to
provide to the MS, i.e., Wy =z > 0.

3) WLAN (.e., AAA server) provides to the MS an AV
that includes a SQN 4y, which is at least o + 1 values
smaller than the last SQ Ny that UMTS provided to
the MS (i.e., D = ¢ > «, which means Dy = a +
La+2,a+3,...).

The above are defined as false synchronization conditions from
UMTS to WLAN. Note that the second condition guarantees
that the AAA server has at least one “old” AV to provide to
MS. On the contrary, if the second condition is not satisfied
(i.e., W = z = 0), then a false synchronization does not
occur when the MS moves to WLAN, since the AAA server

performs ADR and fetches a batch of fresh AVs from AuC.

When a false synchronization occurs upon the MS handover
from UMTS to WLAN (referred to as false synchronization in
WLAN), we argue that the Markov chain jumps from the state

(0,4,7,%) withi > « and z > 0 to state (1, —(j+1),5,L—1)
since:
e The MS is located in WLAN after the handover and thus,
N, =1.

o The false synchronization initiates ADR in WLAN, and
thus, the AVs that resides in WLAN is fresher than this of
UMTS, while it was the opposite just before the execution
of ADR. Therefore, if the remaining 7 AVs in UMTS
contain SQN oy = d+1,d+2,...,d+j, then the newly
generated AVs of WLAN contain SQNay = d+ j +
1,d+j+2,...,d+j+ L, where d € N. As a result,
the difference between the last SQN 41 that UMTS has
provided (i.e., SQNyyrs = d) and the last SQNay
that the MS received from WLAN in this handover (i.e.,
SQNWLAN = d+] + 1) is Dk = *(] + 1)

o The value of Uy, is the same, U = j.

o From the newly generated AVs in WLAN the performed
authentication (due to the handover) consumes one and
thus, Wi, = L — 1.

Summarizing the above we have:
Proposition 1: Upon a handover of MS from UMTS to
WLAN, the Markov chain jumps from the state (0,4, j,2) to
(1,-( +1),5,L — 1), if ¢ > «. In addition, if z > 0 is
satisfied, then the handover from UMTS to WLAN triggers a
false synchronization in WLAN.

Similarly, we can infer that a false synchronization occurs
upon a MS handover from WLAN to UMTS (referred to as
false synchronization in UMTS) when the following conditions
(referred to as false synchronization conditions from WLAN to
UMTYS) are satisfied:

1) A handover from WLAN to UMTS takes place, i.e.,

0:1—0.
2) Uy =3>0.
3) Dy =1i< —aq, (ie., Dy =
3),...).
Finally, similarly to proposition 1, we have:
Proposition 2: Upon a handover of MS from WLAN to
UMTS, the Markov chain jumps from the state (1,1, 7, 2)
o (0,z+1,L —1,z), if i < —a. Additionally, if j > 0,
then the handover from WLAN to UMTS triggers a false
synchronization in UMTS.

—(a+1),—(a+2),—(a+

B. Markov Chain Truncation

In order to derive the probability of false synchronizations,
the steady state probabilities of the Markov chain Fj should
be derived first. To overcome the complexity introduced by the
infinite state space of Markov chain Ej, as Dy, € (—o0, 400),
we truncate its state space properly so that the number of
the possible states becomes finite, without compromising the
accuracy of the resulting solution. The following proposition
ensures that the original and the truncated Markov chains
induce identical false synchronization events.

Proposition 3: Assume that E), is a truncated Markov chain
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of E}, where Ek = {Nk,Dk,Uk,Wk: Nk S {0,1},[)1C S
[—(a + 1), (. + 1)],U € [0,L), W, € [0,L)}. Then, the
evolution of FE) and Ek. is identical in the subspace that
determines a false synchronization in UMTS or a false
synchronization in WLAN and, thus, the two Markov chains
induce the same number of false synchronizations.

Proof:

Notice that the values of Dj greater than o + 1 (i.e.,
Dy = a+2,a+3,...) or lower than —(a + 1) (ie.,
Dy = —(a+2),—(a+ 3),...) do not affect the evolution
of the Markov chain in the subspace that determines the
occurrence of a false synchronization in UMTS or a false
synchronization in WLAN. Therefore, D) parameter can be
bounded between —(« + 1) < Dy < « + 1, as elaborated
below.

If —(a+1) < Dy < a+1, it is evident that the two
Markov chains Ek and FE) are identical, Ek = FEj;. Now
we investigate the evolution of the two Markov chains
for D > «. Assume that both chains are in the state
(0, + 1,4, 2) and an authentication in UMTS occurs, then
Ej jumps to the state (0, + 2,5 — 1,z), since UMTS
consumes one of the stored AVs reducing in this way Uy
(i.e., U, = j — 1), and increasing Dy, (i.e., Dy = o+ 2). On
the other hand, Ej jumps to the state (0, + 1,5 — 1,2).
After n — 1 successive authentications in UMTS, E; and Ek
are in states (0,a+n+ 1,5 —n,2) and (0,a+ 1,5 — n, 2),
respectively. We observe that for authentications in UMTS
with D; > «, we have Nk = Nk,ﬁk = Uk,Wk = W,
while Dk remains equal to o + 1 and Dy increases (i.e.,
Dy=a+1l,a+2,a+3,...).

Assume now that a handover from UMTS to WLAN
occurs. If z > 0, then in both chains this handover triggers
a false synchronization in WLAN. More specifically, Ej
jumps from the state (0,a + n + 1,5 — n,z) to state
(1,—(j+1),j—n,L—1),since Dy =a+n+1> « (see
Proposition 1) and Ej, jumps from the state (0, +1, j —n, z)
to the state (1, —(j+1),j —n, L —1), since Dy=a+1>a.
It is observed that Dy = D), = —(j 4+ 1) and thus, the two
Markov chains are located in the same state from which
their evolution is identical, since now Dk = D < a.
From this analysis, it can be deduced that whenever a false
synchronization in WLAN occurs in Ej, the same false
synchronization in WLAN also occurs in Ek. Similarly, we
can prove that whenever a false synchronization in UMTS
occurs in Fy, the same also happens in E},. Thus, we can
conclude that the evolution of £ and Ek is similar in the
subspace that determines a false synchronization in UMTS or
in WLAN.

End of proof.

It is evident that the truncated Markov chain
Ek={Nk,Dk,ﬁk,Wk} is ergodic and converges to a steady
state. Let m{ Ny, Dy, Uy, Wy} be the steady state probabilities
of Ek

C. Derivation of Psyn. and E[ X,]

Having obtained the steady state probabilities of the trun-
cated Markov chain, the probability of false synchroniza-
tion Py, can be calculated as follows. Let Psy,.w be

the probability of a false synchronization in WLAN, and
Pyyne,v the probability of a false synchronization in UMTS.
Considering the false synchronization conditions from UMTS
to WLAN (see section II.A), Psy,cw can be derived as
Psyne,w = Pr[Dy, = o+ 1 and the WLAN has at least one
AV stored for MS]x Pr[MS handover from UMTS to WLAN],
which is equivalent to:
j=L—1
Panew = Y m{Ny=0,Dp =a+1,U; = j, Wy = z}
2>0,j=0
jon
. P+ A
(1)
Similarly, Psyn. v can be derived as Psynev = Pr[Dy =
—(ac+ 1) and UMTS has at least one AV stored for MS]
X Pr[MS handover from WLAN to UMTS], which is equiv-
alent to:

z=L—1
Psync,U: Z '/T{Nk:17Dk:_(a+1)7Uk:j7Wk:
7>0,2=0
o —Hw
Pw + Aw
(2)
It is evident that:
Psync = Lsync,U + Psync,W (3)

In order to calculate the mean number of false synchro-
nizations F[X], we assume first that A, is the number of
authentication transitions during 7, while MS resides in UMTS

or WLAN. A, satisfies:
A, = r—Fe
P + Mo o U
Hw P
= 7(———— XA+ ——— X A\y) 4)
P + How P + Mo

Now, let H. be the number of handover transitions during 7
from UMTS to WLAN and vice versa. H. is equal to:

T Pl
T T =27

H. =2
e ' e Mo+ Hw

&)

Let n be the number of total transitions in the Markov chain
during 7. It is evident that:

n:AT+HT (6)

Based on the definition of the frequency probability, we can
derive the mean number of false synchronization E[X ] in
a time period 7, which is sufficiently large (i.e., the Markov
chain has reached its steady state) as:

E[XT] =n- Psync (7)

IV. NUMERICAL RESULTS

In this section we present and analyze the numerical results
of the analytical model. To validate the accuracy of the
analytical model, a discrete event-driven simulator written
in C/C++ was developed. The statistical results collected
from the simulation system after attained the equilibrium
state, were averaged to eliminate the randomness effect. The
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TABLE 11
NUMERICAL RESULTS OF THE ANALYTICAL AND SIMULATION MODELS (& = 10, L = 5, \yy = Ay, 7 = 150h)

Ay Psyne E[X ;] unit: i,

unit:pe,, | Analytical | Simulation Error Analytical | Simulation Error
1 0.00540. 0.00546 1.098% 5897.94 5898.00. 1.049%
5 0.03150. 0.03161 0.347% 68254.61 68291.67 0.054%
10 0.03450. 0.03460. 0.289% | 121442.30. | 121473.67 | 0.025%
25 0.02456 0.02459 0.122% | 185666.80. | 185843.00. | 0.094%
45 0.01657 0.01659 0.120% | 214798.30. | 214958.67 | 0.074%
85 0.00991 0.00991 0.000% | 235472.07. | 235546.67 | 0.031%

simulations were carried out for a time period 7 = 150 in 3G-WLAN, without however undermining the level of

simulation hours, which was sufficient for the Markov chain
to reach its steady state. It was observed that the maximum
related error between the analytical and simulation results
was 1%, which verifies the accuracy of the analytical model.
Table II displays indicative numerical results of the analytical
and simulation models, as well as the related error for
a = 10,L = 5, A\, = Ay For different input values, similar
results were observed which are not presented.

The simulation model includes six different events:
1) handover_to_UMTS, 2) handover_to_ WLAN, 3)
authentication_in_UMTS, 4) authentication_in_ WLAN, 5)
ADR_in_UMTS, and 6) ADR_in_WLAN (see Figure 2). As
long as MS is located in UMTS, authentication_in_UMTS and,
when required, ADR_in_UMTS events are performed (i.e.,
steps (4)-(7)). At steps (8)-(9), the simulator checks if the next
event is an authentication_in_UMTS or handover_to_ WLAN.
In the former case, steps (4)-(7) are repeated. In the latter
case, the simulator verifies that the event list does not include
any authentication_in_UMTS event (i.e., step (10)). This is
essential in order to ensure that an authentication_in_UMTS
will not be performed, while MS is located in WLAN.
After the handover_to_WLAN is performed, the simulator
generates a handover_to_UMTS which is inserted in the
event list (i.e., step (11)) to ensure that MS will also perform
a handover from WLAN to UMTS. After this, the simulator
checks whether a false synchronization was caused by the
handover from UTMS to WLAN (i.e., steps (12), (13)). The
analogous procedure is followed if MS is located in WLAN
(i.e., steps (14)-(20)).

The mobility model of MS can be viewed as a simple two
state continuous time Markov chain that handoffs between
UMTS and WLAN. It is assumed that MS does not have
multiple connections in UMTS and WLAN at the same
time. As long as MS remains in the same network, a false
synchronization cannot occur. On the other hand, as MS
moves from one AN to another (i.e., MS performs handovers),
then false synchronizations occur. However, the number of
false synchronizations is determined not only by the mobility
of MS, but also by the values of the authentication request
rate, the number of authentication vectors L and the value of
offset «, as analyzed in the carried out experiments.

Overall, we have performed two sets of experiments. The
objective of the first one is to determine an appropriate
value of « that considerably reduces false synchronizations

security. The second experiment aims at providing insights
into the combined effects of the two AN technologies (i.e.,
UMTS and WLAN) on false synchronizations; and how the
multiple parameters of the considered system model jointly
affect its qualitative behavior.

Initialization
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event and insert it into the event list |« event and insert it into the event list
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— E[X]=E[X]+1 E[XI=E[X]+1
®) (13)
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Fig. 2. Simulation flowchart

A. First Experiment

In this experiment, it is assumed that A\, = iy = fhy-
The system showed the same qualitative behavior for different
relations between M\, fty, ftw, Which are not presented to



IEEE TRANSACTIONS ON WIRELESS COMMUNICATIONS, VOL.X, NO.X, XXXXX XXXX

3,5x10%
3,0x10%
simulation
s _ .
2,5x10% o A75u,, analytic
L] /1u=10/4u, analytic
2,0x104

A A =15u , analytic
EIX ] S Y!

(unit: ,uu)1,5x105—

v 4,204, analytic

1,010
5,0x104
0,04
T T T T T T T T T T
10 20 30 , 40 50 60 70 8 9 100
' a (offset) '
(@)

6x10>
simulation
. o L=10, analytic
5x10%5 e L=20, analytic
4 L=30, analytic
4x10° v L=40, analytic
E[X
T g0
(unit: z2,)
2x10* ‘ ‘
1x10° i
T T T T T T T T T T

(b)

Fig. 3. Mean number of false synchronizations E[X ] as a function of offset o with parameter: (a) the rate of authentication requests in UMTS X\, (L = 5);

and (b) the number of generated AVs L (Ay = 5Aw)
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conserve space. Figure 3(a) plots the mean number of false
synchronizations E[X ], as a function of offset a and for
various values of the authentication rate A,. The number
L of AVs generated in a batch by AuC, each time the
ADR procedure is executed, is equal to 5 (i.e., L = 5), as
recommended by 3GPP [3]. Figure 3(a) shows that the mean
number of false synchronizations is a decreasing function of
a. However, it is observed that for high values of «, the mean
number of false synchronizations becomes almost a constant
function of a.. By observing the values of the mean E[ X ], we
notice that as the offset « starts to increase from 0 to aoptimum
the decrease of two successive values of E[X ;] is very high
(i.e., > 5%) (i.e., exponential decrease). We also notice that
by further increasing o beyond optimum the decrease of the
E[X] start to become quite small and remaining about 5%.
Based on this, we define as aoptimum the smallest value of «

9x10*
8x10*

7x10°

6x10* " 2
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EX.] sxi0* Iz 77
(unit: 22,) 4400 &,"":”":’:;Z;; 77
ot AL 12777
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(b)
Fig. 4. Mean number of false synchronizations as a function of Ay, and Ay, (a) for « = 3L (v = 15 and L = 5); and (b) for « = 6L (a =30 and L = 5)

in which the relative decrease between two successive values
of the mean E[ X ;] is equal or less than 5%. More formally, let
(1,9, ...ak), with a; < ag < --- < oy be a subset of suc-
cessive values of o that satisfy {E[X]}?g&ﬁf[x]}a" < 5%.
Then, aoptimum = min(ai,aq,...ay) = oq. Although this
definition is arbitrary, it was derived after a rigorous analysis
of the numerical results and it is quite accurate in determining
the onset of the previously described phenomenon.

The value of aptimum has the following important prop-
erty. If @ < Qoptimum, then by increasing «, false syn-
chronizations are significantly reduced. On the other hand,
if @ > aoptimum, then increasing o imposes a negligible
reduction in false synchronizations. Based on the definition
of aoptimum, it can be deduced that c,ptimum depends on
the rate of authentication requests and the residence time
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of MS in each network. For example, if A\, = 5u,, then
Qoptimum = 39, while if A, = 20p,,, then aoptimum = 80
(see Figure 3(a)). To investigate further coptimum. Figure 3(b)
plots the mean number of false synchronizations, as a function
of offset o with parameter the number L of generated AVs (it
is assumed that A\, = 5\,). It can be realized that ooptimum
not only depends on the rate of authentication requests and
the residence time of MS in each network, but also from
the different values of L. For example, if L = 10, then
optimum = 20, while if L = 40, then aoptimum = 38.

Another interesting outcome of Figure 3(b) is the relation
between « and L. For relatively small values of o, compared to
L (i.e., a << L), the mean number of false synchronizations
yields high values. However, as « increases, the mean F[X]
reduces exponentially. For instance, for L = 40, if a = 10, the
mean number of false synchronizations is E[X,] = 5-10°p,;
while if a = 50, E[X,] = 0.5 - 10°4,,, which means almost
90% reduction in false synchronizations. This can be attributed
to the fact that if the offset o is much smaller than L, then
almost any execution of the ADR procedure in UMTS or
WLAN (as a result of the MS handover to UMTS or WLAN,
respectively) entails the occurrence of a false synchronization.
Finally, Figure 3(b) illustrates that if L increases, then the
mean number of false synchronizations also increases. This
is because whenever the value of L is increased, the counter
SQNpgn is swiftly increased in every execution of ADR, and
thus, false synchronizations occur more frequently.

From the analysis of the numerical results of the first
experiment, we draw the following conclusions regarding the
selection of « values. Selecting values of « smaller than
Qoptimum (1-€., & < Qoptimum) increases false synchroniza-
tions. On the other hand, selecting values of « greater than
Qoptimum (1.€., & > Qoptimum) does not considerably reduce
false synchronizations, but at the same time increases the time
period that an adversary may exploit compromised AVs to
perform various attacks in UMTS [6],[11],[12],[13]. The value
of aoptimum 18 estimated as a function of the rate of authenti-
cation requests in each network (i.e., UMTS and WLAN), the

Mean number of false synchronizations as a function of Ay, and Ay for o« = 18L (o =90 and L = 5)

mean residence time of MS in each of them, and the number of
generated AVs. Since the first two parameters for each network
(i.e., Ay, Aw, fhu, [hyy) may change over time, the 3G-WLAN
network should, dynamically, estimate the value of coptimum
for every MS as aoptimum = f(Aus Aw, fu, fhw, L) and the
AuC set o = Qoptimum- In this way, false synchronizations
are significantly reduced, without however undermining the
provided level of security. The mechanism that calculates
Qoptimum can be implemented in the AuC, which will be
informed by SGSN and the AAA server regarding the values
of Ay, ty, and Ay, pq, of each MS, respectively. The AuC may
invoke this calculation mechanism each time it generates AVs
for an MS (i.e., the ADR procedure is executed). Then, it may
convey the value of apiimum to MS, through SGSN or the
AAA Server, using the AMF field of AVs. As mentioned in the
3GPP specifications [3], the AMF field can be used to inform
MS for dynamically changing network parameters. Thus, no
extensive modifications to the UMTS or WLAN infrastructure
are required to support the dynamic selection of the value of
.

B. Second Experiment

In the second experiment it is assumed that i, = . For
different relations between pu, and p,,, the system showed
the same qualitative behavior and thus, they are not presented
in this paper. Figure 4(a) plots the joint effects of A\, and
Ay on the mean number of false synchronization E[X ] for
« = 3L. It is observed that as A\, and ), increase, the mean
number E[X ] also increases, as expected. However, for very
high values of \,,, we pinpoint that, initially, E[ X ;] is subtly
decreased, as \, increases. Symmetrical results for E[ X ] are
observed for high values of \,, as A, increases. This behavior
of E[X ;] is more perceptible, as the value of offset «v increases
(i.e., for a = 6L, see Figure 4(b)). More specifically, Figure
4(b) depicts that for high values of A\, (i.e., Ay, > 2.54,,), the
mean number E[ X -] is reduced, as \,, increases from 0 to 8fi,,.
Only if A, > 8y, and ), increases, the mean number E[X ;]
is increased. Symmetrical results are also observed for high
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values of \,, as )\, increases. This initial decrease of the mean
number E[X ;] as )\, increases is justified as follows. A MS
that is located in UMTS, it executes UTMS-AKA increasing
the difference Dj. When at some point in time MS handovers
from UMTS to WLAN, the system has not attained the third
false synchronization condition from UMTS to WLAN (.e.,
Dy > « - see section III.A), due to the high value of a.
In WLAN, MS now executes EAP-AKA and therefore, the
difference Dj swiftly starts to reduce, because of the high
value of \,,. This means that the system moves away from the
third false synchronization condition from UMTS to WLAN,
decreasing the mean number of false synchronizations. Finally,
in Figure 5, it is observed that by further increasing « (i.e.,
a = 18L), the mean E[X,] exhibits the same qualitative
behavior, as for « = 6L. The only difference is that the
values of the mean number of false synchronizations E[X ],
are considerably reduced, because of the high value of a.

From the above discussion, we can draw the following
results regarding the combined effects of \,, and A\, on the
mean number of false synchronizations E[X,]. For small
values of o, compared to L, the mean number E[ X ;] increases,
as A, or A\, increases. On the other hand, for high values of «,
compared to L, a counterintuitive outcome is observed: that is
for high values of A\, (or \,), the mean number E[ X ;] initially
decreases, as A\, (or \,,) increases, creating a parabolic curve.
The interpretation of this phenomenon lies in the fact that for
high values of A,,, WLAN counterbalances the effect of UMTS
on the false synchronization condition as )\, increases and
thus, the mean number of false synchronizations is reduced.
Similarly, for high values of \,,, UMTS counterbalances the
effect of WLAN as )\, increases, reducing the mean number
of false synchronizations.

V. CONCLUSIONS

This paper aims at analytically determining an appropriate
value of the offset a, which balances effectively in 3G-WLAN
integrated networks the tradeoff between the rate of false
synchronizations and exposure to adversaries exploiting com-
promised AVs. This is done by determining a threshold value
of the offset o beyond which the further reduction in false
synchronizations is marginal, while the potential for a replay
attack is constantly increasing. To this end, an analytical model
based on an embedded four dimensional Markov chain was
developed. The numerical results showed that for high values
of «, the mean number of false synchronization becomes
almost a constant function of «. Based on this, we defined
as Qoptimum the smallest value of « in which the relative
decrease between two successive values of the mean number
of false synchronization is equal or less than 5%. Selecting
values of o smaller than aoptimum (€., @ < Qoptimum)
increases false synchronizations. On the other hand, selecting
values of « greater than Qoprimum (.€., @ > Qoptimum)
does not considerably reduce false synchronizations, but at
the same time increases the risk of a replay attack. The value
of aoptimum 18 estimated as a function authentication requests
rate in each network (i.e., UMTS, WLAN), the mean residence
time of MS in each of them, and the number of generated

AVs. Since these parameters may change over time, AuC
should dynamically calculate the value of avopimum €ach time
it generates AVs for a specific MS. The calculated value will
be conveyed to MS using a reserved field of AVs and thus, the
proposed dynamic estimation of a does not require extensive
modifications in the UMTS or WLAN infrastructure.
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