Topic 4: Processes”



A Unix Process

¢ Instance of a program 1n
execution

* OS “loads” the executable 1n
main memory (core) and starts
execution by accessing the first
command

¢ Each process has a unique
identifier, 1ts process-ID

¢ Every process maintains:
= Program text
s Initialized and unitialized data
= Run-time data

s Run-time stack



Processes

¢ Each process commences and
goes about its execution by
continuously fetching the next
operation along with 1ts operands
(as designated by the assembly
language specification)

¢ Program counter: designates
which 1nstruction will be
executed next by the CPU

¢ Processes communicate with
other processes through a number
of (IPC) mechanisms including
pipes, shared memory, shared
memory, sockets, streams, etc.



Process Instance
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Processes

¢ Each Unix process has its own identifier
(PID), 1ts code (text), data, stack and a few
other features.

¢ The very first process 1s called init and has
PID=1.

¢ The only way to create a process 1s to have
another process clone itself. The new

process has a child-to-parent relationship
with the original process.

¢ The 1d of the child i1s different from the 1d
of the parent.

¢ All processes 1n the system are descendants
of 1nit.

¢ A child process can eventually replace its
own code (text-data), 1ts data and 1ts stack
with those of another executable file. In

this manner, the child process may
differentiate itself from its parent.



Opia o1epyaciomv

¢ Yvvaptnoeic getrlimit, setrlimit
struct rlimit {
rlimit_t rlim_cur; //soft limit = current limit
rlimit_t rlim_max; //hard limit = max value
// for current limit

< sys/time.h>
< sys/resource.h>

int getrlimit(int resource, struct rlimit *reslimp);
Emotpéper 0, av OK, ev® o€ 6@aAn0 eMoTPEPEL
<>0

int setrlimit(int resource, const struct rlimit
*reslimp);
Emotpéper 0, av OK, eve o€ 6@aipo emotpéPel
<>0



Opia o1epyaciov...

¢ Aregular user process can set the
current limit with a value up to the max
value

* A regular user process can decrease
(but not increase) the value of the
current limit of a resource

¢ A superuser process can set both limits
(current and max) as long as they are
supported by the kernel

¢ 7 resource limits: RLIMIT CORE,
RLIMIT CPU, RLIMIT DATA,
RLIMIT FSIZE, RLIMIT NOFILE,
RLIMIT_STACK, RLIMIT_AS




[Ipoypappo limits
#include <sys/time.h>

#include <sys/resource.h>
#include <stdio.h>

int main(){
struct rlimit myrlimit;

/[ RLIMIT_AS: maximum size of process’s AS in bytes
getrlimit(RLIMIT_AS, &myrlimit);
printf("Maximum address space = %lu and
current = %lu\n",
myrlimit.rlim_max, myrlimit.rlim_cur);

// RLIMIT_CORE: Maximum size of core file

getrlimit(RLIMIT_CORE, &myrlimit);

printf(""Maximum core file size = %lu and current = %lu\n"’,
myrlimit.rlim_max, myrlimit.rlim_cur);

// RLIMIT_DATA: maximum size of data segment that
/I the process may create
getrlimit(RLIMIT_DATA, &myrlimit);
printf("Maximum data+heap size = %lu and current = %lu\n",
myrlimit.rlim_max, myrlimit.rlim_cur);



[IpOypoupo limits

// RLIMIT_FSIZE: maximum size of files
// that the process may create
getrlimit(RLIMIT_FSIZE, &myrlimit);
printf("Maximum file size = %lu and
current = %lu\n",
myrlimit.rlim_max, myrlimit.rlim_cur);

// RLIMIT_STACK: maximum size of the
// process stack, in bytes.
getrlimit(RLIMIT_STACK, &myrlimit);
printf("Maximum stack size = %lu and

current = %lu\n",
myrlimit.rlim_max, myrlimit.rlim_cur);
return 1;

}



Extéleon limits

mema@bowser> gcc -0 limit limit.c

mema@bowser> ./limit
Maximum address space = 4294967295 and current = 2147483647
Maximum core file size = 4294967295 and current = 0

Maximum data+heap size = 536870912 and current = 536870912
Maximum file size = 4294967295 and current = 2147483647

Maximum stack size = 67108864 and current = 8388608
mema@bowser>
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Process 1Ds

#include <unistd.h>| AvoyvopioTiko
OIKO LLOV

pid_t getpid(void); g
pid_t getppid(void);

N\ AVOyVOPIoTIKO
TOV TTOTEPOL LLOV

#include <stdio.h>
#include <unistd.h>

int main(){
printf("Process has as ID the number: %ld \n"
(long)getpid());
printf("Parent of the Process has
as ID: %ld \n“, (long)getppid());
return 0;

}
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Process IDs (output of ./p1d)

mema@bowser> ./pid

Process has as the number:
37467

Parent of the Process has as
37407
mema@bowser>

Q: To tpé€apue avTd TO TPOYPOAULLLLO OTTO T YPOLLLUY

evioMc. llown eivon n depyacia-yoveag;
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Process IDs (cont’d)

mema@bowser> ps auxw lgrep mema

273:root 37404 0.0 0.1 6544 2956 7?7 Is 2:33AM 0:00.05
sshd: mema [priv] (sshd)

274:mema 37406 0.0 0.1 6544 2972 77 S 2:33AM 0:00.(
sshd: mema@ttypd (sshd)

437:mema 37407 0.0 0.1 4324 2876 pd Ss

2:34AM 0:00.05 -tcsh (tcsh)

438:mema 37504 0.0 0.1 1864 1200 pd R+ 2:36AM
0:00.01 ps auxw

439:mema 37505 0.0 0.0 436 280 pd D+ 2:36AM 0:00.(
grep -ni mema

440:mema 9847 0.0 0.2 8200 5088 pf-D ThuO2PM
0:00.44 pine

mema@bowser>



Process state diagram
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The exit() call

#include <stdlib.h>
void exit(int status)

e Terminates the execution of a process and
sets a status which 1s available
to the parent process

e status 1s the exit status of the child

e When status 1s 0O, it shows successful exit

e Status is also available at the shell
variable $?
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KAnon cuetiuotog exit

#include <stdio.h>
#include <stdlib.h>

#define EXITCODE 157

main(){
printf("Going to terminate with status
code 157 \n");

exit(EXITCODE); // same as return EXITCODE
}

mema@bowsers ./exit

Going to terminate with status code 157
mema@bowser> echo $?

157

mema@bowser>
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Process creation via fork()

¢ 1nt fork()

+ Creates a new process by
duplicating the calling process

¢ Returns the value O 1n the child-
process, while 1t returns the
processID of the child process
to the parent

¢ Returns -1 to the parent process
if 1t 1s not feasible to create a
new child-process

17



Where the PCs are after

fork()

PC

Before executing fork()

- printf("hello 1 \n");

pic=fork();

printf("hello 2 \n");

After executing fork()

PC

—_—

pid= proces ID
of child

printf("hello 1 in");
pic=fork();
printf("hello 2 \n");

parent

PC

p_n' d=0

printf("hello 1 1n");
pid=fork()
printf("hello 2 \n");

child



[Tapaoeryua fork

#include <stdio.h>
#include <unistd.h>
#include <sys/types.h>

210 Toudl emotpépet 0, otov

int main(){ ratépa to ID tov moudtov

pid t childpid;

childpid = fork();

If (childpid == -1){
perror(Failed to fork");
return 1;

}

if (childpid == 0)
printf("'l am the child process with ID: %lu \n",
(long)getpid());
else
printf("l am the parent process with ID: %lu \n"
(long)getpid());
return 0;

}
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[Tapaoeryua fork

mema@bowser> ./fork

| am the child process with ID: 43033

| am the parent process with ID: 43034
mema@bowser>
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ITapaoeryuo fork (2)

#include <stdio.h>
#include <unistd.h>
#include <sys/types.h>

mt_ mam(){_ — ID tov natépa. To mypid
pid_t childpid; oyrypageton oo maidi petd o fork

pid t mypid; /

mypid = getpid();
childpid = fork();

if (childpid == -1){
perror("Failed to fork");
return 1;

}

if (childpid == 0) getpid() <> mypid
printf("l am the cWrocess with ID: %lu -
%lu\n”, (long)getpid(), (long)mypid);
else
printf("l am the parent process with ID: %lu -
%lu\n”, (long)getpid(), (long)mypid);
return 0; getpid() == mypid N
1



[Tapdoerypo fork (2)

mema@bowser> ./fork2

| am the child process with ID: 93545 -- 93544

| am the parent process with ID: 93544 -- 93544
mema@bowser>
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AAVGLO0 O1EPYUGTIOV

#include <stdio:hs
#include <stdlib.h>

#include <unistd.h> I
int main(int argc, char *argv[]){ i
pid_t childpid = 0O; Fod
inti,n;
If (argc!=2){

fprintf(stderr,"Usage: %s processes \n",argv[0]);
return 1;

}

n=atoi(argv([1]); M6bvo 10 Tadi Ké0e

for(i=1;i<n;i++) fork ocvveyilet to loo
if (childpid = fork))/ ovveriGeL T g

break;

fprintf(stderr,"i:%d process I1D:%I|d parent |ID:%lId
child ID:%lIld\n", i,(long)getpid(),(long)getppid(),
(long)childpid );

return O; Ag Ba tvmwBolv 61N oepd. E€aptdron

} oo OPOLOAOYN T OLEPYUCIDV 23




Output Sample(s)

mema@bowser> ./processChain 3

1:1 process ID:94267 parent ID:93182 child 1D:94268
1:2 process 1D:94268 parent 1D:94267 child 1D:94269
1:3 process ID:94269 parent 1D:94268 child 1D:0
mema@bowser>

mema@bowser> ./processChain 3

1:1 process ID:95377 parent ID:93182 child 1D:95378
1:3 process I1D:95379 parent 1D:953778 child ID:0

1:2 process ID:95378 parent 1D:953777 child 1D:95379
mema@bowser>
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Py 0 0£VTPO O1EPYUCIDV
#include <stdio.h>
#include <stdlib.h>
#include <unistd.h> o
#include <sys/types.h>
iInt main(int argc, char *argv([]){

pid_t childpid;
pid_t mypid,;
Int i,n; o o
If (argc!=2){
printf("Usage: %s number-of-processes \n",
argv|[0]);
exit(1); } Moévo o motépac Kaoe

fork cuveyiCel to loop
n = atoi(argv[1]);
for (i=1:i<n: i+4)
if ( (childpid = fork()) <=0 )
break;

printf("i: %d process ID: %Id parent 1D:%Id
child ID:%Id\n", i,(long)getpid(), (long)getppid()
(long)childpid);
return O;

1 25



Py 0 0£VTPO O1EPYUCIDV

mema@bowser> ./processTree 4

1: 2 process ID: 96316 parent ID:96314 child ID:0
1: 1 process ID: 963135 parent ID:96314 child ID:0
1: 3 process ID: 96317 parent ID:96314 child ID:0

1: 4 process ID: 96314 parent ID:93182 child ID:96317
mema@bowser>

26




Orphan Processes

- If a process terminates before its child process,
the child process becomes an orphan process
- Orphans become children of init process

#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>

int main(void){
pid_t pid;

printf("Original process: PID = %d,
PPID = %d\n",getpid(), getppid());

pid = fork();

If (pid == -1 ){
perror("fork");
exit(1);

}

27



OpQaveG olEpyaoieg

if (pid !1=0)
printf("Parent process: PID = %d,
PPID = %d, CPID = %d \n",
getpid(), getppid(), pid);
else {
sleep(2);
printf("Child process: PID = %d,
PPID = %d \n",
} getpid(), getppid());

printf("Process with PID = %d terminates
\n",getpid());
}

28



Output

mema@bowser> ./orphanProcess

Original process: PID = 97939, PPID = 93182

Parent process: PID = 97939, PPID = 93182, CPID = 97940
Process with PID = 97939 terminates

mema@bowser> Child process: PID = 97940, PPID = 1
Process with PID = 97940 terminates

mema@bowser>



The wait() call

-- Int wait(int *status)

-- [IpoxaAel tnv avapovn piog olepyoactog UEYPLC
OTOL KATO10 ool TNG TEPUOTIOEL 1) AAAAEEL
KOTAGTOON

-- ATOOEYETOL TOV KMOTKO £E000V TOV OO0V,
ONACOT TOV OKEPOLO TNG KANGMG €Xit, GTO aploTEPO
byte Tov status, evd 10 0€EL0 byte givon 0

-- Av 10 0ol TepuaTicet €€ artiac KAmTolov
oNUATOG, TOTE TO TEAELTOIN 7 bits TOL status
KPOTAVE TO YOPAKTNPIGTIKO apltdud TOL GTUOTOC.
- Y tépyovv LaKpOEVTOALS Y10, Vo, BpODUE TIUEC OE
avTtd T OVO bytes Tov status

-- Emotpépel tnv towtoTNTo TOL TOO100 TOL
tepudtice N AdBog (-1) av n diepyacia ogv £yet
ool

ITANTA O ITATEPAYX NA KAAEI THN
WAIT I'TA KAG®E ITAIAI
ATOOEGLEDOVTOL TOPOL OLEPYOGIOG

H init Tep1001KA 0TOOEGUEVEL YDPO
olEpYac1I®V (zombie) Tov 0EV TIC TEPILEVE O
TOTEPOG TOVG 30




The status tlag

The int status can be checked with the help of the
following macros:

WIFEXITED(status): returns true 1f the child
terminated normally.

WEXITSTATUS( (status): returns the exit status of
the child. This consists of the 8 bits of the status
argument that the child specified in an exit() call or

as the argument for a return statement 1n main().
This macro should only be used if WIFEXITED
returns true.

WIFSIGNALED(status): returns true if the child
process was terminated by a signal.

WTERMSIG(status): returns the number of the
signal that caused the child process to terminate.
This macro should only be used if WIFSIGNALED
returns true.

WCOREDUMP(status): returns true if the child
produced a core dump.

WIFSTOPPED(status): returns true if the child
Erocess has not terminated, but has stopped and can
e restarted

WSTOPSIG(status): returns the number of the
signal which caused the child to stop. This macro
should only be used i1if WIFSTOPPED returns true.



Use of wait

#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>
#include <sys/types.h>
#include <sys/wait.h>

iInt main(){
pid_t pid;
Int status, exit status;

if ((pid =fork()) <0) {
perror("fork failed");
exit(1);
}

If (pid==0){
sleep(4)
exit(5); /
}

else {
printf("Hello | am in parent process %d with

child %d\n", getpid(), pid);
} 32

b
*

exit with non-zero value */



Use of wait

if ((pid= wait(&status)) == -1 ){
perror("wait failed");

exit(2);

} WIFEXITED(status) returns true if
child process terminated normally
(by calling exit).

WEXITSTATUS(status) returns
input to exit call made by child.

if ( WIFEXITED(status)) {
exit_status = WEXITSTATUS(status);
printf("exit status from %d was %d\n",pid,
exit_status);
}

exit(0);

}
mema@bowser> ./wait
Hello I am in parent process 44746 with child 44747
exit status from 44747 was 5

mema @bowser> “



The waitpid() call

#include <sys/wait.h>

pid_t wait(int *status);
pid_t waitpid(pid_t pid, int *status, int options);

¢ pid may take various values:
1. <-1: wait for any child whose process
grouplD = Ipid|
2. -1: wait for any child (€0®, 1GodOvaun pe wait())

3. 0: wait for any child Erocess whose process
grouplD 1s equal to that of the calling process.

4. >0 : wait for the child whose process ID is equal
to the value of pid.

¢ status 1s same as 1n wait()

¢ options 1s a disjunction of macros that indicate the
ongoing status of child(ren) processes

34



The waitpid() call

¢ Options 1s an OR of zero or more of the following
constants:

1. WNOHANG: return immediately if no child has
exited.

2. WUNTRACED: return if a child has stopped

3. WCONTINUED: return if a st%]f%ed child has
been resumed (by delivery of CONT signal)

¢ waitpid() returns

= The process ID of the child whose state just
changed, it all goes well

s If WNOHANG was specified and one or more
child(ren) specified by pid exist, but have not yet
changed state, then O 1s returned

m -1 on error

35



Use of waitpid()

#include <sys/wait.h>
#include <sys/types.h>
#include <unistd.h>
#include <stdlib.h>
#include <stdio.h>
#include <errno.h>

iInt main(){
pid_t pid;
Int status, exit_status, i ;

if ((pid =fork()) <0) {
perror("fork failed");
exit(1);

}

if (pid ==0 ){
printf(“Child %d is sleeping... \n",getpid());
sleep(9);
exit(57);
}

printf("reaching the father %lu process \n",

~getpid());
printf("My child's PID is %lu \n", pid); 36



Use of waitpid()

while( (waitpid(pid, &status, WNOHANG)) == 0 ){
printf("Still waiting for child to return\n");
sleep(1);

}

printf("reaching the father %lu process \n",
getpid());

if (WIFEXITED(status)){
exit_status = WEXITSTATUS(status);
printf("Exit status from %lu was %d\n",
pid, exit_status);
}

exit(0);
}

37



Output

mema@bowser> ./waitpid
reaching the father 50485 process
My child's PID is 50486

Still waiting for child to return
Child 50486 is sleeping...

Still waiting for child to return
Still waiting for child to return
Still waiting for child to return
Still waiting for child to return
reaching the father 50485 process
Exit status from 50486 was 57
mema @bowser>




Use of wait() and >>

#include <sys/wait.h>
#include <sys/types.h>
#include <unistd.h>
#include <stdlib.h>
#include <stdio.h>
#include <errno.h>

int main(){
pid_t pid;
int status;

printf("Original Process: PID = %d\n", getpid());
pid = fork();
if (pid ==-1) {

perror("fork failed");

exit(1);

}

if (pid!=0) {
printf("Parent process: PID = %d \n",getpid())
If ( (wait(&status) !=pid ) ) {
perror("wait");
exit(1);
}
printf("Child terminated: PID = %d,

exit code = %d\n",pid, status >> 83)9,
)



Use of wait() and >>

else {
printf("Child process: PID = %d,
PPID = %d \n", getpid(), getppid());
exit(62);
}
printf("Process with PID = %d terminates”,
getpid());
sleep(1);

40



Output

mema@bowser> ./wait2

Original Process: PID = 51182

Parent process: PID = 51182

Child process: PID = 51183, PPID = 51182
Child terminated: PID = 51183, exit code = 62
Process with PID = 51182 terminates.
mema@bowser>




Zombie Processes

A process that terminates remains in the system
until its parent receives its exit code (via a wait())
call. Until then, the process is a zombie .

#include <stdlib.h>
#include <unistd.h>
#include <sys/wait.h>

int main(void){
pid_t pid;

pid = fork();

if ( pid == -1 ){
perror(''fork''); exit(1);
1

if ( pid!=0 ){
while(1){ /* Never terminates */
sleep(500);

1
}

else {
exit(37);

}
!




mema@bowser> ./zombie &

[1] 17508

mema @bowser> ps -a

PID TTY
5822 pts/5
7508 pts/3
13772 pts/0
17508 pts/6
17509 pts/6
17510 pts/6

TIME
00:00:00
00:15:02
00:00:00
00:20:17
00:20:17
00:20:30

CMD

ssh

man

ssh

zombie

zombie <defunct >

PS

mema @bowser> Kkill -9 17508

[1]+ Killed

Jzombie

mema@bowser> ps —-a
PID TTY TIME

5822 pts/5
7508 pts/3
13772 pts/0
17512 pts/6

00:00:00
00:15:02
00:20:30
00:00:00

mema @bowser>

CMD
ssh

man
ssh

PS




[Tapdoeryua

Anuovpynote Eva TANPES OVAOTKO 0EVOPO Ao
oepyaoies pe Babog N. I'a kabe depyacio mov oev
etval @UAAO GTO OEVOPO EKTVTTMGTE TNV TOWTOTNTA
™G, TNV TAVTOTNTO TOV TOTEPO TNG KOl EVAV aVEOVTA
aplOud copueova LE pio KoTd TAATOS O1UGY LG TOV
OEVOPOU.



#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>
#include <stdio.h>

iInt main(int argc, char *argv[]){
int i, depth, numb, pid1, pid2, status;

If (argc >1) depth = atoi(argv[1]);
else { printf("Usage: %s #-of-Params",argv[0]);
exit(0);}
If (depth>5) {
printf("Depth should be up to 5\n");
exit(0);
}

numb = 1; /* Holds the number of each
process */
for(i=0;i<depth;i++){
printf("l am process no %5d with PID 9%5d
and PPID %d\n",
numb, getpid(), getppid());
switch (pid1=fork()){
case O: /* Left child code */
numb=2*numb; break;
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case -1: /* Error creating left child *
perror("fork"); exit(1);
default: /* Parent code */
switch (pid2=fork()){
case O: /* Right child code */
numb=2*numb+1; break;
case -1: /* Error creating right child
perror("fork"); exit(1);
default: /* Parent code */
wait(&status); wait(&status);
exit(0);
}

Mia oepyacia e Baboc k Ba onuiovpynocel mardia
av k<depth kot Oa gppavicet 1o pid Tov kot 10
ppid TovL YovEQ TNG.
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AmotElecHOL

mema@bowser> ./binaryTree 1

| am process no 1 with PID

8970 and PPID 7968

mema@bowser> ./binaryTree 2

| am process no 1 with PID
| am process no 2 with PID
| am process no 3 with PID

8981 and PPID 7968
8982 and PPID 8981
8984 and PPID 8981

mema@bowser> ./binaryTree 3

| am process no 1 with PID
| am process no 2 with PID
| am process no 4 with PID
| am process no 5 with PID
| am process no 3 with PID
| am process no 6 with PID
| am process no 7 with PID
mema@bowser>

8988 and PPID 7968
8989 and PPID 8988
8990 and PPID 8989
8992 and PPID 8989
8995 and PPID 8988
8996 and PPID 8995
9000 and PPID 8995
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AmotElecHOL

mema@bowser> ./binaryTree 4

| am process no 1 with PID 9003 and PPID 7968
| am process no 2 with PID 9004 and PPID 9003
| am process no 4 with PID 9005 and PPID 9004
| am process no 8 with PID 9006 and PPID 9005
| am process no 3 with PID 9008 and PPID 9003
| am process no 6 with PID 9009 and PPID 9008
| am process no 12 with PID 9010 and PPID 900!
| am process no 9 with PID 9013 and PPID 9005
| am process no 5 with PID 9015 and PPID 9004
| am process no 13 with PID 9016 and PPID 900!
| am process no 10 with PID 9017 and PPID 901.
| am process no 7 with PID 9019 and PPID 9008
| am process no 14 with PID 9021 and PPID 901!
| am process no 11 with PID 9026 and PPID 901!
| am process no 15 with PID 9030 and PPID 901!
mema@bowser>
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The exec calls: execl,
execlp, execle, execv, execvp

¢ #include <unistd .h>
extern char **environ ;
int execl(const char *path , const char *arg , ...) ;
int execlp(const char *file , const char *arg, ...) ;

int execle(const char *path , const char *arg , ...,
char * const envpl]) ;

int execv(const char *path , char * const argv([]) ;
int execvp(const char *file , char * const argv[]) ;
¢ They all replace the calling process

(including text, data, bss, stack) with the

executable designated by either the path or
file.

¢ On success, they do not return, on error -1 is
returned, and errno 1s set appropriately.

¢ These calls, collectively known as the exec
calls, are a front-end to execve.



int execl(char *path, char *arg0Q, char *argl,
..., char *argn, NULL);

int execv(char *path, char *argvl[]);

int execlp (char *file, char *arg0, char *argl,
..., char *argn, NULL);

int execvp(char *file, char *argv[]);

int execle(char *path, char *arg0, char *argl,
..., char *argn, NULL, char *envpl[]) ;

* execl, execv, execle require either absolute or
relative paths to executable(s).

¢ execlp and execvp use the environment variable
PATH to “locate” the executable to replace the
invoking process with.

* execl, execlp, execle require the names of
executable and parameters in arg0, argl, arg2, ..,
argn with NULL following.

¢ execv and execvp require the passing of both
executable and 1ts arguments 1n an array: argv[0],
argv[1], argv[2],..,argv[n] with NULL as
delimeter in argv[n+1].

¢ execle requires the the passing of environment
variables in an array: envp[0], envp[1],
envp|[2],..,envp[n] with NULL as delimeter in
envp[n+1].



The execve() call

execve executes the program pointed by
filename

#include <unistd .h>

int execve (const char *filename , char *const
argv[], char *const envpl]) ;

argv: 1s an array of argument strings passed to
the new program.

envp: is an array of strings with the designated
“environment” variables to be seen by the new
program.

Both argv and envp must be NULL-
terminated.

execve does not return on success, and the
text, data, bss (un-initialized data), and stack
of the calling process are overwritten by that
of the program loaded.

On success, execve() does not return, on error
-1 1s returned, and errno 1is set appropriately.



#include <stdio .h>
#include <unistd.h>

main (){
int retval=0;

printf("'I am process %Iu and I will execute

an’ls -1.; \n"",(long)getpid());
retval=execl (''/bin/lIs"', "'Is"", "-1"", "."", NULL);
if (retval==-1) // do we ever get here ?
perror(''execl '');

}

mema@bowser> ./exec
I am process 134513516 and I will execute an’ls -1 .;

total 64

-rwxr -xr-x 1 mema mema 8413 2010-04-19 23:56 a.out
-rw-r--r-- 1 mema mema 233 2010-04-19 23:56 exec-demo .c
“-TWX =====-= 1 mema mema 402 2010-04-19 00:42 forkl1 .c
“-TWX =====-= 1 mema mema 529 2010-04-19 00:59 fork2 .c

mema @bowser>




Example with execvp

#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>
#include <stdio.h>
#include <string.h>

iInt main(void){
Int pid, status;
char *buff[2];

if ( (pid=fork()) == -1){
perror("fork");
exit(1);

}

iIf ( pid!=0) {// parent
printf("l am the parent process %d\n",getpid());
If (wait(&status) != pid){ //check if child returns
perror("wait");
exit(1);
}
printf("Child terminated with exit code %d\n",
status >> 8);
}
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[Tapdoeryua execvp

else {
buff[O]=(char *)malloc(12);
strcpy(buff[0],"date");
printf("%s\n",buff[0]);
buff[1]=NULL;

printf("l am the child process %d ",getpid());
printf("and will be replaced with 'date"\n");
execvp("date",buff);

exit(1);

}
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Output

mema@bowser> gcc -0 execvp execvp.c

mema @bowser> ./execvp

I am the parent process 35796

date

I am the child process 35797 and will be replaced
with 'date’

Sun Jan 17 01:21:55 EST 2010

Child terminated with exit code 0
mema@bowser>
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Pipes

* Sharing files 1s a way for various
processes to communicate among
themselves (but this entails a
number of problems)

¢ Pipes are one Unix mechanisms
for IPC that provides one-way
communication between two
processes (often parent and child)

* In a pipe, a process sends “down”
the pipe datausinga write
and another (perhaps the same?)

process receives data at the other
end through the help of a read

call.



Pipes

¢ #include<unistd.h>
int pipe(int pipetd[2]);

¢ Creates a unidirectional data channel
that can be used for interprocess
communication in which pipetd[0]
refers to the read end of the pipe and
pipefd[1] to the write end

¢ Returns O on success, -1 on erros
(errno 1s set appropriately)

* A pipe’s real value appears when it 1s
used in conjunction with a fork() and
the fact that file descriptors remain
open across a fork()




Somewhat of a useless
example

#include <unistd.h>
#include <stdio.h>
#include <stdlib.h>
#define MSGSIZE 16

char *msgl="''"Buenos Dias! #1'';
char *msg2=""Buenos Dias! #2'';
char *msg3=""Buenos Dias! #3"';
main(){

char inbuf[MSGSIZE];

int p[2], i=0, rsize=0;

pid_t pid;

if (pipe(p)==-1) { perror(''pipe call''); exit(1);}
write(p[1],msgl,MSGSIZE);

write(p[1],msg2,MSGSIZE);
write(p[1],msg3,MSGSIZE);

for (i=0;i<3;i++){
rsize=read(p[0],inbuf,MSGSIZE);
printf("' %.*s\n"",rsize,inbuf);
}
exit(0);
}



Here 1s what happens

mema @bowser> ./pipe-example()

Buenos Dias! #1
Buenos Dias! #2

Buenos Dias! #3
mema @bowser>

Process

write() pli; — l

read() pl0] —-——




A somewhat more
useful example

#include <unistd.h>
#include <stdio.h>
#include <stdlib.h>
#define MSGSIZE 16

char *msgl=""Buenos Dias! #1'';
char *msg2=""Buenos Dias! #2'';
char *msg3="'Buenos Dias! #3"';

main(){
char inbuf[MSGSIZE];
int p[2], i=0, rsize=0;
pid_t pid;

if (pipe(p)==-1) { perror(''pipe call''); exit(1);}

switch(pid=fork()){

case -1: perror(''fork call''); exit(2);

case 0:
write(p[1].msgl,MSGSIZE); // if child then write!
write(p[1],msg2,MSGSIZE);
write(p[1],msg3,MSGSIZE);
break;




default:
for (i=0;i<3;i++){ / if parent then read!
rsize=read(p[0],inbuf, MSGSIZE);
printf("' %.*s\n" ,rsize,inbuf);

}
wait(NULL);
}
exit(0);

}



Here 1s what happens

NOoOw.

Child

write()

read()

Parent

pl1] —

-~ pl1]

plO] =—

— plO]

write()

read)

Either process could write down the file descriptor

pl1].

Either process could read from the file descriptor

plO].

Problem: pipes are intended to be unidirectional; if
both processes start reading and writing
indiscriminately, chaos may ensue



A much cleaner version

#include <unistd.h>
#include <stdio.h>
#include <stdlib.h>
#define MSGSIZE 16

char *msgl=""Buenos Dias! #1'';
char *msg2=""Buenos Dias! #2'';
char *msg3="'Buenos Dias! #3"';

main(){

char inbuf[MSGSIZE];
int p[2], i=0, rsize=0;

pid_t pid;

if (pipe(p)==-1) { perror(''pipe call''); exit(1);}

switch(pid=fork()){
case -1: perror(''fork call"'); exit(2);

case 0:

close(p[0]); // child is writing

write(p

write(p

write(p
break;

1]
1]
1]

,msgl, MSGSIZE);
,msg2, MSGSIZE);
;msg3,MSGSIZE);



A much cleaner version

default:
close(p[1]); // parent is reading
for (i=0;i<3;i++){
rsize=read(p[0],inbuf,MSGSIZE);
printf("' %.*s\n" ,rsize,inbuf);

}
wait(NULL);
}
exit(0);

}



...and pictorially:

Child Parent

pl1] —

——= plO]




Example

#include <stdio.h>
#include.<string-h>
#include <stdlib.h>
#include <unistd.h>
#include <sys/types.h>

#define READ O

#define WRITE 1

#define BUFSIZE 100

char *mystring = "This is a test only";

iInt main(void){
pid_t pid;
int fd[2], bytes;
char message[BUFSIZE];
If (pipe(fd) == -1){ perror("pipe"); exit(1); }

if ( (pid = fork()) == -1 ){
perror("fork"); exit(1);

}
. . _ Noa khelvete Ta AKpa TOV
if (pid==0){ //child
close(fd[READ]); OEV YPNOHOTOLE TE
write(fd[WRITE], mystring, strlen(mystring)+1);
close(fd[WRITE]);
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elsef

close(fd[WRITE]);

Na KAelveTe Tl KO TOV

// parent dEV YPNOILOTOLEITE

bytes=read(fd[READ], message,

sizeof(message));

printf("Read %d bytes: %s \n",bytes, message)
close(fd[READ]);

}
}

mema@bowsers ./pipeReadWrite
Read 20 bytes: This is a test only
mema@bowser>
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Another example

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <unistd.h>
#include <sys/types.h>

#define BUFSIZE 10

int main(void){
char bufin[BUFSIZE]="empty"’;
char bufout[BUFSIZE]="hello";
pid t childpid;
int fd[2];

if (pipe(fd) == -1 ){
perror(“'failed to create pipe"); exit(23);

}
childpid = fork();

If (childpid == -1) { perror(failed to fork");
exit (23);}

if (childpid) // parent code | 1 POWO
close(fd[0]);
write(fd[1],bufout,strlen(bufout)+1);




else // child code AwaPocp
close(fd[1]);
read(fd[0],bufin,strlen(bufin)+1);

printf("[%ld]: my bufin is %s, my bufout is %s
(parent process %Ild)\n", (long)getpid(),
bufin, bufout, (long)getppid());

return 0;

}
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Output

mema@bowser> ./pipe

[9221]: my bufin is hello, my bufout is hello
(parent process 9220)

[9220]: my bufin is empty, my bufout is hello
(parent process 7968)

mema@bowser>
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Read() call and pipes

* If pipe has data, returns
immediately

¢Data are read FIFO

+Data can be read only ONCE

¢ If pipe 1s empty, and another
process has the pipe open for
writing, then read() blocks.

* If pipe 1s empty and no process
has the pipe open for writing,
then read() returns O.
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Example: implement the functionality of
“I” (command-line Unix pipe)

#include <stdio.h>
#include <string.h>
#include <stdlib.h>
#include <unistd.h>
#include <sys/types.h>

#define READ O
#define WRITE 1

iInt main(int argc, char *argv[]){
pid_t pid;
int fd[2], bytes;

If (pipe(fd) == -1){ perror("pipe"); exit(1); }
if ( (pid = fork()) == -1 ){ perror("fork"); exit(1); }

if (pid!=0){ //parentand writer

close(fd[READY]); 0 : |
dup2(fA[WRITE] 1): L pageL To argvl |
close(fd[WRITE)): YPUPETOL OT0 OBV

execlp(argv[1], argv[1], NULL);
perror("execlp");

}
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else{ // child Ot dwpdaletor amod To
close(fd[WRITE]); argv[2] dwafaleton omd
dup2(fd[READ],0); TO GOANVOL
close(fd[READ]);
execlp(argv[2],argv[2],NULL);
}

Ta tpoypaupata oraPacovv/ypapovy amd/ctn
TpokaBopIGUEVN E1GOO0/EC000 YMPIC va. EEPOLV OTL
£xel yivel avakatevbovvon nécm coinva.
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Execution output

mema@bowser> ./pipeline Is wc
32 32 278

mema@bowser> ./pipeline Is head

binaryTree

binaryTree.c

eXecvp

execvp.c

exit

exit.c

exit2

exit2.c

fork

fork.c

mema@bowser> ./pipeline ps sort
PID TT STAT TIME COMMAND
9847 pt-D  0:01.43 pine

73155 pS Ss  0:00.11 -tcsh (tcsh)

73323 pS R+ 0:00.00 ps

73324 pS S+ 0:00.00 sort

mema@bowser> ./pipeline who wc

12 72 634
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The Size of a Pipe

The size of data that can be written down a pipe
is finite.

If there is no more space left in the pipe, an
impending write will block until space becomes
available again.

POSIX designates this limit to be 512 Bytes.

Unix systems often display much higher capacity
for this buffer area.

The following is a small program that helps
discover the actual upper-bounds for this size in
a system.



#include <signal.h>
#include <unistd.h>
#include <limits.h>
#include <stdlib.h>
#include <stdio.h>

int count=0;
void alrm_action(int);

main(){
int p[2];
int pipe_size=0;
char c="x';
static struct sigaction act;

// set up the signal handler
act.sa_handler=alrm_action;
sigfillset(&(act.sa_mask));

if ( pipe(p) == -1) { perror(''pipe call''); exit(1);}

pipe_size=fpathconf(p[0], _PC_PIPE_BUF);

printf("' Maximum size of (atomic) write to
pipe: %d bytes\n'', pipe_size);

printf(''The respective POSIX value %d\n'"’,
_POSIX_PIPE_BUF);

sigaction(SIGALRM, &act, NULL);



while (1) {
alarm(20);
write(p[1], &c, 1);
alarm(0);
if (++count % 4096 ==0 )
printf("' %d characters in pipe\n'',count);
}

}

void alrm_action(int signo){
printf(''write blocked after %d characters \n'',
count);
exit(0);
}



mema@bowser> ./pipe-size
Maximum size of (atomic) write to pipe : 4096 bytes
The respective POSIX value 512
4096 characters in pipe

8192 characters in pipe

12288 characters in pipe

16384 characters in pipe

20480 characters in pipe

24576 characters in pipe

28672 characters in pipe

32768 characters in pipe

36864 characters in pipe

40960 characters in pipe

45056 characters in pipe

49152 characters in pipe

53248 characters in pipe

57344 characters in pipe

61440 characters in pipe

65536 characters in pipe

write blocked after 65536 characters
mema@bowser>




What happens to file
descriptors after an exec?

+ For each of the calls execl, execv, execlp,
execvp:

+ All file descriptors remain open after an
exec

= Although the file descriptors are
“available” and accessible by the child,
their symbolic names are not!!!

¢+ How do we “pass” descriptors to the
program called by exec?

» Pass such descriptors as inline parameters
» Use standard file descriptors : 0,1 and 2
Céas is”)
= See example: demo-file-pipes-exec Kot
write-portion.c
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#include <stdio.h>

#include <stdlib.h> Main program that creates a child

#include <unistd.h>

#include <sys/stat.h> and Calls exeClp
fnclude <fentl.h> (called demo-file-pipes-exec)

#include <errno.h>

#define READ 0O
#define WRITE 1

main(int argc, char *argv[]){
int fd1[2], £d2[2], filedescl= -1;
char myinputparam[20];
pid_t pid;

// create a number of file(s)/pipe(s)/etc
if ( (filedescl=open("MytestFile",
O_WRONLYIO_CREAT, 0666)) ==-1){
perror("'file creation"); exit(1);
}
if ( pipe(fdl) ==-1) {
perror("pipe"); exit(1);
}
if ( pipe(fd2)==-1) {
perror("pipe"); exit(1);
}

if ( (pid=fork()) ==-1){
perror("fork"); exit(1);
}



if ( pid!=0 ){ // parent process - closes off everything
close(filedescl);
close(fd1[READY]); close(fd1[WRITE]);
close(fd2[READY]); close(fd2[ WRITE]);
close(0); close(1); close(2);

if (wait(NULL)!=pid){
perror("Waiting for child\n"); exit(1);

J
J

else {

printf("filedesc1=%d\n", filedescl);
=%d, f{d1[WRITE]=%d,\n",

printf("fd1
fd1
printf("fd2
fd2

READ]
READ],
READ]
READ],

td1l

'WRITE]

);

=%d, td2[WRITE]=%d\n",

td2

dup2(fd2[WRITE], 11);
execlp(argv[1], argv[1], "11", NULL);
perror("execlp");

'WRITE]

);



#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>

#include <sys/stath> | Program that replaces the image
#include <fenilh> 1 of the child (called write-portion)

#include <string.h>

#define READ 0O
#define WRITE 1

main(int argc, char *argv[] ) {
char message[]="Hello there!";

// although the program is NOT aware of the
// logical names, it can access/manipulate the
/I file descriptors!!!

printf("Operating after the execlp invocation! \n");
if ( write(3,message, strlen(message)+1)==-1)
perror("Write to 3-file \n");
else  printf("Write to file with file descriptor 3
succeeded\n");

if ( write(S, message, strlen(message)+1) ==-1)
perror(" Write to 5-pipe");
else  printf("Write to pipe with file descriptor 5
succeeded\n");

if ( write(7, message, strlen(message)+1) ==-1)
perror("Write to 7-pipe");
else  printf("Write to pipe with file descriptor 7
succeeded\n");



if ( write(11, message, strlen(message)+1) == -1)
perror("Write to 11-dup2");
else printf("Write to dup2ed file descriptor 11
succeeded\n");

if ( write(13, message, strlen(message)+1) ==-1)
perror("Write to 13-invalid");
else printf("Write to invalid file descriptor 13
not feasible\n");
return 1;



mema@bowser> ./demo-file-pipes-exec ./write-portion
filedescl =3

fdI[READ]=4, td1[WRITE]=5,
fd2[READ]=6, fd2[WRITE]=7

Operating after the execlp invocation !

Write to file with file descriptor 3 succeeded
Write to pipe with file descriptor 5 succeeded
Write to pipe with file descriptor 7 succeeded
Write to dup2ed file descriptor 11 succeeded
Write to 13-invalid: Bad file descriptor
mema@bowser>



#include <stdio.h>

#include <stdlib.h>
#include <unistd.h> EX ample : redireCting
#define SENTINEL -1 stdout
main(){
pid_t pid;

int fd=SENTINEL;
printf(" About to run who into a file
(in a strange way!)\n");

if ( (pid=fork())== SENTINEL){
perror("fork"); exit(1);

} MikpOtepog
if ( pid == 0 ){ // child O1abEGLOC
TEPLYPOPENC

close(l); _ ——— ot
fd=creat("userlist", 0644); cWVOLTO L=

execlp("who","who",NULL);
perror("execlp");

exit(1);

J

if (pid !=0){ // parent
wait(NULL);
printf("Done running who - results in file
\"userlist\"\n");

J



mema@bowser> ./demo-trick

About to run who into a file (in a strange way!)
Done running who - results in file '"userlist"’
mema@bowser> more userlist

mema pts/2 Mar 27 16:07 (linux03.di.uoa.gr)




Reading from Multiple Pipes

Parent Process

Child A
read() | 0] = 1] | wnte()
Client
Client
read() |P[O] -——  pfi] | wnie{)
Server
Child B

¢ Server should be able to deal with the
situation where there 1s data present on
more than one pipes.

¢ If nothing 1s pending, the server should
block.

¢ If data arrives in one of more pipe, server
has to become aware of where the
information 1s to receive it.

# include <sys/select.h>
int select(int nfds, fd_set *readfds, fd_set *writefds,
fd_set *exceptfds, struct timeval *timeout);




“Limitations” ot Pipes

¢ (Classic pipes have at least two
drawbacks:

= Can only be used between processes
that have an ancestor in common

m Classic pipes are NOT permanent
(persistent)



FIFO (Named Pipes)

¢ Named pipes (or FIFOs)

= Can be used by two totally unrelated
processes to communicate

s Works like a pipe (one-way data flow)
= Are permanent in the file system

s L.ooks like a file, has a name; has an
owner and access permissions

= Any process with appropriate rights
can open for reading or writing

(using open, read, write, close syscalls)
= Cannot be seeked

s Default: on open for reading and no
writer, blocks for an open for writing
from another process (and vice versa)

= Blocking and non-blocking versions
use <fcntl.h>

e Why non-blocking FIFOs?



Creating a FIFO (at command line)

¢ System program: mknod nameofpipe p
= nameoipipe 1s the name you give to the FIFO

= Note the p parameter above and the p in the
permissions listing below:

mema @bowser> mknod myfifo p

mema @bowser> Is -1 myfifo

prw-r--r-- 1 mema mema 0 2018-04-15 15:37 myfifo
mema @bowser>

s The command “mkfifo” has same effect, type
“man mkfifo” for details



Creating a FIFO (programmatically)

¢ 1nt mkfifo(const char *path, int perms);

s Creates a named pipe: path 1s where the FIFO
1s created on the filesystem

m perms designates the access permissions for the
owner, group, others

= Returns 0 on success, -1 on failure (sets errno
accordingly)

s Included files:
#include <sys/types.h>
#include <sys/stat.h>



Client-server example

¢ Client reads filename from standard
input and writes it to IPC channel

¢ Server reads filename from IPC
channel, tries to open file for
reading and on success, reads and
writes file to IPC channel;

on failure, sends error msg to IPC

¢ Client reads from IPC channel and
writes bytes to standard output

stdin _filename,
« client e SEerver |«—
stdout

file contents or
error msg




#include <sys/types.h>
#include <sys/stat.h>
#include <sys/errno.h> n amedPipeS—Client.C
#include <stdio.h>

#include <stdlib.h>

#include <string.h>

extern int errno;

#define MAXBUFF 1024
#define FIFO1 "/tmp/fifo.1"
#define FIFO2 "/tmp/fifo.2"
#define PERMS 0666
main(){

int readfd, writefd;

/* Open the FIFOs. We assume server has
already created them. */

if ( (writetd = open(FIFO1, O_WRONLY)) <0)
{

perror("client: can't open write fifo \n");

}
if ( (readfd = open(FIFO2, O_RDONLY)) <0)

{

perror(“client: can't open read fifo \n");

J

client(readfd, writefd);




close(readfd);
close(writefd);

/* Delete the FIFOs, now that we're done. */

it ( unlink(FIFO1) <0) {
perror("client: can't unlink \n");

J
if (unlink(FIFO2) < 0) {
perror(“client: can't unlink \n");

J

exit(0);
}

client(int readfd, int writefd) {

char bufff MAXBUFF];
Int n;

/* Read the filename from standard input,

* write it to the IPC descriptor.
*/

if (fgets(buff, MAXBUFF, stdin) == NULL)
perror("client: filename read error \n");



n = strlen(buff);
if (buff[n-1] =="\n")
n--; /*1gnore newline from fgets() */

if (write(writefd, buff, n) !=n)
perror(''client: filename write error");

/* Read data from the IPC descriptor and write to

* standard output.
*/

while ( (n = read(readfd, buff, MAXBUFF)) > 0)
if (write(1, buff, n) '=n) /*fd 1 = stdout */ {
perror("client: data write error \n");
}
if (n <0) {
perror("'client: data read error \n");

J



#include <sys/types.h>
#include <sys/stat.h>

#include <sys/errno.h> name dPlpe S-SErver.C

#include <stdio.h>

#include <stdlib.h>
#include <string.h>
extern int errno;

#define MAXBUFF 1024
#define FIFO1 "/tmp/fifo.1"
#define FIFO2 "/tmp/fifo.2"
#define PERMS 0666
main(){

int readfd, writefd;

/* Create the FIFOs, then open them -- one for
* reading and one for writing.

*/

if ( (mkfifo(FIFO1, PERMS) < 0) &&
(errno != EEXIST) ) {
perror("can't create fifo");
}
if ((mkfifo(FIFO2, PERMS) < 0) &&
(errno != EEXIST)) {
unlink(FIFO1);
perror("can't create fifo");



if ( (readfd = open(FIFO1, O_RDONLY)) <0) {
perror("'server: can't open read fifo");

J

if ( (writefd = open(FIFO2, O_WRONLY)) <0) {
perror("server: can't open write fifo");

J

server(readfd, writefd);
close(readfd);
close(writefd);
exit(0);

}

server(int readfd, int writefd) {

char bufff MAXBUFF];

char errmesg[256];
int n, fd;

/* Read the filename from the IPC descriptor. */

if ((n=read(readfd, buff, MAXBUFF)) <=0) {
perror(''server: filename read error ");

J

buff[n] ="\0'; /* null terminate filename */



if ( (fd = open(butft, 0)) <0) {
/* Error. Format an error message and send it
* back to the client
*/

sprintf(errmesg, ":can't open, %s\n", buif);
strcat(buff, errmesg);

n = strlen(buff);

if (write(writefd, buff, n) !=n) {

perror("'server: errmesg write error");
]
} else {

/>X<

* Read the data from the file and write to
* the IPC descriptor.

*/

while ( (n = read(fd, buff, MAXBUFF)) > 0)

if (write(writefd, buff, n) !=n) {
perror("server: data write error");

}

if (n<0) {

perror("server: read error");
}
}
}



Execution output

linux01:/home/users/mema>./namedPipes-server &
[1] 4095

linux01:/home/users/mema>cat testFile.txt

See the file name/contents go

from client over named pipes

to server and back!!! Neat!!

linux01:/home/users/mema>./namedPipes-client

testFile.txt «——— | Uger types file name here

See the file name/contents go
from client over named pipes
to server and back!!! Neat!!

[1] + Done /namedPipes-server



