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Abstract
We present the initial set of findings from a pilot experiment that used an Internet-based end-toend verifiable e-voting system and was held during the European Elections 2014 in Athens, Greece.
During the experiment, which took place on May 25th 2014, 747 people voted with our system in
special voting stations that were placed outside two main polling places in Athens, Greece. The
election mimicked the actual election that was taking place which included a great number of parties. After casting their ballot, voters were invited to complete online a post-election questionnaire
that probed their attitudes towards e-voting. In total, 648 questionnaires were collected. We present
a description of the experiment and a regression analysis of our results. Our results suggest that
acceptance of the e-voting system was particularly high especially among the most educated, the
technologically adept but also -somewhat surprisingly- older generations.
keywords: e-voting; public opinion; Greece.
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Introduction

One of the most significant challenges in the development of electronic voting is its acceptance by
voters. Issues of public trust and support are often at the center of the debate on the adaptation or
rejection of electronic voting systems, regardless of their technical characteristics. Even though the
issue of electronic voting has attracted increased scholarly attention during the last decade, studies over
the acceptance of such as system by the mass public and the factors behind individual-level variance
in acceptance remain scarce. In this paper, we aim to advance the relevant literature by presenting
individual-level correlates of attitudes toward electronic voting from Greece. Greece is an ideal case for
testing attitudes toward e-voting in environments with low familiarity with internet use, as the country
ranks quite low in internet penetration. What is more, using Greece as an example adds to the literature
by evaluating attitudes toward electronic voting in Europe where such research remains very scarce, with
the notable exception of [2]. In particular, this paper investigates the impact of socio-demographic and
familiarity with technology on three key components of acceptance of an e-voting system, namely:
(a) the perceived easiness of the e-voting system,
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(b) participants’ willingness to see the system being adopted for national elections and
(c) participants’ attitudes to cast their vote remotely using an e-voting system.
The trial was conducted in polling stations during the 2014 European Elections. These elections
are held every four years across all EU members for the election of the European parliament. The test
was not binding for participants: Upon their exit from the polling booth, electors were asked to vote
again through an e-voting system should they agreed to do so. Our results suggest that acceptance of
the e-voting system was particularly high especially among the most educated, the technologically adept
but also -somewhat surprisingly- older generations.

2

E-voting Evaluations

Available evidence on the public reception of an electronic voting system mainly come from the United
States and Latin America (but see [2] for an application in Europe): Past research has shown that e-voting
systems are viewed rather favorably by citizens who participate in the trials [1, 10]. As for individual
level-factors, Sherman et al. [10] investigated the impact of a number of characteristics for the case
of the US in a convenience sample consisting of 105 volunteers who replied on advertisements. Their
results illustrate that acceptance of the electronic voting system depends significantly on the extent to
which participants had a basic understanding of the e-voting system. On the other hand, Alvarez et al.
[1] studied acceptance of different e-voting devices in the case of Colombia using a non-representative
yet extended sample consisting of 2294 respondents coming from three cities. Their results showed that
acceptance of the system was particularly high, exceeding 80 percent of positive responses in perceived
reliability of the system and 90 percent in perceived easiness. Nonetheless, according to their findingshighly educated and -surprisingly- the eldest age groups were more likely to regard the system as more
reliable.
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Presentation of E-voting System Demos

Demos is a remote e-voting system that supports end-to-end verifiability (i.e. the voter verifies that
her vote was tallied properly) and voter privacy. The system employs code-voting as introduced by
Chaum [4] with a number of modifications both in terms of usability as well as in terms of verifiability.
In code-voting based systems, the voters obtain a ballot that contains a list of the candidates, each of
them associated with a unique vote-code, and vote by submitting the vote-code that corresponds to the
candidate of their choice. Tallying takes place by combining cryptographic elements that relate to the
submitted vote-codes. The system utilizes a number of cryptographic elements that include perfectly
binding commitments and suitably designed zero-knowledge (ZK) proofs.
For brevity we do not present here all the cryptographic details of Demos, which are independent of
our experiment. The front-end of Demos, which is the most relevant to our experiment and explained in
detail below, could have been fitted with any other code-voting system in the back-end and provide the
same voting experience.

3.1

Setup

In the pre-election phase, an election authority (EA) generates ballots that have a unique serial number
and consist of two equivalent parts (A and B) containing all information needed to vote. Namely, in
each part, every candidate is associated with a randomly generated vote-code, which is cryptographically paired with a vote-code recording receipt (Figure 1). This ballot format is called a double ballot. The double ballots are randomly distributed to the voters by EA or another distribution authority. Next, the EA uses the commitment scheme to create a table T where all ballot information is
committed via the perfectly binding commitments (the candidates are first encoded and then committed). The committed ballots are sorted according to their serial numbers and the parts A and B (e.g.
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Figure 1: Facet (A) of paper ballot

100A, 100B, 101A, 101B, 102A etc.). In addition, T includes information for verifying that the committed values correspond to well-formed ballots. The verification is done by incorporating a novel ZK
protocol. Then, EA posts T on a public bulletin board (BB) and provides a keyholder (KH) with the
de-commitment information and a bulletin board authority (BBA) with the list of pairs of vote-codes and
vote-code recording receipts. At the end of the pre-election phase, the working tape of EA is destroyed,
for privacy preserving reasons. Note that the KH functionality is distributed to a number of parties via
standard secret-sharing to ensure better privacy.

3.2

Vote-Casting

Vote secrecy in Demos is ensured by the random distribution of the ballots, so that the serial numbers are
in no way linked with the voters. When each voter receives a double ballot, she chooses a random side
for voting. After the election result is announced, the other part of the ballot will be used for auditing.
The double ballot idea for ensuring voting integrity was used in a number of previous systems (e.g., in
the Scantegrity system [5]). Then, she sends to BBA the vote-code for the candidate of her choice. This
can be done by clicking a button in a user-friendly environment, or manually by typing the vote-code
in case the voter does not trust her voting client. The BBA reads the vote-code and if it is valid, it
produces the vote-code recording receipt that this vote-code is paired with. It provides the voter with
the vote-code recording receipt who can check in her ballot that her vote was correctly recorded by the
system. In more detail (refer to Figure 1 for terminology), the voter can compare the vote-code recording
receipt provided by the system to the vote-code receipt appearing next to the party and vote-code of his
choice on the ballot’s used facet and, thus, if both are identical, be certain that his vote was properly cast
through the electronic voting system. An important feature of Demos is that choosing (randomly) one
of the two ballot parts for voting, the voter generates (ideally) 1 bit of randomness that is posted on the
BB.
We note that after the voter submits the vote-code (using the tablet driven front-end), the system
will respond with a vote-code recording receipt as feedback. For example, in Figure 1, in case the voter
votes for party “E⇤⇤A⌃” the vote-code that will be submitted will be “OIJJ-AGFN-4AUY” while the
vote-code recording receipt will be “V605E4”. This receipt will appear in the voting interface after the
vote-code has been remotely recorded by the system. The voter may check that her vote was received
properly by visually verifying that the six digit vote-code recording receipt matches the corresponding
receipt for the political party of her choice.
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Figure 2: The Bulletin Board at the verification phase

3.3

Election Result Computation and Verification

After the voting phase has ended, the tally is computed as follows:
1. The KH provides BBA with the de-commitment information and ZK proof information.
2. BBA marks all commitments to the corresponding encoded options (see also Figure 2 for screenshot of this view).
3. BBA adds (homomorphically) all the marked commitments and opens their sum, which is the
election result in encoded form. Finally, it publishes the encoded election result. We note that the
result can be efficiently decoded by any party, without the possession of a secret key.
4. Additionally, BBA opens all information for the ballot parts that were used for auditing (Figure 2),
thus revealing the correspondence between vote-codes and parties.
E2E verifiability in Demos is achieved (with high probability)1 :
1. Because any party can compute the election result and verify the ZK proofs.
2. By the auditing of the ballots: the voter can verify that her ballot was not altered by a malicious
party by checking that the perfectly bound opening of the ballot part used for auditing matches
the part that the voter obtains. Observe that the malicious EA cannot know in advance which
part of the ballot the voter is going to use to vote. Therefore, the EA can guess only with 1/2
probability, which is going to be the part that the voter will choose for auditing. This implies that
the probability of altering t votes without being detected decreases exponentially in t.

3.4

The Pilot Implementation of Demos

In the pilot implementation of Demos, each participant received a paper ballot where in each facet,
besides the lists of candidates, vote-codes and vote-code recording receipts, there was a QR code (Figure 1), which, if scanned, lead to a web rendering of the ballot, with an easy to use interface, where
candidate parties appeared in buttons the user can click on. In the trial of the system presented below,
1
We note that the complete security analysis of the system is not the objective of the present paper. However we do present
some elements from the analysis in order to give an overview of the system operation. For more information of the demos
system please see the web-site http://www.demos-voting.org.
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voters used tablets with cameras to scan paper ballots and voted electronically through the interface described above. The privacy concerns that have been raised when sensitive ballot information is encoded
in non-plaintext form, as QR codes, (see [3] for this topic) do not affect our implementation. This is
because Demos supports voting by directly typing the vote-codes so that the voter is able to sidestep
QR scanning when she does not trust her client. This alternative that our system provides was explained
in the participants both on site and via handouts. Furthermore, since all voters voted on site, issues of
vote-selling or coercion that are typically linked with remote voting were not raised or examined2 . As
mentioned above, by using their ballot’s unique serial number, voters could trace their ballot and check
(a) that their vote was properly marked as “voted” and (b) that in the unused version of the ballot all
selection codes correspond to the proper candidate parties that were shown in the paper version of the
ballot. This covers one of the two parts of the E2E verifiability check of Demos. Note that the complete
check requires also the verification of zero-knowledge proofs that may be done by any external observer
(including any voter if they wish to do so). This aspect was not tested in our trial (i.e., no third party
zero-knowledge verifiers were commissioned), as involving the participants in the technical details of
Demos was out of the scope of our experiment.
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The Pilot Experiment

The trial was conducted on two different polling stations for the 2014 European Elections in the premises
of two public schools in highly populated municipalities in the greater Athens metropolitan area. While
the actual election procedure was being held inside the school buildings, a set of desks was placed right
outside within the guarded courtyard and next to them there were banners that informed the public regarding the trial that was taking place. In each site, two tablets were placed on the desks supported by an
elevated Plexiglas stand that allowed for the insertion of the A4 paper ballot underneath (containing the
serial number of the“electronic envelope”, the codified candidate parties, the vote-codes corresponding
to them, their vote-code recording receipts and the QR code).
Four assistants in each site conducted the trial. Assistant A was responsible for calling one out of
every four voters that had already participated in the conventional elections, to participate in the e-voting
procedure. In case of refusal, Assistant A called the next one and took note of the refusal. Assistant B
accompanied the participants to the desks with the tablets, where the other two Assistants were handing
them the ballot and explaining them how they could vote via our setting. Only when asked, (in cases
where the participants where unfamiliar with scanning a paper) the Assistants would help the participant
to scan the ballot under the tablet. Then, keeping a distance to ensure privacy, Assistants C and D,
would, if asked to by the participant, offer clarifications or guidance on the use of the e-voting system.
Upon submitting their vote, the participants were prompted to a website where they could (optionally)
complete the questionnaire online using the same device. The completion of the questionnaire included
questions on respondents’ socio-demographic backgrounds as well as a number of attitudinal items,
measured in five-point Likert scales regarding electronic voting.
Before leaving, participants were given two leaflets, one containing information about the e-voting
system function and features, with emphasis on its procedural safeguards for transparency, verifiability,
reliability and security, and another containing a set of simple directions for the successful completion
of the verification procedure. A total of 747 people participated in the e-voting trial, while 648 of
them filled in the online questionnaire that followed the actual e-voting procedure. Table 1 reports
the demographic details of the sample. The sample is skewed in terms of age but mainly in terms of
levels of education. Even though this is a typical characteristic of any public opinion survey (e.g. Pew
2012), this means that the aggregate level distribution of attitudes toward e-voting may be higher than
what they would appear in the broader Greek population and should be interpreted with caution. The
2
Still voters were informed about the functions of the pilot system and its potential application for remote i-voting and, as
presented further in the analysis of the distributed questionnaire findings, they were asked whether they would use it to vote
from home for national elections. Our system accepts further enhancements to (partially) deal with the issue of coercion that
are out of scope for the present exposition.
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average participation rate was 61.5% in both sites, i.e., about 6 out of 10 voters of the actual voting
procedure agreed to participate in the e-voting pilot. The website of the project, (whose address was
only publicized in the paper ballots), received 231 unique visits (i.e., a rate of about 30% of the total
people that participated) during the next two days. In addition, 21 participants (about 2.8%) chose to
make use of the verifiability process and actually locate their ballot assigned to them. It is worth noting
that while the verifiability turnout may seem small we consider it satisfactory for our experiment as the
verifiability aspect was very briefly explained to each voter (none of which showed any familiarity with
this level of secure e-voting design) and the voters were aware of the fact that the pilot election was not
binding in any way (and hence one would expect a lower interest in verification than it would have been
in case the election was binding). Furthermore, the actual election results were available through other
means to all voters (e.g. via regularly conducted exit polls with results broadcasted in the national TV).
It is also worth noting that even with as little as 21 verification checks (if done properly) our system
would have been capable of providing a reasonable level of election integrity.
Gender

Age

Level of education

Male
Female
15-24
25-34
35-44
45-54
55-64
65+
Up to six years
Six to nine years
High school graduate
Some college
Higher education graduate
Postgraduate

50.9%
49.1%
12.8%
16%
16.1%
24.5%
22.8%
7.8%
2%
3.3%
19.3%
13.3%
41.5%
20.7%

Table 1: Demographic Composition of Sample
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Results

We measured respondents’ attitudes toward e-voting through a number of items. Attitudes toward the
device were highly positive (Figures 3a,3b,3c). Starting with overall satisfaction, nearly 90 percent of
respondents answered that they were “somewhat” and “very” satisfied with the electronic voting experience. Moving on to the perceived difficulty of using the e-voting device, 82.7 percent of respondents
found its use “very easy”, while only 1.2 percent answered that they faced problems using the device.
Apart from easiness of use and satisfaction, we measured trust and attitudes toward the adoption of
remote electronic voting for national elections. Respondents’ attitudes were again very positive: 47 percent of the sample said they would trust an e-voting device such as the one they used for the conduction
of European elections, while less than one in ten (8.6 percent) appeared negative toward such an implementation. As for attitudes toward remote electronic voting, roughly three out of four respondents were
somehow or very positive toward the prospect of being able to vote in national elections from home with
a use of a similar device, while only 12.4 percent appeared dismissive toward this prospect.
Even though the acceptance of e-voting was quite high in the sample we have reasons to expect
that the aggregate distribution masks significant individual-level variation. A number of scholars have
argued that the use of electronic voting could possibly create a turnout gap between technologically
adept and novices [7, 8, 6]. Hence, the argument goes, as the old and less educated are least adept
in using technology these population segments will be less likely to vote using an electronic voting
6

(a) Easiness of use

(b) Trust

(c) Attitude towards remote e-voting

Figure 3: Respondents’ attitudes
device and consequently they may be more skeptical toward the introduction of e-voting devices, and
especially remote e-voting devices. Drawing on an e-voting pilot study conducted in the UK in 2003,
Norris [7] illustrated that while the option to cast a vote electronically could moderately boost turnout
among young voters, it eventually may lead to the suppression of participation among older generations
of voters. What is more, since the elder participate in higher rates compared to younger voters, Norris
[8] argued that the introduction of electronic voting could lead to an overall decline in electoral turnout.
In order to investigate whether these trends are evident after respondents have used electronic voting devices we construct three linear regression models 3 , measuring the impact of socio-demographic
characteristics (age cohort, gender, level of education) and Internet use (through a dummy variable separating non-Internet users from the rest of the sample) on (a) difficulty using the e-voting device (Model
3
In order to ensure that the statistical analysis was not hampered by the discrete nature, nor the non-parametric distribution
of the dependent variables all models were re-estimated using complementary log-log regression, an appropriate statistical
technique for dealing with highly skewed discrete variables [9]. Results were identical to those reported in the paper in terms
of levels of significance and coefficient signs. Same is the case when education is entered as a dummy variable separating those
who have attended university from the rest of the sample, with the exception of ?easiness of use? where while the education
coefficient although positive, falls short of achieving statistical significance.
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A) (b) trust in e-voting for national elections (Model B) and (c) attitudes toward the prospect of voting
from home or another place using a remote electronic voting device (Model C).

Male
Age cohort
15-24
25-34
35-44
45-54
55-64
65+
Education
No internet access
Easiness of use
Adj. R2
N

Model A
Easiness of use
b
S.E.
0.00
0.04

-0.05
0.05
-0.09
-0.08
-0.30**
0.03**
-0.42***
0.12
624

0.08
0.07
0.07
0.08
0.11
0.02
0.10

Model B
Trust
b
S.E.
0.01
0.08

0.50***
0.73***
0.79***
1.02***
1.17***
-0.01
-0.07
0.59***
0.16
620

0.14
0.13
0.13
0.14
0.20
0.03
0.18
0.07

Model C
Attitude towards remote e-voting
b
S.E.
-0.07
0.09

0.53**
0.60***
0.66***
0.67***
0.83**
-0.01
-0.09
0.69***

0.17
0.16
0.16
0.18
0.24
0.04
0.22
0.09
0.11
618

Table 2: OLS Regression of Easiness of Use, Trust toward E-Voting and Attitudes toward remote evoting (Entries are unstandardized OLS coefficients. Standard errors are reported in the second column).
⇤⇤ : p < 0.05; ⇤ ⇤ ⇤ : p < 0.01

Beginning with variation in individual-level variation in the difficulty of using the e-voting device,
results suggest that educated respondents found it easier to use the device. On the other hand, perceived
difficulty was significantly increased for participant categories that are less likely to be familiar with
technology, namely respondents aged over 65 years and those who do not use the Internet. Model B
reports the respective OLS regression results on trust of e-voting for national elections, using the same
independent variables as Model A plus the item measuring perceived difficulty. Results suggest that,
all else equal, facility with the e-voting device is associated with general trust toward e-voting, as those
who found the use of the electronic voting device easy were more likely to trust the implementation of
an electronic voting for general elections. What is striking however is that, all else equal, older aged
cohorts appear significantly more trustful toward electronic voting compared to younger age cohorts.
This finding that seems paradoxical at first has also appeared in other countries [1] and can be attributed
to the fact that younger respondents who are more knowledgeable on issues of technology are more likely
to be aware of possible security threats than older and less technologically familiar respondents [1].
Surprisingly, level of education4 on the other hand is not associated with trust toward electronic voting.
The lack of impact of the level of education is against previous findings [1] and needs to be further
investigated. Moving on to Model C, which measures variation in attitudes toward remote electronic
voting, results suggest that the extent to which one finds remote electronic voting a good idea mainly
depends on age and perceived difficulty of using the electronic voting device. Again, as was the case with
trust toward e-voting, older respondents appear more positive toward remote electronic voting. What is
4

In order to ensure that the statistical analysis was not hampered by the discrete nature, nor the non-parametric distribution
of the dependent variables all models were re-estimated using complementary log-log regression, an appropriate statistical
technique for dealing with highly skewed discrete variables [9]. Results were identical to those reported in the paper in terms
of levels of significance and coefficient signs. Same is the case when education is entered as a dummy variable separating those
who have attended university from the rest of the sample, with the exception of ?easiness of use? where while the education
coefficient although positive, falls short of achieving statistical significance.
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more, participants who found the use of the e-voting machine easy were significantly more likely to
respond that they would like to be able to vote remotely with an e-voting device. Yet it should be noted
that the explanatory power of all three models, as indicated by the adjusted R2 is rather low, meaning
that there exist additional latent factors that account for variation in attitudes toward electronic voting in
Greece.
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Conclusion

Electronic voting systems are deemed as a cost-effective alternative for conducting elections, having a
promising potential for the quality of democratic representation especially among distinct social groups
that may face difficulties accessing polling stations. Yet studies investigating the acceptance of e-voting
by the general public remain scarce. This paper advanced the literature on electronic voting by presenting evidence on attitudes toward electronic voting from Greece. Three main conclusions can be drawn
from the analysis. First, our results point to the conclusion that acceptance of electronic voting could be
fairly high in the general population, bringing additional evidence to confirm previous research by [1]
and [10]. This finding however should be interpreted with caution as the sample was skewed in regard
with age and level of education, compared to the general Greek population. An additional parameter
that may have boosted positive responses is that respondents took part in the trial after having tried the
e-voting device. Second, the aggregate distribution of preferences toward e-voting masks significant
individual-level variation: Citizens who are already familiar with technology, those who found e-voting
easy and older age cohorts were significantly more likely to be supportive of its implementation in national elections. These results appear to substantiate the worry that the advent of electronic voting could
possibly create a gap between segments of the population who are familiar with technology and those
who are not. On the other hand gender and education were unrelated to e-voting preferences. Third, sociodemographic characteristics and familiarity with technology account only for a small portion of the
total variation in acceptance of electronic voting. Future research could shed more light to the pattern of
attitudes toward e-voting from a comparative perspective and further investigate latent parameters that
may have an impact on attitudes toward e-voting.
Aknowledgements. The authors gratefully acknowledge the support of the Greek Secretariat of
Research & Technology through project FINER, Excellence Programme/ARISTEIA1.

References
[1] R. Michael Alvarez, Gabriel Katz, Ricardo Llamosa, and Hugo E. Martinez. Assessing Voters’
Attitudes towards Electronic Voting in Latin America: Evidence from Colombia’s 2007 E-voting
Pilot. In Peter Y. A. Ryan and Berry Schoenmakers, editors, E-Voting and Identity, Second International Conference, VOTE-ID 2009, Luxembourg, September 7-8, 2009. Proceedings, volume
5767 of Lecture Notes in Computer Science, pages 75–91. Springer, 2009.
[2] Harald Baldersheim, Jo Saglie, and Signe Bock Segaard. Internet Voting in Norway 2011: Democratic and Organisational Experiences. World Congress of the International Political Science Association, Madrid, July 8 to 12, 2012.
[3] Jurlind Budurushi, Simon Stockhardt, Marcel Woide, and Melanie Volkamer. Paper Audit Trails
and Voters’ Privacy Concerns. In Theo Tryfonas and Ioannis G. Askoxylakis, editors, Human
Aspects of Information Security, Privacy, and Trust - Second International Conference, HAS 2014,
Held as Part of HCI International 2014, Heraklion, Crete, Greece, June 22-27, 2014. Proceedings,
volume 8533 of Lecture Notes in Computer Science, pages 400–409. Springer, 2014.
[4] David Chaum. SureVote: Technical Overview. In Proceedings of the Workshop on Trustworthy
Elections, WOTE, 2001.
9

[5] David Chaum, Aleksander Essex, Richard Carback, Jeremy Clark, Stefan Popoveniuc, Alan T.
Sherman, and Poorvi L. Vora. Scantegrity: End-to-End Voter-Verifiable Optical-Scan Voting.
IEEE Security & Privacy, 6(3):40–46, 2008.
[6] Rachel Gibson. Internet Voting and the European Parliament Elections: Problems and Prospects.
In A. H. Trechsel and F. Mendez, editors, The European Union and E-voting, pages 29–59, 2005.
[7] Pippa Norris. Will New Technology Boost Turnout? Experiments in E-voting and All-postal
Voting in British Local Elections. In N. Kersting and H. Baldersheim, editors, Human Aspects of
Information Security, Privacy, and Trust - Second International Conference, HAS 2014, Held as
Part of HCI International 2014, Heraklion, Crete, Greece, June 22-27, 2014. Proceedings, pages
193–225, 2003.
[8] Pippa Norris. E-voting as the Magic Ballot for European Parliamentary Elections? Evaluating
E-voting in the Light of Experiments in UK Local Elections. In A. H. Trechsel and F. Mendez,
editors, The European Union and E-voting, pages 60–90, 2005.
[9] Daniel A Powers and Yu Xie. Statistical Methods for Categorical Data Analysis. San Diego, CA:
Academic Press, 2000.
[10] Alan T. Sherman, Richard Carback, David Chaum, Jeremy Clark, Aleksander Essex, Paul S. Herrnson, Travis Mayberry, Stefan Popoveniuc, Ronald L. Rivest, Emily Shen, Bimal Sinha, and
Poorvi L. Vora. Scantegrity Mock Election at Takoma Park. In Robert Krimmer and Rüdiger
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