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Abstract. This paper presents the security weaknesses and the possible attacks,
which threaten the GPRS backbone network and the data that either reside at
the network or are transferred through it. These attacks may be performed by
malicious third parties, mobile users, network operators or network operator
personnel, which exploit the weaknesses of the employed technology and the
security measures applied to the GPRS backbone. The possible attacks against
the GPRS backbone may result in the compromise of end-users security, the
users over billing, the disclosure or alteration of critical information, the ser-
vices unavailability, the network breakdown, etc. The analyzed attacks and
their consequences increase the risks associated with the usage of GPRS, and,
thus, influence its deployment that realizes the concept of the mobile Internet.

1 Introduction

The General Packet Radio Services (GPRS) [1] is a service that provides packet radio
access for Global System for Mobile Communications (GSM) users. The GPRS net-
work architecture, which constitutes a migration step toward third-generation (3G)
communication systems, consists of an overlay network onto the GSM network. In
the wireless part, the GPRS technology reserves radio resources only when there is
data to be sent, thus, ensuring the optimized utilization of radio resources. The fixed
part of the network employs the IP technology and is connected to the public Internet.
Taking advantage of these features, GPRS enables the provision of a variety of
packet-oriented multimedia applications and services to mobile users, realizing the
concept of the mobile Internet.

For the successful implementation of the new emerging applications and services
over GPRS, security is considered as a vital factor. In order to meet security objec-
tives, GPRS uses a specific security architecture, which aims at protecting the net-
work against unauthorized access and the privacy of users. This architecture is based
on the security measures applied in GSM, since the GPRS system is built on the GSM
infrastructure. However, GPRS is more exposed to intruders compared to GSM [2][3]
because it uses the IP technology, which presents known vulnerabilities. Similarly to



IP networks, intruders to the GPRS system may attempt to breach the confidentiality,
integrity, availability or otherwise attempt to abuse the system in order to compromise
services, defraud users or any part of it.

This paper presents the security weaknesses and the possible attacks, which
threaten the GPRS backbone network and the data that either reside at the network or
are transferred through it. These attacks may be performed by malicious third parties,
mobile users, network operators or network operator personnel, which exploit the
weaknesses of the employed technology and the security measures applied to the
GPRS backbone. The possible attacks against the GPRS backbone may result in the
compromise of end-users security, the users over billing, the disclosure or alteration
of critical information, the services unavailability, the network breakdown, etc. The
analyzed attacks and their consequences increase the risks associated with the usage
of GPRS, and, thus, influence its deployment that realizes the concept of the mobile
Internet.

The rest of this article is organized as follows. Section 2 briefly describes the
GPRS technology and the security measures applied to the GPRS backbone network.
Section 3 presents the weaknesses of the security measures applied to the GPRS
backbone. Section 4 analyzes the possible attacks that threaten the GPRS backbone
and the data that either reside at the network or are transferred through it. Finally,
section 5 contains the conclusions.

2 GPRS Technology

2.1 Network Architecture

The network architecture of GPRS [1] is presented in Fig.1. A GPRS user owns a
Mobile Station (MS) that provides access to the wireless network. From the network
side, the Base Station Subsystem (BSS) is a network part that is responsible for the
control of the radio path. BSS consists of two types of nodes: the Base Station Con-
troller (BSC) and the Base Transceiver Station (BTS). BTS is responsible for the
radio coverage of a given geographical area, while BSC maintains radio connections
towards MSs and terrestrial connections towards the fixed part of the network (core
network).

The GPRS Core Network (CN) uses the network elements of GSM such as the
Home Location Register (HLR), the Visitor Location Register (VLR), the Authentica-
tion Centre (AuC) and the Equipment Identity Register (EIR). HLR is a database used
for the management of permanent data of mobile users. VLR is a database of the
service area visited by an MS and contains all the related information required for the
MS service handling. AuC maintains security information related to subscribers’
identity, while EIR maintains information related to mobile equipments identity.
Finally, the Mobile Service Switching Centre (MSC) is a network element responsi-
ble for circuit-switched services (e.g., voice call) [1].
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Fig. 1. GPRS network architecture.

As presented previously, GPRS reuses the majority of the GSM network infra-
structure. However, in order to build a packet-oriented mobile network some new
network elements (nodes) are required, which handle packet-based traffic. The new
class of nodes, called GPRS support nodes (GSN), is responsible for the delivery and
routing of data packets between a MS and an external packet data network (PDN).
More specifically, a Serving GSN (SGSN) is responsible for the delivery of data
packets from, and to, a MS within its service area. Its tasks include packet routing and
transfer, mobility management, logical link management, and authentication and
charging functions. A Gateway GSN (GGSN) acts as an interface between the GPRS
backbone and an external PDN. It converts the GPRS packets coming from the SGSN
into the appropriate packet data protocol (PDP) format (e.g., IP), and forwards them
to the corresponding PDN. Similar is the functionality of GGSN in the opposite direc-
tion.

Signaling exchange in the GPRS backbone is mainly based on the Signaling Sys-
tem 7 (SS7) technology [5], which does not support any security measure for the
GPRS deployment. Similarly, the GPRS Tunneling Protocol (GTP) [4] that is em-
ployed for communication between GSNs does not support security. Thus, user data



and signaling information in the GPRS backbone network are conveyed in clear-text
exposing them to various security threats. In addition, inter-network communications
(between different operators) are based on the public Internet, which enables IP
spoofing to any malicious third party who gets access to it. In the sequel, the security
measures applied to the GPRS backbone network are presented.

2.2 Security measures for the GPRS backbone

The responsibility for security protection of the GPRS backbone as well as inter-
network communications belongs to mobile operators. An operator utilizes private IP
addressing and Network Address Translation (NAT) [6] to restrict unauthorized ac-
cess to the GPRS backbone. He may also apply firewalls at the borders of the GPRS
backbone network in order to protect it from unauthorized penetrations. Firewalls
protect the network by enforcing security policies (e.g., user traffic addressed to a
network element is discard). Using security policies the GPRS operator may ensure
that only traffic initiated from the MS and not from the Internet should pass through a
firewall. This is done for two reasons: (a) to restrict traffic in order to protect the MS
and the network elements from external attacks; and (b) to protect the MS from re-
ceiving un-requested traffic. Un-requested traffic may be unwanted for mobile sub-
scribers since they pay for the traffic received as well. The GPRS operator may also
want to disallow some bandwidth demanding protocols preventing a group of sub-
scribers to consume so much bandwidth that other subscribers are noticeably affected.
In addition, application level firewalls prevent direct access through the use of prox-
ies for services, which analyze application commands, perform authentication and
keep logs.

Since firewalls do not provide privacy and confidentiality, the Virtual Private Net-
work (VPN) technology [7] has to complement them to protect data in transit. A VPN
is used for the authentication and the authorization of user access to corporate re-
sources, the establishment of secure tunnels between the communicating parties, and
the encapsulation and protection of the data transmitted by the network. In the major-
ity of GPRS implementations, pre-configured, static VPNs can be employed to pro-
tect data transfer between GPRS network elements (e.g., an SGSN and a GGSN that
belong to the same backbone), between different GPRS backbone networks that be-
long to different mobile operators, or between a GPRS backbone and a remote corpo-
rate private network. The border gateway, which resides at the border of the GPRS
backbone, is a network element that provides firewall capabilities and also maintains
static, pre-configured VPNs to specific peers.

3 Security weaknesses of the GPRS backbone

Although GPRS have been designed with security in mind, it presents some essential
security weaknesses, which may lead to the realization of security attacks that
threaten network operation and data transfer through it. In the following, the security



weaknesses of GPRS that are related to the GPRS backbone network for both signal-
ing and data plane are presented and analyzed.

3.1 Signaling plane

As mentioned previously, the SS7 technology, used for signaling exchange in GPRS,
does not support security protection. Specifically, it does not support any security
measure that provides node and message authentication, data confidentiality and
message integrity. Until recently, this was not perceived to be a problem, since SS7
networks belonged to a small number of large institutions (telecom operator). How-
ever, the rapid deployment of mobile systems and the liberalization of the telecom-
munication market have dramatically increased the number of operators (for both
fixed and mobile networks) that are interconnected through the SS7 technology. This
fact provokes a significant threat to the GPRS network security, since it increases the
probability of an adversary to get access to the network or a legitimate operator to act
maliciously.

The lack of security measures in the SS7 technology, used in GPRS, results also in
the unprotected exchange of signaling messages between a VLR and a VLR/HLR, or
a VLR and other fixed network nodes. Although these messages may include critical
information for the mobile subscribers and the networks operation like ciphering
keys, authentication data (e.g., authentication triplets), user subscription data (e.g.,
International Mobile Subscriber Identity - IMSI), user billing data, network billing
data, etc., they are conveyed in a clear-text within the serving network, as well as
between the home network and the serving network. For example, the VLR of a serv-
ing network may use the IMSI to request authentication data for a single user from its
home network, and the latter forwards them to the requesting VLR without any secu-
rity measure. Thus, the exchanges of signalling messages, which are based on SS7,
may disclose sensitive data of mobile subscribers and networks, since they are con-
veyed over insecure network connections without security precautions.

3.2 Data plane

Similarly to the signaling plane, the data plane of the GPRS backbone presents sig-
nificant security weaknesses, since the introduction of IP technology in the GPRS
core shifts towards open and easily accessible network architectures (i.e., lack of
authentication, confidentiality and integrity security measures). More specifically, the
data encryption mechanism employed in GPRS does not extend far enough towards
the core network, resulting also in a clear-text transmission of user data in it. Thus, a
malicious, which gets access to the network, may either obtain access to sensitive
data traffic or provide unauthorized/incorrect information to mobile users and net-
work components. As presented previously, the security protection of users data in
the fixed segment of the GPRS network mainly relies on two independent and com-
plementary technologies, which are not undertaken by GPRS, but from the network
operators. These technologies include firewalls that enforce security policies to the



GPRS backbone network that belongs to an operator, and pre-configured VPNs that
protect specific network connections.

However, firewalls were originally conceived to address security issues for fixed
networks, and, thus, are not seamlessly applicable in mobile networks. They attempt
to protect the clear-text transmitted data in the GPRS backbone from external attacks,
but they are inadequate against attacks that originate from malicious mobile subscrib-
ers, as well as from network operator personnel or any other third party that gets
access to the GPRS core network. Another vital issue regarding the deployment of
firewalls in GPRS has to do with the consequences of mobility. The mobility of a
user may imply roaming between networks and operators, which possibly results in
the changing of the user address. This fact in conjunction with the static configuration
of firewalls may potentially lead to discontinuity of service connectivity for the mo-
bile user. Moreover, in some cases the security value of firewalls is considered lim-
ited as they allow direct connection to ports without distinguishing services.

Similarly to firewalls, the VPN technology, in many cases, fails to provide the
necessary flexibility required by typical mobile users. Currently, VPNs for a signifi-
cant number of GPRS subscribers are established in a static manner between the bor-
der gateway of a GPRS network and a remote security gateway of a corporate private
network. This fact allows the realization of VPNs only between a security gateway of
a large organization and a mobile operator, when a considerable amount of traffic
requires protection. Thus, this scheme can provide VPN services neither to individual
mobile users that may require on demand VPN establishment, nor to enterprise users
that may roam internationally. In addition, static VPNs have to be reconfigured every
time the VPN topology or VPN parameters change.

4 Attacks on the GPRS backbone network

Based on the previous analysis, it can be perceived that the GPRS technology pre-
sents some essential security weaknesses. This fact may lead to the realization of
attacks that threaten the GPRS network and the data that either reside at the network
or are transferred through it. In the following, the possible attacks that target the
backbone network of a GPRS operator (see Fig. 2), the interface between network
operators (Gp interface) and the interface to the public Interne (Gi interface) are pre-
sented and analyzed.

4.1 Attacks on the backbone of a GPRS operator

The backbone network of a GPRS operator, which connects the fixed nodes of the
GPRS architecture, is threatened by malicious actions. These actions refer to both IP
and SS7 technologies that are employed to convey user data and signaling informa-
tion in this part of the network. In the following, the security attacks against the



backbone network of a GPRS operator, classified by the transmission technology
used (IP and SS7), are presented and analyzed.
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Fig. 2. GPRS backbone network.

4.1.1 Attacks on the IP technology (Gn Interface)

The IP technology is used to connect the SGSN and the GGSN of the same network
operator (Gn interface) (see Fig.2). This connection may be built on the top of an
already existing IP network, which is not dedicated to the GPRS traffic. Therefore,
traffic that originates from outside of the GPRS network shares the GPRS backbone
links with the GPRS traffic. The latter is conveyed in clear-text in the GPRS back-
bone since the GTP protocol, which is employed for both signaling and user data,
does not support any security measure. The above situation might cause performance
problems to the GPRS backbone (i.e., network overload) and expose the GPRS traffic
to security threats (e.g., denial of service attacks, IP spoofing, compromise of confi-
dentiality and privacy etc.) that the public Internet encounters. Therefore, the Gn
Interface is vulnerable to attacks that can potentially lead to network downtime, loss
of service, revenue loss and disgruntle customers. In the following, the most promi-
nent security attacks that may be carried out against this part of the GPRS backbone
network are presented.

Since the IP network that is used as a basis for the GPRS backbone is not dedi-
cated to it, a malicious third party may masquerade as a legitimate part of the GPRS
network by spoofing the address of a GPRS network component (e.g., GGSN or
SGSN). Once the malicious party establishes himself as a legitimate network element,
he is able to perform various actions that are detrimental to the mobile subscribers
and the network operator. By executing commands that normally a legitimate network
component does, the attack remains undetected until its results are noticeable. One of
these attacks is related to the GTP protocol, and more specifically to the exploitation



of the GTP commands like PDP context create, PDP context delete, PDP context
update, etc. [4]. The attacker, who has access to the GPRS backbone network, is able
to get information regarding the GTP tunneling by simply monitoring the GTP traffic,
which is unencrypted. Without encryption, data carried by the GTP protocol can
either be read or manipulated. Possessing the appropriate information, the attacker
may create and forward to the GGSN of the network PDP context create, delete and
update commands. These commands overload the GGSN under attack and change the
servicing contexts of the mobile users that are currently served by the network, result-
ing in denial of service.

In addition to malicious third parties that get access to the GPRS backbone net-
work, the mobile users (legitimate or not) may represent a threat to it. Since the MSs
are behind the firewall, which is located between the GGSN and the public Internet,
they may get access to the network elements of the GPRS backbone (i.e., SGSN,
GGSN, DNS servers, O&M workstations, etc.). Having access to these elements, a
malicious MS may perform various attacks such as denial of service, IP spoofing,
compromise of confidentiality and privacy, etc. In addition, once the malicious MS
gets access to the GPRS network, it may send massive amounts of data to unsuspect-
ing users. Since the GPRS is a usage-based service, the mobile users under attack are
over billed for content that they did not request for. Such an attack would be even
more harmful than spam is for email, as it becomes much more than an annoyance.

Finally, a malicious MS in cooperation with a malicious server, which is located
outside of the GPRS network, may also perform an over billing attack to a legitimate
mobile subscriber. The malicious MS may hijack the IP address of the legitimate MS,
and invokes a download from the malicious server. Once the downloading begins, the
malicious MS exits the session. The legitimate MS (MS under attack) receives and
gets charged for traffic that never requests for. The malicious parties could also exe-
cute this attack by sending broadcasts of unsolicited data to legitimate mobile sub-
scribers. The result is still the same: the subscribers are billed for data that they did
not solicited and might not have wanted.

4.1.2 Attacks on the SS7 technology

If an attacker gets access to the GPRS backbone, he may also gain access to the sig-
naling part of the network, and consequently to the network components that are
connected through it, such as the AuC, the HLR, the VLR, etc. Having access to the
signaling part of the network, the attacker is able to listen to critical information for
the mobile subscribers and the network operation such as the permanent identities of
mobile users (IMSI), temporary identities (Temporary Mobile Subscriber Identity —
TMSI, and Temporary Logical Link Identity - TLLI), location information, authenti-
cation triplets, charging and billing data, etc [1]. This is feasible because the signaling
network (SS7), used in GPRS, does not support security measures. Except for listen-
ing to the critical information exchanged, the attacker may either perform denial of
service attacks to the GPRS signaling components or try to retrieve the sensitive in-
formation that they hold. For example, the AuC contains authentication information
of the subscribed home users. A similar attack to that performed to retrieve the unique



subscriber key, Ki, from a SIM-card can also be carried out to retrieve the Ki from
the AuC. The AuC has to answer to a request made by a GPRS network component
and returns valid authentication triples to be used in the authentication procedure of
the involved MS. Thus, exploiting the absence of authentication and integrity protec-
tion mechanisms in SS7, a malicious party may masquerade as a network element and
retrieve critical information that should be kept confidential.

4.2 Attacks on the interface between network operators (Gp Interface)

The Gp Interface (see Fig. 2), which provides connectivity between GPRS networks
that belong to different operators, is also vulnerable to malicious actions. This inter-
face supports users roaming and conveys: (a) GTP traffic between a local network
and the home network of a roaming user; (b) roaming information between a GPRS
network and a GPRS Routing Exchange (GRX) operator, which provides roaming
services to cooperating networks; and (¢) Domain Name Server (DNS) information.
The security threats to the Gp interface mainly concern with the availability of re-
sources and services, the authentication and authorization of users and actions, and
the integrity and confidentiality of the data transferred. A vital security issue of the
Gp interface is the lack of security measures in the GTP protocol. In the following,
the most important security attacks that target the Gp interface are presented and
analyzed.

Trust and reliability between the cooperating GPRS network operators influence
the level of security that each operator supports. A malicious operator has the ability
to generate a sufficient amount of traffic (either IP or GTP) directed at the border
gateway, the SGSN or the GGSN of an operator under attack. In this way, the GPRS
nodes are flooded with useless and unwanted traffic that consumes the majority of
processing and communication resources. This may result in preventing subscribers
from being able to roam, to be attached to the GPRS network, to forward data to
external networks (i.e., Internet), etc. In addition, the attacker (the malicious operator)
might perform attacks that target the GTP protocol, such as deleting or updating PDP
contexts. These actions remove or modify the GTP tunnels between the SGSN and
the GGSN (of an operator under attack) that are used for user data transfer, and, thus,
denying users service.

Since the GTP protocol provides no authentication for SGSNs and GGSNs, a ma-
licious operator or an attacker with access to the Gp Interface may create a bogus
SGSN. Using information regarding users subscription, which can be captured from
the GTP traffic (GTP messages are conveyed unencrypted), the bogus SGSN may
create GTP tunnels between itself and a legitimate GGSN. After the establishment of
such tunnels, the network, where the legitimate GGSN belongs to, provides unauthor-
ized Internet access to the attacker and, possibly, access to cooperating networks. In
addition, the bogus SGSN may send Update PDP context request messages [1] to a
legitimate SGSN, which is handling the GTP sessions of a mobile subscriber. In this
way, the bogus SGSN takes the responsibility for handling the GTP sessions of the



user. Thus, the attacker may intercept the user data exchanged by the sessions, com-
promising end-user security.

4.3 Attacks on the interface to the public Internet (Gi Interface)

The network of a GPRS operator is not only threatened by attacks that originate from
inside of it and the networks of cooperating operators, but also from outside of them.
The Gi interface (see Fig. 2) connects the GPRS network to the public Internet and
service providers that provide services to mobile subscribers. Since the applications
of mobile subscribers can be whatever is carried by the Internet technology, the Gi
interface may carry any type of traffic. This fact exposes the GPRS network elements
and the mobile subscribers to a variety of threats that the public Internet encounters,
such as viruses, worms, Trojan horses, denial of service attacks, and other malicious
network traffic.

Similarly to the Gp interface, denial of service attacks represent the largest threat
to the Gi interface. Attackers may be able to flood the links that connect the GPRS
network to external packet data networks with useless traffic, thereby, prohibiting
legitimate traffic to pass. The flood traffic might target to the MSs or the network
elements causing availability problems to the followed network paths and the in-
volved components.

Apart from harm to the network availability, the GPRS data are conveyed unpro-
tected over the public Internet enabling anyone to read and/or manipulate them, and,
thus, compromising user data confidentiality and integrity. In addition, an adversary
may exploit the unprotected user related information causing huge bills to the GPRS
users. This is feasible because the GPRS billing system is based on the amount of
traffic transmitted and received. The over billing attack can be achieved by sending
large emails from a malicious external network to the MSs, or by creating viruses that
are transferred to the MSs. A virus may have the property to send dummy packets
from the infected MS to a malicious server, without any notice to the user.

5 Conclusions

This paper has presented the security weaknesses and the possible attacks, which
threaten the backbone network of a GPRS operator and the data that either reside at
the network or are transferred through it. The identified weaknesses can be exploited
by malicious third parties, mobile users, network operators or network operator per-
sonnel, which target both IP and SS7 technologies that are employed to convey user
data and signaling information in the GPRS backbone network. The results of possi-
ble attacks might be the monitoring of MS usage, the downloading of unwanted files,
the realization of unwanted session calls, the availability of resources and services,
the authentication and authorization of users and actions, and the integrity and confi-
dentiality of the data transferred. The analyzed attacks and their consequences in-
crease the risks associated with the usage of GPRS, and, thus, influence its deploy-



ment that realizes the concept of the mobile Internet. In order to defeat these risks and
the inabilities of the GPRS technology, research activities on the identified security
issues should be triggered and specific security measures should be designed and
applied.
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