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Abstract—With the evolution of the smart grid, most homes
will be equipped with smart meters that support consumption
reading, demand response and applications requiring two-way
communications. In this context, security is a key aspect for
smart grid adoption, especially since customers will have physical
access to smart meters installed in their premises. Customers
will be able to modify the software, firmware or hardware of the
smart meter for their own benefit; additionally, remote attackers
can mount cyber-attacks against smart meters. To address these
challenges we have designed and evaluated a trusted computing
environment for smart meters that provides secure storage of
cryptographic keys and sensitive data, remote attestation, and
protection to sensitive smart grid applications. The performance
evaluation shows that our proposal is efficient and can be applied
to embedded devices, like smart meters.

I. I NTRODUCTION
A smart meter constitutes a basic building block of the smart
grid that is deployed in customers homes. These devices collect power metering data, while they can additionally receive
commands from energy operators in order to perform different
actions, e.g., reduce power usage to avoid a blackout in the
broader area. This communication architecture between smart
meters and utility companies is formally known as Advanced
Metering Infrastructure (AMI), and provides companies with
real-time data about power consumption; at the same time,
it allows customers to make informed choices about energy
usage based on the price at the time of use.
Security is particularly important in this context. As with
general purpose Information and Communication Technology
(ICT) systems, which are subject to numerous security attacks,
smart grids inevitably inherit a number of security threats and
vulnerabilities. Especially for the AMI, the following issues
are considered of major importance. Unauthorized physical
access to smart meters can have as effect the retrieval of
sensitive data and encryption keys, as well as unauthorised
hardware modification by adversaries; it can also lead to
electricity theft by the final customer. Also, local or remote
attackers might try to modify application code running on
smart meters in order to get access to sensitive data or alter
consumption readings (electricity theft). For all these cases,
existing protection approaches have not been designed for
unattended operation.

Summarizing from the above it is essential for a complete
solution to:
•
•
•

protect cryptographic material;
provide assurances of running code integrity;
safeguard critical application operations.

In order to achieve these goals, we need a mechanism to ensure
that such unattended devices will have a predictable behaviour
avoiding data leakages; trusted computing provides a suitable
environment for our purpose.
The idea of hardware security modules in the smart grid
is not new [1]; however, limited work related to the smart
grid has been done [2]. Generally, two prevalent specifications
for trusted computing currently exist: the Trusted Platform
Module (TPM) [3] and the Trusted Execution Environment
(TEE) [4]. The TPM is a co-processor, which provides basic
cryptographic capabilities (like random number generation,
hashing and encryption), which can be used to implement
hardware-based security services such as device authentication, integrity measurement, and remote attestation. The most
significant limitations of the TPM platform include [5], [6]:
(a) the need for a separate module increases the cost of a
device, (b) it offers no protection against runtime attacks, (c) it
relies on the assumption that a TPM cannot be tampered, (d) it
is not suitable for mobile and embedded devices, and (e) in
case of compromise, the hardware module must be physically
replaced. TEE can support configurations like the TPM above;
in addition, it can support arrangements where a separate
hardware module is not used, utilising two virtual processing
cores with different privileges: a normal one for applications,
and a secure one for security-sensitive code execution.
The contribution of this paper is an integrated trusted
environment for smart meters that meets the main challenges
mentioned above by providing: (a) secure storage of cryptographic keys and sensitive data, (b) remote attestation for
ensuring running code integrity, and (c) protection to sensitive
smart grid applications. A trusted computing platform can
manage cryptographic keys, authenticate the configuration of a
platform (i.e., attestation), support asymmetric key generation,
encryption, decryption, signing, random number generation,
and hashing using the crypto-processor (i.e. an internal pro-

cessor dedicated to cryptographic operations). Additionally,
the internal memory provides storage for sensitive data. A
key concept in trusted computing is remote attestation [7],
where modifications in one entity can be detected by remote
authorised entities. For our proposal, we have selected the TEE
as a trusted computing environment without using a separate
hardware module, due to the limitations of the TPM.
The paper is organised as follows. Section II overviews
related work. Next, in Section III, our proposal is presented,
while Section IV provides details about its performance.
Finally, Section V concludes the paper.
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II. R ELATED WORK
In [8], the authors present an attested metering architecture
based on virtualisation application isolation, integrity measurement and protection, and mandatory access control. The
proposed architecture is based on TPM, having the disadvantages discussed above; the TPM is used for remote attestation
and billing, not taking into account critical operations like
authentication and key management. The authors present a
working prototype as well, based on commodity hardware
and emulation; however, they neither utilize it for running any
scenarios nor do they provide experimental results.
In [9], the authors present a concept for smart metering
taking into account both security and privacy. The proposed
solution provides assurance of proper smart meter operation
through remote attestation; it also supports billing, bearing
similarities with the previous proposal. This proposal is also
based on TPM, presenting the aforementioned limitations of
TPM platforms. Moreover, in the cited paper no implementation and no experimental results are provided to assess the
performance of the solution.
In [10] a framework for assured and trusted real-time communication for smart grids is presented by employing: (a) a
TPM interface for built-in non-migratable trust, (b) a Kerberos
multicast authentication service, and (c) a real-time attributebased access control system. The TPM interface will enforce
the integrity of communicated data (by releasing appropriate
message authentication keys), and depend on the application to
provide confidentiality of communicated data. This proposal,
however, focuses on smart grid substations and not on limitedresource smart meters.
Similarly, Kuntze et al. [11] describe a system for using
non-migratable TPM keys for device identification in smart
grid environments. The device authentication is done via a
challenge-response protocol that involves the signature of a
non-migratable asymmetric TPM signing key. Such a key is
generated by the TPM itself and the private part never leaves
the TPM. Apart from using a TPM platform, the downside of
this system is that it does not perform any verification when
the key is used.
The authors of [2] present a system based on trusted
computing to protect device private keys in the smart grid
context. In their implementation the TEE is provided by the
open-source Flicker project [12] and has two main use cases:
(a) the generation of the device private key within the TEE and

Fig. 1. Trusted meter reference architecture

(b) a handshake of the standard TLS protocol. The downside
of this proposal is that it does not describe any remote
attestation mechanism which is essential for smart meters that
are physically exposed to anyone.
III. T RUSTED COMPUTING ARCHITECTURE
One of the main reasons for adopting trusted computing
in the smart grid, is to protect smart meters from customers
or other attackers that would want to manipulate them. With
this requirement in mind, we designed a system to: (a) protect
device private keys and sensitive data through secure storage,
(b) endorse remote attestation, and (c) secure critical applications, like authentication and key management. The proposed
smart meter architecture is depicted in Fig. 1.
A. Secure storage
The TEE supports secure storage of data and keys using
functions similar to fopen, fclose, read, write,
and seek. Like applications store and read data, a Trusted
Application puts object data into files. The individual file
size is exposed to the normal world, but the object contents
and identifier are encrypted. Thus, while the normal world
is able to modify objects residing in the secure storage,
modifications are detected and reported to the application with
the error code TEE_ERROR_CORRUPT_OBJECT. This way,
TEE provides integrity checking, while it allows application
developers a safe place to store data, cryptographic keys,
sensitive configuration or user private data. The secure storage
procedure follows well established techniques like [13].
B. Remote attestation
The remote attestation procedure enables a smart meter
to verify that another smart meter operates an un-tampered
firmware or software/application versions. As a prerequisite,
each smart meter should store:
• a 2048 bit RSA public/private key pair (P UM , P RM );
• the utility’s 2048 bit RSA public key (P UU );
• a SHA256 hash of P UU ;
• its own digital certificate CM signed by the utility; and

firmware or software/application executables (i.e., the
binary code of the firmware or applications like authentication and key management) in its storage.
Apart from the utility, other smart grid entities can be considered, like the network operator that provides connectivity to
smart grid devices, the smart meter manufacturer or the grid
operator. For the sake of simplicity, we assume that all devices
run the same versions of firmware or software/applications.
The node initiating a remote attestation procedure is referred
as the attester (denoted as ATT), while the recipient of the
attestation request is the target (denoted as TG). The attestation
procedure (illustrated in Fig. 2) includes the following steps:
1) The ATT node issues an attestation request to a target
node after a random waiting time. The waiting time
interval is relevant to the application; for example, in
an aggregation scenario the waiting time interval can be
between 0 and 15 minutes which is the interval of high
frequency measurements [14].
2) Once the waiting timer expires, ATT randomly selects
one of its neighboring smart grid entities as the target
(TG) and generates a 128bit random nonce N using a
Random Number Generator (RNG). It then transmits an
attestation request message (i.e., Challenge) to the TG,
which contains ATT’s digital certificate CA and N (see
Equation 1 below), as well as generates a SHA256 hash
(HR ) of the relevant binary executable concatenated
with N . This is the hash that will be used as a reference
and compared with the response sent by TG later on.
•

Challenge : CA , N

(1)

3) Upon the reception of the attestation request, TG first
verifies the authenticity of ATT’s public key P UA , using
the accompanied certificate CA and the utility’s public
key P UU . If the public key is authentic, it generates
a SHA256 hash of the binary executable (B) residing
in TG’s storage, concatenated with N (see Equation 2
below), and a 128bit AES session key K.
HC = SHA256(B|N )

(2)

4) The TG generates an attestation reply message (i.e.,
Response), which includes: (i) the TG’s certificate CT ;
(ii) the hash of the binary executable and N (i.e., HC )
encrypted by the session key K; and finally, (iii) the
generated session key K as well as the received N
encrypted, first, by the TG’s private key P RT and,
subsequently, by the ATT’s public key P UA .
Response : CT , K(HC ), P UA {P RT (K, N )}

(3)

5) Upon the reception of the Response, ATT first verifies
the authenticity of TG’s public key P UT , using the
accompanied certificate CT and the utility’s public key
P UU . If it is authentic, it uses its private key P RA and
TG’s public key P UT to decrypt the session key K and
N . It then compares the received N with the previously
generated one, in order to verify that the reply message
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Fig. 2. Remote attestation procedure

is legitimate and not a replay attack. Finally, it uses
the session key K to decrypt HC and compares it with
its own generated hash HR . If TG runs an untampered
version of the considered executable, then the two hashes
should match, considering that: (i) all nodes run the same
executable version, (ii) the executable is compiled for the
same OS, and (iii) both nodes used the same N value
in the computation of the hashes.
Since nodes ATT and TG have already established a shared
secret session key K, any subsequent attestation requests
between them can be performed using this key. The ATT may
submit an attestation request to the TG, by generating and
transmitting N , while TG’s reply encompasses the hash of
the executable concatenated with N and encrypted with the
session key (i.e., K{HC , N }).
C. Critical applications
As a critical application example, here we consider the
authentication and key management protocol for the smart grid
proposed in [15]. In the aforementioned solution authentication
is performed based on digital certificates; the secret keys of
these certificates will be stored in the TEE and will never leave
this protected environment. For efficient key management,
a Distributed Hash Table (DHT) based on Chord [16] is
implemented for fast certificate look-up operations. We use
this DHT to store certificates in a distributed fashion for
scalability and in order to cope with network outages and
intermitted communications. Each node stores locally a low
number of certificates during joining the DHT network; when
a node D requests a certificate C, the network directs D to the
node that is responsible for C. Moreover, each certificate can
be signed by multiple endorsers so that the compromisation of
a single certificate (like the Certification Authority’s) cannot
render invalid the majority or even all smart grid’s certificates.
Certificate signing is also a critical operation that will have to
be performed internally in the TEE. Other critical operations

TABLE I
BASIC CRYPTOGRAPHIC OPERATIONS DELAY
Operation

Mean delay (ms)

Creation of a 2048-bit RSA key pair

220.75

•
•

Generation of a 128bit AES key or nonce

5.68

•

SHA256 hash of (B|N ) ( 55KB)

7.97

•

Encryption of a SHA256 hash
with a 128-bit AES key

7.12

Encryption of an AES key:
P Un {P Rm (K|N )}

325.8

Decryption of the above:
P RKn {P Um (K|N )}

226.82

Verification of a digital signature or certificate

39.73

Decryption of an encrypted SHA256 hash
with the AES key (128 bits)

4.64

Signing of a digital certificate

38.47

TABLE II
D ELAY OF COMPLEX OPERATIONS
Application

Mean delay (ms)

Secure storage
Remote attestation
Authentication
Key management (node join)

220.75
617.76
78.2
1422.35

that need to be executed inside the TEE include certificate
verification, hashing and key generation.
IV. P ERFORMANCE EVALUATION
For our proof of concept implementation, the TEE is
provided by the open-source Open-TEE project [17]. OpenTEE is a virtual trusted execution environment and its main
advantage is that it is implemented based on GlobalPlatform’s
specifications [4] and any applications developed for OpenTEE will operate on any TEE following these specifications.
In this section, we have implemented and measured the basic
cryptographic functions that are performed by the TEE (e.g.,
hashing, encryption); the results are shown in Table I. Based
on this list of basic functions we are able to compute the total
delays for complex operations executed in applications like
remote attestation, authentication and key management; the
respective results are presented in Table II. The experiments
were run on a Raspberry Pi with Open-TEE installed, in order
to approximate the hardware of an embedded device like a
smart meter. Its hardware specifications include: a single core
700MHz CPU, and 512MB @ 400MHz SDRAM.
Secure storage: It involves the operations described in [13].
The calculation of its performance is counted by creating a
2048-bit RSA key pair inside the Open-TEE; thus, the delay
of secure storage is 220.75 ms.
Remote attestation: The remote attestation procedure follows the steps presented in Fig. 2. Its main operations involve
the following:

•
•
•

Generation of a 128bit nonce using a random number
generator;
SHA256 hash of a binary executable together with a
nonce (B|N ). For the key management application, the
binary has a size of 55 KBs;
Encryption of a SHA256 hash with the AES key;
Encryption of the AES key first with a RSA private key
and then with a public key: P Un {P Rm (K|N )};
Decryption of the above: P Rn {P Um (K|N )};
Verification of a public key using the certificate and the
CA certificate; and
Decryption of the above encrypted SHA256 hash with
the AES key

The total delay of a full round of a remote attestation procedure
is 617.76 ms.
Authentication and key management: The solution presented in Section III-C, mainly requires the following operations to be executed for authentication:
•
•

Signing of a digital certificate (OpenPGP format); and
Verification of a digital certificate (OpenPGP format)

Thus, the total delay of an authentication session is 78.2 ms.
Key management involves the two aforementioned operations as well as the bootstrapping phase described in [15] that
comprises two distinct steps: (a) a node join operation on the
Chord level, and (b) signing of the digital certificates that will
be assigned to the node by Chord.
We first measured the mean delay of a single node joining
a Chord ring. The simulation was made with OMNeT++ [18]
and OverSim [19] and the results are presented in Fig. 3. From
these results it is evident that the majority of delays are below
2 seconds; we also calculated the average delay, which is 1.23
seconds.
Then, we calculated the number of certificates that should
be signed by the joining node. Assuming we have the same
number of nodes and hash keys (N = K), each node in
the Chord ring will be responsible for a low number of
certificates as shown in Table III. The calculations were based
on Theorem 1 from [16]; the theorem defines the maximum
number of hash keys that each node is responsible for:
(1 + ) × K
N

(4)

where  has an upper bound of O(logN ) when consistent
hashing is implemented. The signing delay comprises the
signing of all the digital certificates the node is responsible
for; from Table I the delay for a single certificate is 38.47 ms.
For computing the total delay presented in Table II, we
assume a network of 5,000 nodes. In this case, the total
maximum delay is 1, 230+5×38.47 = 1422.35 ms. However,
the delay is not expected to increase much, even with large
network sizes; for example, assuming we have a network of
500,000,000 nodes and that the average Chord join delay will
not increase substantially, the total node join delay in the key
management solution will be in the order of 2 seconds.
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TABLE III
C ERTIFICATE SIGNING DELAY ON SOMA-S
Nodes

Certificates

Signing delay (ms)

50
5,000
500,000,000

3
5
10

119.19
198.65
397.30

V. C ONCLUSION
Secure operation is a critical factor for smart grid evolution.
Each smart meter belonging to the smart grid will have private
cryptographic keys used for critical operations like authentication and remote attestation; these keys must be protected
against theft or misuse. Although various solutions based on
trusted computing exist for protecting keys and sensitive data,
most of these bear additional cost due to separate hardware
needed, and so are not suitable for use in a large scale in the
smart grid environment.
We proposed a system for protecting cryptographic keys,
sensitive data and critical operations in the context of smart
grid, using trusted computing technologies. We chose the
TEE platform due to lower hardware cost, as well as extensibility, since the same code can be used with a separate
hardware TEE module if it is necessary in the future. In our
system, private keys never leave the TEE; moreover, remote
attestation and other critical applications are executed inside
the TEE. We have experimentally evaluated the performance
of the proposed system and demonstrated that it is efficient
even in the presence of a large number of smart meters,
while satisfying the defined security requirements. Overall,
the system presented here is a promising approach towards
protecting smart meters against internal or external adversaries
and achieving security in the smart grid.
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