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ABSTRACT OF THEDISSERTATION

Crawling and Searching the Hidden Web

by

Alexandros Ntoulas

Doctor of Philosophy in Computer Science

University of California, Los Angeles, 2006

Professor Junghoo Cho, Chair

An ever-increasing amount of valuable information on the Webtoday is hidden

behind search interfaces. This information is collectively called the Hidden Web.

In this dissertation, we study how we can effectively collect the data from the Hid-

den Web and enable the users to search for information withinthe collected data. More

specifically, we address some of the main challenges involved in creating a search en-

gine for the Hidden Web:

Crawling the Hidden Web. We study how to build an effective Hidden-Web

crawler that can facilitate the collection of information from the Hidden Web. Since

there are no links to the Hidden Web pages, our crawler needs to automatically come

up with queries to issue to the Hidden Web sites. We propose three different query

generation policies for the Hidden Web: a policy that picks queries atrandomfrom a

list of keywords, a policy that picks queries based on theirfrequencyin a generic text

collection, and a policy whichadaptivelypicks a good query based on the content of

the pages downloaded from the Hidden-Web site. We compare the effectiveness of our

policies by crawling a number of real Hidden-Web sites.

Updating the Hidden-Web pages. The information on the Web today is con-

stantly evolving. Once our crawler has downloaded the information from the Hidden-
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Web, it needs to periodically refresh its local copy in orderto enable users to search

for up-to-date information. We study the evolution of searchable Web sites using real

data collected from the Web over a period of one year. We also propose an efficient

sampling-based policy for updating the pages.

Indexing and Searching the Hidden Web.Once we have downloaded the Hidden-

Web pages, we can enable the users to search for useful information. Search en-

gines typically do this by maintaining large-scaleinverted indexeswhich are replicated

dozens of times for scalability and which are then pruned in order to reduce the cost of

operation. We show that the current approaches employed by the search engines may

result in significant degradation in the quality of results.To alleviate this problem, we

propose modifications to current pruning techniques so thatwe avoid any degradation

in quality, while realizing the benefit of lower cost of operation.

Fighting Web spam. In the last few years, several sites on the Web observe an

ever-increasing portion of their traffic coming from searchengine referrals. Given the

large fraction of Web traffic originating from searches and the high potential monetary

value of this traffic, some Web site operators try to influencethe positioning of their

pages within search results by craftingspamWeb pages. In the case of the Hidden

Web, these malicious Web site operators may try to pollute our index for their own

benefit by injecting spam content in their Hidden-Web databases so that our crawler

can download it. In this dissertation, we study the prevalence of spam on the Web and

we present a number of techniques to detect Web spam. We also show how to use

machine learning techniques to combine our techniques intocreating a more effective

spam detection mechanism.

The techniques proposed in this dissertation have been incorporated in a prototype

search engine that currently indexes a few million pages from the Hidden Web.
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CHAPTER 1

Introduction

An ever-increasing amount of information on the Web today cannot be reached by

following links [Ber01, CHL03]. In particular, a large part ofthe Web is “hidden”

behind search forms, and is reachable only when users type ina set of keywords, or

queries, to the forms. These pages are often referred to as theHidden Web[FLM98] or

theDeep Web[Ber01], because search engines typically cannot index the pages and do

not return them in their results (thus, the pages are essentially “hidden” from a typical

Web user).

According to many studies, the size of the Hidden Web increases rapidly as more

organizations make their valuable content accessible online through an easy-to-use

Web interface [Ber01]. In [CHL03], Chang et al. estimate that well over 100,000

Hidden-Web sites currently exist on the Web. Moreover, the content provided by many

Hidden-Web sites is often of very high quality and can be extremely valuable to many

users [Ber01]. For example, PubMed [Pub] hosts many high-quality papers on medical

research that were selected from careful peer-review processes, while the site of the

US Patent and Trademarks Office [USP] makes existing patent documents available,

helping potential inventors examine “prior art.”

In this dissertation, we study how we can build a search engine for the Hidden Web

i.e., how we can effectively collect the data from the HiddenWeb and enable the users

to search for information within the collected data. A Hidden-Web search engine can

bring tremendous benefits to the users including the following:
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• Tapping into unexplored information : Our Hidden-Web search engine will al-

low an average Web user to easily explore the vast amount of information that is

mostly “hidden” at present. Since a majority of Web users rely on search engines

to discover pages, when pages are not indexed by search engines, they are un-

likely to be viewed by many Web users. Unless users go directly to Hidden-Web

sites and issue queries there, they cannot access the pages at the sites.

• Improving user experience: Even if a user is aware of a number of Hidden-

Web sites, the user currently has to waste a significant amount of time and effort,

visiting all of the potentially relevant sites, querying each of them and exploring

the result. By making the Hidden-Web pages searchable at a central location,

we can significantly reduce the user’s wasted time and effortin searching the

Hidden Web.

• Reducing potential bias: Due to the heavy reliance of many Web users on

search engines for locating information, search engines influence how the users

perceive the Web [Ols02]. Users donotnecessarily perceive what actuallyexists

on the Web, but what isindexedby search engines [Ols02]. According to a

recent article [New04], several organizations have recognized the importance of

bringing information of their Hidden-Web sites onto the surface, and committed

considerable resources towards this effort. By downloadingthe Hidden-Web

information and making it accessible we hope to remove some of this bias.
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1.1 Challenges in creating a Hidden-Web search engine

Given the enormous size of the Hidden Web and the fact that theinformation is only

accessible through a search form, building a search engine for the Hidden Web imposes

many important challenges, including the following:

1. Crawling the Hidden Web. Crawlersare programs that traverse the Web auto-

matically and download pages for search engines. Conventional crawlers today

rely mainly on the hyper-links on the Web to discover and download pages. Due

to the lack of links pointing to the Hidden-Web pages, the current search engines

cannot index the Hidden-Web pages.

Given that the only “entry” to the Hidden-Web pages is through querying a

search form, the main challenge to implementing an effective Hidden-Web

crawler is to automatically generatemeaningfulqueries so that it can discover

and download the Hidden-Web pages.

2. Updating the Hidden-Web pages.The information on the Web today is highly

volatile. New and improved content is constantly added to serve the users’ needs

in a better way. At the same time, the potentially useful content is removed from

the Web at an administrator’s whim.

Once our crawler has downloaded the information from the Hidden-Web, it

needs to periodically refresh its local copy in order to enable users to search

for up-to-date information. However, because pages changeindependently and

at different rates, it is very important for the crawler to select carefully which

pages to refresh: if the crawler downloads pages that have not changed, then it is

simply wasting time and bandwidth instead of updating our local copy. There-

fore, one challenge that the crawler has to face is being ableto identify which

pages on the Hidden-Web have changed and download them in a timely manner.
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3. Indexing and searching the Hidden Web. Once we have downloaded the

Hidden-Web pages, we can enable the users to search for useful information.

Search engines typically do this by maintaining large-scale inverted indexes

which are replicated dozens of times for scalability. Giventhe enormous size

of available information on the Hidden Web, this task can become very costly.

One way to reduce the cost is to replace some of the full inverted indexes with

smaller,pruned inverted indexes [CCF01, LS03], where the most frequently-

accessed portions of the index are stored. While this approach may give signifi-

cant improvement in performance, it also leads to noticeable degradation in the

quality of the search results, when the top answers are computed only from the

pruned index [CCF01, LS03].

Since our goal is to provide the users with Hidden-Web results of the highest

quality, this degradation is clearly undesirable. Therefore, the challenge that

we have to address is how to avoidanydegradation of result quality due to the

pruning-based performance optimization, while still realizing most of its benefit.

4. Fighting Web spam. In the last few years, several sites on the Web observe an

ever-increasing portion of their traffic coming from searchengine referrals. For

many commercial Web sites, an increase in search engine referrals translates

to an increase in sales, revenue, and profits. Given the largefraction of Web

traffic originating from searches and the high potential monetary value of this

traffic, some Web site operators try to influence the positioning of their pages

within search results by crafting “bogus” orspamWeb pages which aim solely

at manipulating search engines and are useless to any human user.

In the case of the Hidden-Web, these malicious Web site operators may try to

pollute our index by injecting spam content in their Hidden-Web databases so

that our crawler can download it. Therefore, one challenge that we have to
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address is to create an effective Web spam detection method,in order to ensure

the quality of the data that we return to our users.

1.2 Organization and contributions of the dissertation

In this dissertation we address the aforementioned challenges by designing, imple-

menting and evaluating the architectural components of a Hidden-Web search engine.

As part of this dissertation we built a Hidden-Web search engine prototype called

HiddenSeekwhich currently indexes a few million Hidden-Web pages fromvarious

sources online. In this dissertation we address the challenges that we encountered dur-

ing the realization ofHiddenSeekand we present our experimental and algorithmic

solutions that address these challenges.

The remainder of this dissertation is organized as follows:

Chapter 2: Crawling the Hidden Web. We start by studying how we can build

a Hidden-Web crawler that can automatically download pagesfrom the Hidden Web,

so that search engines can index them. In particular, we study how our crawler can

automatically come up with meaningful queries for a search form in order to discover

and download the Hidden-Web pages.

In Chapter 2, we provide a theoretical framework to investigate the Hidden-Web

crawling problem and propose effective ways of generating queries automatically. We

also evaluate our proposed solutions through experiments conducted onreal Hidden-

Web sites. In summary, in Chapter 2 we make the following contributions:

1. We present a formal framework to study the problem of Hidden-Web crawling.

2. We investigate a number of crawling policies for the HiddenWeb, including

the optimal policy that can potentially download the maximum number of pages
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through the minimum number of interactions. We show that theoptimal policy

is NP-hard and cannot be implemented in practice.

3. We propose a new adaptive policy that approximates the optimal policy. Our

adaptive policy examines the pages returned from previous queries and adapts

its query-selection policy automatically based on them.

4. We evaluate various crawling policies through experiments on real Web sites.

Our experiments show the relative advantages of various crawling policies and

demonstrate their potential. The results from our experiments are very promis-

ing. In certain cases, our adaptive policy downloaded more than 90% of the

pages within a Hidden-Web site after issuing fewer than 100 queries.

Chapter 3: Evolution of the Hidden Web. We study various aspects of the evolv-

ing Hidden Web, by monitoring pages in 154 Web sites that maketheir full set of pages

available through search forms. We monitor the sites on a weekly basis for one year

and we analyze the evolution of these sites.

Our contributions can be summarized as follows:

1. We estimate that new pages are created at the rate of 8% per week. Assuming

that the current Web has at least 11.5 billion pages [GS05], this result corre-

sponds to 920 million new pages every week.

2. We also estimate that only 20% of the pages available todaywill be still acces-

sible after one year.

3. While a large number of new pages are created every week, thenew pages seem

to “borrow” a significant portion of their content from exiting pages. We observe

that about 5% of “new content” is being introduced every week. Overall, after a

year, about 50% of the content is new.
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4. The link structure of the Web is significantly more dynamicthan the content on

the Web. Every week, about 25% new links are created. After a year, about 80%

of the links on the Web are replaced with new ones.

5. Our results indicate that once a page is created, the page is likely to go through

either minor changes or no change at all. Out of all pages thatare still available

after one year, half of them do not change at all during that year. Even for the

pages that do change, the changes are very minor.

6. Frequency of change: We show that that the frequency of change of the pages is

not a good “predictor” of the degree of change in the pages. This result implies

that existing refresh algorithms for search engines may notbe a good choice

if we want to maximize the degree of change that the search engines detect.

Most existing algorithms use the frequency of change as their prediction mech-

anism [CG00a, CLW98].

7. Degree of change: The past degree of change of a page exhibits a strong cor-

relation with the future degree of change. We also observe that the correlation

varies significantly between the sites. While some sites exhibit a very strong

correlation some sites do not.

Chapter 4: Sampling-based Page Update.In Chapter 4 we study how we can

detect and download as many changed Web pages as we can, when the pages are

updated independently. Our main idea to address this challenge is to usesampling.

That is, we first download a small number of data items from eachdata source which

serve assamples. After that, we use the samples to decide which of the sourceswe

should contact in order to download more data items.

Our contributions are the following:
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1. We present a framework to study the change detection and download problem.

We discuss various change-detection policies and present evaluation metrics for

comparing different policies.

2. We propose two sampling-based policies,proportionalandgreedy, and analyze

their effectiveness. We also derive the optimal sample sizethat maximizes the

effectiveness of a sampling-based policy.

3. We propose an adaptive-sampling policy that can dynamically adjust the sample

size, based on the changes detected so far. We also investigate the scenario where

we cannot sample enough pages from each data source due to ourvery limited

download resources.

4. We experimentally compare our sampling-based policies to others, including the

state-of-the-art frequency-based policy. Our experiments show that our sampling

policy is often significantly better than existing ones.

Chapter 5: Inverted Index Pruning with Correctness Guarantee.In Chapter 5

we study how we can efficiently index and search the enormous amounts of informa-

tion on the both the Visible and the Hidden Web while avoidingany degradation of

search quality due to index pruning.

Overall, we make the following contributions:

1. We study new pruning techniques and answer computation algorithms thatguar-

anteethat the top matching pages arealwaysplaced at the top of search results,

even if we compute the first batch of answers from a pruned index most of the

time.

2. We provide a framework to determine the optimal size of thepruned index for

top-answer computation that minimizes the overall cost of answering queries
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under the cluster architecture.

3. We provide theoretical justification of our proposed techniques and experimental

evaluation on real Web data.

Chapter 6: Content-based Spam Detection.In Chapter 6, we explore a variety

of methods for detecting spam. Each method is highly parallelizable, can run in time

proportional to the size of the page, and identifies spam pagesby analyzing the content

of every downloaded page.

Overall, we make the following contributions:

1. We present experiments performed on real pages collectedfrom the Web that

demonstrate the amount of spam on the Web, as well as the relative merits of

every spam-detection method.

2. We demonstrate how to to employ machine learning techniques that combine

our individual methods to create a highly efficient and reasonably-accurate spam

detection algorithm.

3. When combined, our methods correctly identify 86.2% of thespam pages while

misidentifying only 3.1% of all the pages.

Chapter 7: The HiddenSeekHidden-Web Search Engine.Finally, in Chapter 7

we conclude by describing the overall architecture of a Hidden-Web search engine

prototype which incorporates the research contributions presented in this dissertation.

To the best of our knowledge this is the first search engine thatenables the users to

search information from the Hidden Web.
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CHAPTER 2

Crawling the Hidden Web

2.1 Introduction

In this chapter, we study how we can build an effectiveHidden-Web crawlerthat can

automatically download pages from the Hidden Web, so that a search engine can index

them. Crawlersare the programs that traverse the Web automatically and download

pages for search engines. Conventional crawlers rely on the hyperlinks on the Web

to discover pages. Unfortunately, since there are no links pointing to the Hidden-Web

pages, current search engines cannot index those pages and do not return them to the

users.

Given that the only “entry” to Hidden-Web pages is through querying a search

form, there are two core challenges to implementing an effective Hidden-Web crawler:

(a) The crawler has to be able to understand and model a query interface, and (b) The

crawler has to come up with meaningful queries to issue to thequery interface. The

first challenge was addressed by Raghavan and Garcia-Molina in [RG01], where a

method for learning search interfaces was presented. Here,we present a solution to

the second challenge, i.e. how a crawler can automatically generate queries so that it

can discover and download the Hidden-Web pages.

Clearly, when the search forms list all possible values for a query (e.g., through

a drop-down list), the solution is straightforward. We exhaustively issue all possible

queries, one query at a time. When the query forms have a “free text” input, however,
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Figure 2.1: A single-attribute search interface

an infinitenumber of queries are possible, so we cannot exhaustively issue all possible

queries. In this case, what queries should we pick? How can the crawler automatically

come up with meaningful queries without understanding the semantics of the search

form?

In this chapter, we provide a theoretical framework to investigate the Hidden-Web

crawling problem and propose effective ways of generating queries automatically. We

also evaluate our proposed solutions through experiments conducted onreal Hidden-

Web sites.

2.2 Framework

We start by presenting a formal framework for the study of theHidden-Web crawling

problem. In Section 2.2.1, we describe our assumptions on Hidden-Web sites and ex-

plain how users interact with the sites. Based on this interaction model, we present

a high-level algorithm for a Hidden-Web crawler in Section 2.2.2. Finally in Sec-

tion 2.2.3, we formalize the Hidden-Web crawling problem.

2.2.1 Hidden-Web database model

There exists a variety of Hidden Web sources that provide information on a multitude

of topics. Depending on the type of information, we may categorize a Hidden-Web

site either as atextual databaseor astructured database. A textual database is a site

that mainly contains plain-text documents, such asPubMedandLexis-Nexis(an online

database of legal documents [Lex]). Since plain-text documents do not usually have
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Figure 2.2: A multi-attribute search interface

(a) List of matching pages for query “liver”.

(b) The first matching page for “liver”.

Figure 2.3: Pages from the PubMed Web site.
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well-defined structure, most textual databases provide a simple search interface where

users type a list of keywords in asinglesearch box (Figure 2.1). In contrast, a struc-

tured database often contains multi-attribute relationaldata (e.g., a book on the Ama-

zon Web site may have the fieldstitle=‘Harry Potter’, author=‘J.K.

Rowling’ andisbn=‘0590353403’) and supportsmulti-attributesearch inter-

faces (Figure 2.2). Here, we will mainly focus ontextual databasesthat supportsingle-

attributekeyword queries.

Typically, the users need to take the following steps in orderto access pages in a

Hidden-Web database:

1. Step 1. First, the user issues a query, say “liver,” through the search interface

provided by the Web site (such as the one shown in Figure 2.1).

2. Step 2. Shortly after the user issues the query, she is presented with a result

index page. That is, the Web site returns a list of links to potentially relevant

Web pages, as shown in Figure 2.3(a).

3. Step 3. From the list in the result index page, the user identifies thepages that

look “interesting” and follows the links. Clicking on a link leads the user to the

actual Web page, such as the one shown in Figure 2.3(b), that the user wants to

look at.

2.2.2 A generic Hidden-Web crawling algorithm

Given that the only “entry” to the pages in a Hidden-Web site is its search from, a

Hidden-Web crawler should follow the three steps describedin the previous section.

That is, the crawler has to generate a query, issue it to the Website, download the result

index page, and follow the links to download the actual pages. In most cases, a crawler

has limited time and network resources, so the crawler repeats these steps until it uses

13



Algorithm 2.2.1 Crawling a Hidden-Web site

Procedure

(1) while ( there are available resources ) do

// select a term to send to the site

(2) qi = SelectTerm()

// send query and acquire result index page

(3) R(qi) = QueryWebSite(qi )

// download the pages of interest

(4) Download(R(qi) )

(5) done

Figure 2.4: Algorithm for crawling a Hidden-Web site.

up its resources.

In Figure 2.4 we show the generic algorithm for a Hidden-Web crawler. For sim-

plicity, we assume that the Hidden-Web crawler issues single-term queries only.1 The

crawler first decides which query term it is going to use (Step(2)), issues the query,

and retrieves the result index page (Step (3)). Finally, based on the links found on the

result index page, it downloads the Hidden-Web pages from the site (Step (4)). This

same process is repeated until all the available resources are used up (Step (1)).

Given this algorithm, we can see that the most critical decision that a crawler has

to make is what query to issue next. If the crawler can issue successful queries that

will return many matching pages, the crawler can finish its crawling early on using

minimum resources. In contrast, if the crawler issues completely irrelevant queries

1For most Web sites that assume “AND” for multi-keyword queries, single-term queries return the
maximum number of results. Extending our work to multi-keyword queries is straightforward.
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Figure 2.5: A set-formalization of the optimal query selection problem.

that do not return any matching pages, it may waste all of its resources simply issuing

queries without ever retrieving actual pages. Therefore, how the crawler selects the

next query can greatly affect its effectiveness. In the nextsection, we formalize this

query selection problem.

2.2.3 Problem formalization

Theoretically, the problem of query selection can be formalized as follows: We assume

that the crawler downloads pages from a Web site that has a setof pagesS (the rect-

angle in Figure 2.5). We represent each Web page inS as a point (dots in Figure 2.5).

Every potential queryqi that we may issue can be viewed as a subset ofS, containing

all the points (pages) that are returned when we issueqi to the site. Each subset is

associated with a weight that represents the cost of issuingthe query. Under this for-

malization, our goal is to find which subsets (queries) coverthe maximum number of

points (Web pages) with the minimum total weight (cost). This problem is equivalent

to theset-coveringproblem in graph theory [CLR01].

There are two main difficulties that we need to address in thisformalization. First,

in a practical situation, the crawler does not know which Webpages will be returned by
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which queries, so the subsets ofS are not known in advance. Without knowing these

subsets the crawler cannot decide which queries to pick to maximize the coverage.

Second, the set-covering problem is known to be NP-Hard [CLR01], so an efficient

algorithm to solve this problem optimally in polynomial time has yet to be found.

In this dissertation, we will present anapproximation algorithmthat can find a

near-optimal solution at a reasonable computational cost.Our algorithm leverages

the observation that although we do not know which pages willbe returned by each

queryqi that we issue, we canpredict how manypages will be returned. Based on this

information our query selection algorithm can then select the “best” queries that cover

the content of the Web site. We present our prediction methodand our query selection

algorithm in Section 2.3.

2.2.3.1 Performance Metric

Before we present our ideas for the query selection problem, we briefly discuss some

of our notation and the cost/performance metrics.

Given a queryqi, we useP (qi) to denote the fraction of pages that we will get back

if we issue queryqi to the site. For example, if a Web site has 10,000 pages in total,

and if 3,000 pages are returned for the queryqi = medicine, thenP (qi) = 0.3. We

useP (q1 ∧ q2) to represent the fraction of pages that are returned from both q1 andq2

(i.e., the intersection ofP (q1) andP (q2)). Similarly, we useP (q1 ∨ q2) to represent

the fraction of pages that are returned from eitherq1 or q2 (i.e., the union ofP (q1) and

P (q2)).

We also useCost(qi) to represent the cost of issuing the queryqi. Depending on

the scenario, the cost can be measured either in time, network bandwidth, the number

of interactions with the site, or it can be a function of all ofthese. As we will see later,

our proposed algorithms are independent of the exact cost function.
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In the most common case, the query cost consists of a number offactors, including

the cost for submitting the query to the site, retrieving theresult index page (Fig-

ure 2.3(a)) and downloading the actual pages (Figure 2.3(b)). We assume that submit-

ting a query incurs a fixed cost ofcq. The cost for downloading the result index page is

proportional to the number of matching documents to the query, while the costcd for

downloading a matching document is also fixed. Then the overall cost of queryqi is

Cost(qi) = cq + crP (qi) + cdP (qi). (2.1)

In certain cases, some of the documents fromqi may have already been downloaded

from previous queries. In this case, the crawler may skip downloading these documents

and the cost ofqi can be

Cost(qi) = cq + crP (qi) + cdPnew(qi). (2.2)

Here, we usePnew(qi) to represent the fraction of thenewdocuments fromqi that have

not been retrieved from previous queries. Later in Section 2.3.1 we will study how we

can estimateP (qi) andPnew(qi) to estimate the cost ofqi.

Since our algorithms are independent of the exact cost function, we will assume a

generic cost functionCost(qi) here. When we need a concrete cost function, however,

we will use Equation 2.2.

Given the notation, we can formalize the goal of a Hidden-Webcrawler as follows:

Problem 2.2.1 Find the set of queriesq1, . . . , qn that maximizes

P (q1 ∨ · · · ∨ qn)

under the constraint
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n
∑

i=1

Cost(qi) ≤ t.

Here,t is the maximum download resource that the crawler has.

2.3 Keyword Selection

How should a Hidden-Web crawler select the queries to issue?Given that the goal is

to download the maximum number of unique documents from a textual database, we

may consider one of the following options:

• Random: We select random keywords from, say, an English dictionaryand issue

them to the database. The hope is that a random query will return a reasonable

number of matching documents.

• Generic-frequency: We analyze a generic document corpus collected elsewhere

(say, from the Web) and obtain the generic frequency distribution of each key-

word. Based on this generic distribution, we start with the most frequent key-

word, issue it to the Hidden-Web database and retrieve the result. We then con-

tinue to the second-most frequent keyword and repeat this process until we ex-

haust all download resources. The hope is that the frequent keywords in a generic

corpus will also be frequent in the Hidden-Web database, returning many match-

ing documents.

• Adaptive: We analyze the documents returned from the previous queries issued

to the Hidden-Web database and estimate which keyword is most likely to return

the most documents. Based on this analysis, we issue the most “promising”

query, and repeat the process.
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Among these three general policies, we may consider the random policy as the

base comparison pointsince it is expected to perform the worst. Between the generic-

frequency and the adaptive policies, both policies may showsimilar performance if the

crawled database has agenericdocument collection without a specialized topic. The

adaptive policy, however, may perform significantly betterthan the generic-frequency

policy if the database has a very specialized collection that is different from the generic

corpus. We will experimentally compare these three policies in Section 2.4.

While the first two policies (random and generic-frequency policies) are easy to

implement, we need to understand how we can analyze the downloaded pages to iden-

tify the most “promising” query in order to implement the adaptive policy. We address

this issue in the rest of this section.

2.3.1 Estimating the number of matching pages

In order to identify the most promising query, we need to estimate how many new doc-

uments we will download if we issue the queryqi as the next query. That is, assuming

that we have issued queriesq1, . . . , qi−1 we need to estimateP (q1 ∨ · · · ∨ qi−1 ∨ qi),

for every potential next queryqi and compare this value. In estimating this number,

we note that we can rewriteP (q1 ∨ · · · ∨ qi−1 ∨ qi) as:

P ((q1 ∨ · · · ∨ qi−1) ∨ qi)

= P (q1 ∨ · · · ∨ qi−1) + P (qi) − P ((q1 ∨ · · · ∨ qi−1) ∧ qi)

= P (q1 ∨ · · · ∨ qi−1) + P (qi)

− P (q1 ∨ · · · ∨ qi−1)P (qi|q1 ∨ · · · ∨ qi−1) (2.3)

In the above formula, note that we can precisely measureP (q1 ∨ · · · ∨ qi−1) and

P (qi | q1 ∨ · · · ∨ qi−1) by analyzing previously-downloaded pages: We knowP (q1 ∨
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· · ·∨qi−1), the union of all pages downloaded fromq1, . . . , qi−1, since we have already

issuedq1, . . . , qi−1 and downloaded the matching pages.2 We can also measureP (qi |
q1 ∨ · · · ∨ qi−1), the probability thatqi appears in the pages fromq1, . . . , qi−1, by

counting how many timesqi appears in the pages fromq1, . . . , qi−1. Therefore, we

only need to estimateP (qi) to evaluateP (q1 ∨ · · · ∨ qi). We may consider a number

of different ways to estimateP (qi), including the following:

1. Independence estimator: We assume that the appearance of the termqi is inde-

pendent of the termsq1, . . . , qi−1. That is, we assume thatP (qi) = P (qi|q1 ∨
· · · ∨ qi−1).

2. Zipf estimator: In [IG02], Ipeirotis et al. proposed a method to estimate how

many times a particular term occurs in theentire corpus based on a subset of

documents from the corpus. Their method exploits the fact that the frequency

of terms inside text collections follows a power law distribution [Zip49, Man].

That is, if we rank all terms based on their occurrence frequency (with the most

frequent term having a rank of 1, second most frequent a rank of 2 etc.), then the

frequencyf of a term inside the text collection is given by:

f = α(r + β)−γ (2.4)

wherer is the rank of the term andα, β, andγ are constants that depend on the

text collection.

We illustrate how we can use the above equation to estimate the P (qi) values

through the following example:

2For exact estimation, we need to know the total number of pages in the site. However, in order to
compare only relative values among queries, this information is not actually needed.
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Example 2.3.1 Assume that we have already issued queriesq1=disk, q2=java,

q3=computer to a text database. The database contains 100,000 documentsin

total, and for each queryq1, q2, andq3, the database returned2, 000, 1, 100, and

6, 000 pages, respectively. We showP (qi) for each query in the second column

of Figure 2.6(a). For example,P (computer) = 6,000
100,000

= 0.06. We assume that

the documents retrieved fromq1, q2 andq3 do not have a significant overlap, and

we downloaded a total of8, 000 unique documents from the three queries. Given

this,P (computer|q1 ∨ q2 ∨ q3) = 6,000
8,000

= 0.75, etc. We showP (qi|q1 ∨ q2 ∨ q3)

for every query in the third column of Figure 2.6(a).

Within the retrieved documents, we can count how many times other termstk’s

appear (i.e.,P (tk|q1 ∨ q2 ∨ q3)) and we also show these numbers in the third

column. For example,data appears in 3,200 documents out of 8,000 retrieved

documents, soP (data|q1 ∨ q2 ∨ q3) = 0.4. However, we do not know exactly

how many times the termdata appears in the entire database, so the value of

P (data) is unknown. We use question marks to represent unknown values.Our

goal is to estimate these unknown values.

For estimation, we first rank each termtk based on itsP (tk|q1 ∨ q2 ∨ q3) value.

The rank of each term is shown in the fourth column of Figure 2.6(a). For exam-

ple, the termcomputer appears most frequently within the downloaded pages,

so its rank is 1.

Now, given Equation 2.4, we know that the rankR(tk) and the frequencyP (tk)

of a term roughly satisfies the following equation:

P (tk) = α[R(tk) + β]−γ. (2.5)

Then using the knownP (tk) values from previous queries, we can compute the

constantsα, β, andγ. That is, given theP (computer), P (disk), andP (java)

values and their ranks, we can find the the best-fitting curve for Equation 2.4(b).
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This curve fitting results in the following constants:α = 0.08, β = 0.25, γ =

1.15. In Figure 2.6(b), we show the fitted curve together with the rank of each

term.

Once we have obtained these constants, we can estimate all unknown P (tk)

values. For example, sinceR(data) is 2, we can estimate that

P (data) = α[R(data) + β]−γ (2.6)

= 0.08(2 + 0.25)−1.15 = 0.031. (2.7)

After we estimateP (qi) andP (qi|q1 ∨ · · · ∨ qi−1) values, we can calculateP (q1 ∨
· · · ∨ qi). In Section 2.3.3, we explain how we can efficiently computeP (qi|q1 ∨ · · · ∨
qi−1) by maintaining a succinct summary table. In the next section, we first examine

how we can use this value to decide which query we should issuenext to the Hidden-

Web site.

2.3.2 Query selection algorithm

The goal of the Hidden-Web crawler is to download the maximumnumber of unique

documents from a database using its limited download resources. Given this goal,

the Hidden-Web crawler has to take two factors into account.(1) the number of new

documents that can be obtained from the queryqi and (2) the cost of issuing the query

qi. For example, if two queries,qi andqj, incur the same cost, butqi returns more

new pages thanqj, qi is more desirable thanqj. Similarly, if qi andqj return the same

number of new documents, butqi incurs less cost thenqj, qi is more desirable. Based

on this observation, the Hidden-Web crawler may use the following efficiencymetric

to quantify the desirability of the queryqi:

Efficiency(qi) =
Pnew(qi)

Cost(qi)
(2.8)
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q1 = disk, q2 = java, q3 = computer

Termtk P (tk) P (tk|q1 ∨ q2 ∨ q3) R(tk)

computer 0.06 0.75 1

data ? 0.4 2

disk 0.02 0.25 3

memory ? 0.2 4

java 0.011 0.13 5

. . . . . . . . . . . .

(a) Probabilities of terms after queriesq1, q2, q3.

ii

i 11 i−1

−−γγ

ii

computer data disk memory java

(b) Zipf curve of example data.

Figure 2.6: Fitting a Zipf Distribution in order to estimateP (qi).
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Algorithm 2.3.1 Greedy SelectTerm()

Parameters:

T : The list of potential query keywords

Procedure

(1) Foreachtk in T do

(2) Estimate Efficiency(tk) = Pnew(tk)
Cost(tk)

(3) done

(4) returntk with maximum Efficiency(tk)

Figure 2.7: Algorithm for selecting the next query term.

Here,Pnew(qi) represents the amount ofnewdocuments returned forqi (the pages that

have not been returned for previous queries).Cost(qi) represents the cost of issuing

the queryqi.

Intuitively, the efficiency ofqi measures how many new documents are retrieved

per unit cost, and can be used as an indicator of how well our resources are spent

when issuingqi. Thus, the Hidden-Web crawler can estimate the efficiency ofevery

candidateqi, and select the one with the highest value. By using its resources more

efficiently, the crawler may eventually download the maximum number of unique doc-

uments. In Figure 2.7, we show the query selection function that uses the concept of

efficiency. In principle, this algorithm takes agreedy approach and tries to maximize

the “potential gain” in every step.

We can estimate the efficiency of every query using the estimation method de-

scribed in Section 2.3.1. That is, the size of the new documents from the queryqi,
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Pnew(qi), is

Pnew(qi) (2.9)

= P (q1 ∨ · · · ∨ qi−1 ∨ qi) − P (q1 ∨ · · · ∨ qi−1) (2.10)

= P (qi) − P (q1 ∨ · · · ∨ qi−1)P (qi|q1 ∨ · · · ∨ qi−1) (2.11)

from Equation 2.3, whereP (qi) can be estimated using one of the methods described

in section 2.3. We can also estimateCost(qi) similarly. For example, ifCost(qi) is

Cost(qi) = cq + crP (qi) + cdPnew(qi) (2.12)

(Equation 2.2), we can estimateCost(qi) by estimatingP (qi) andPnew(qi).

2.3.3 Efficient calculation of query statistics

In estimating the efficiency of queries, we found that we needto measureP (qi|q1 ∨
· · ·∨qi−1) for every potential queryqi. This calculation can be very time-consuming if

we repeat it from scratch for every queryqi in every iteration of our algorithm. In this

section, we explain how we can computeP (qi|q1∨· · ·∨qi−1) efficiently by maintaining

a small table that we call aquery statistics table.

The main idea for the query statistics table is thatP (qi|q1 ∨ · · · ∨ qi−1) can be

measured by counting how many times the keywordqi appears within the documents

downloaded fromq1, . . . , qi−1. We record these counts in a table, as shown in Fig-

ure 2.8(a). The left column of the table contains all potential query terms and the right

column contains the number of previously-downloaded documents containing the re-

spective term. For example, the table in Figure 2.8(a) showsthat we have downloaded

50 documents so far, and the termmodel appears in 10 of these documents. Given

this number, we can compute thatP (model|q1 ∨ · · · ∨ qi−1) = 10
50

= 0.2.

We note that the query statistics table needs to be updated whenever we issue a
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Termtk N(tk)

model 10

computer 38

digital 50

Termtk N(tk)

model 12

computer 20

disk 18

Total pages:50 New pages:20

(a) After q1, . . . , qi−1 (b) New fromqi = computer

Termtk N(tk)

model 10+12 = 22

computer 38+20 = 58

disk 0+18 = 18

digital 50+0 = 50

Total pages:50 + 20 = 70

(c) After q1, . . . , qi

Figure 2.8: Updating the query statistics table.

new queryqi and download more documents. This update can be done efficiently as

we illustrate in the following example.

Example 2.3.2 After examining the query statistics table of Figure 2.8(a), we have

decided to use the termcomputer as our next queryqi. From the new queryqi =

computer, we downloaded20 more new pages. Out of these,12 contain the keyword

model and18 the keyworddisk. The table in Figure 2.8(b) shows the frequency of

each term in the newly-downloaded pages.

We can update the old table (Figure 2.8(a)) to include this new information by
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simply adding corresponding entries in Figures 2.8(a) and (b). The result is shown on

Figure 2.8(c). For example, the keywordmodel exists in10 + 12 = 22 pages within

the pages retrieved fromq1, . . . , qi. According to this new table,P (model|q1∨· · ·∨qi)

is now 22
70

= 0.3.

2.3.4 Crawling sites that limit the number of results

In certain cases, when a query matches a large number of pages, the Hidden-Web site

returns only a portion of those pages. For example, the Open Directory Project [Dmo]

allows the users to see only up to10, 000 results after they issue a query.

Obviously, this kind of limitation has an immediate effect on our Hidden-Web

crawler. First, since we can only retrieve up to a specific number of pages per query,

our crawler will need to issue more queries (and potentiallywill use up more re-

sources) in order to download all the pages. Second, the query selection method that

we presented in Section 2.3.2 assumes that for every potential queryqi, we can find

P (qi|q1 ∨ · · · ∨ qi−1). That is, for every queryqi we can find the fraction of documents

in thewholetext database that containsqi with at least one ofq1, . . . , qi−1.

However, if the text database returned only a portion of the results for any of the

q1, . . . , qi−1 then the valueP (qi|q1 ∨ · · · ∨ qi−1) is not accurate and may affect our

decision for the next queryqi, and potentially the performance of our crawler. Since

we cannot retrieve more results per query than the maximum number the Web site

allows, our crawler has no other choice besides submitting more queries. However,

there is a way toestimatethe correct value forP (qi|q1 ∨ · · · ∨ qi−1) in the case where

the Web site returns only a portion of the results.

Again, assume that the Hidden-Web site we are currently crawling is represented

as the rectangle on Figure 2.9 and its pages as points in the figure. Assume that we

have already issued queriesq1, . . . , qi−1 which returned a number of results less than
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Figure 2.9: A Web site that does not return all the results.

the maximum number than the site allows, and therefore we have downloaded all the

pages for these queries (big circle in Figure 2.9). That is, atthis point, our estimation

for P (qi|q1 ∨ · · · ∨ qi−1) is accurate. Now assume that we submit queryqi to the Web

site, but due to a limitation in the number of results that we get back, we retrieve the set

q′i (small circle in Figure 2.9) instead of the setqi (dashed circle in Figure 2.9). Now

we need to update ourquery statistics tableso that it has accurate information for the

next step. That is, although we got the setq′i back, for every potential queryqi+1 we

need to findP (qi+1|q1 ∨ · · · ∨ qi):

P (qi+1|q1 ∨ · · · ∨ qi)

=
1

P (q1 ∨ · · · ∨ qi)
· [P (qi+1 ∧ (q1 ∨ · · · ∨ qi−1))+

P (qi+1 ∧ qi) − P (qi+1 ∧ qi ∧ (q1 ∨ · · · ∨ qi−1))] (2.13)

In the previous equation, we can findP (q1 ∨ · · · ∨ qi) by estimatingP (qi) with the

method shown in Section 2.3. Additionally, we can calculateP (qi+1∧(q1∨· · ·∨qi−1))

andP (qi+1 ∧ qi ∧ (q1 ∨ · · · ∨ qi−1)) by directly examining the documents that we have
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downloaded from queriesq1, . . . , qi−1. The termP (qi+1∧ qi) however is unknown and

we need to estimate it. Assuming thatq′i is a random sample ofqi, then:

P (qi+1 ∧ qi)

P (qi+1 ∧ q′i)
=

P (qi)

P (q′i)
(2.14)

From Equation 2.14 we can calculateP (qi+1 ∧ qi) and after we replace this value

to Equation 2.13 we can findP (qi+1|q1 ∨ · · · ∨ qi).

2.4 Experimental Evaluation

In this section we experimentally evaluate the performanceof the various algorithms

for Hidden-Web crawling presented in this dissertation. Our goal is to validate our

theoretical analysis through real-world experiments, by crawling popular Hidden-Web

sites of textual databases. Since the number of documents that are discovered and

downloaded from a textual database depends on the selectionof the words that will be

issued as queries3 to the search interface of each site, we compare the various selection

policies that were described in section 2.3, namely therandom, generic-frequency, and

adaptivealgorithms.

The adaptivealgorithm learns new keywords and terms from the documents that

it downloads, and its selection process is driven by a cost model as described in Sec-

tion 2.3.2. To keep our experiment and its analysis simple atthis point, we will assume

that the cost for every query is constant. That is, our goal isto maximize the number

of downloaded pages by issuing the least number of queries. Later, in Section 2.4.4

we will present a comparison of our policies based on a more elaborate cost model.

In addition, we use theindependence estimator(Section 2.3.1) to estimateP (qi) from

3Throughout our experiments, once an algorithm has submitted a query to a database, we exclude
the query from subsequent submissions to the same database from the same algorithm.
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downloaded pages. Although theindependence estimatoris a simple estimator, our

experiments will show that it can work very well in practice.

For thegeneric-frequencypolicy, we compute the frequency distribution of words

that appear in a 5.5-million-Web-page corpus downloaded from 154 Web sites of vari-

ous topics [NCO04]. Keywords are selected based on their decreasing frequency with

which they appear in this document set, with the most frequent one being selected first,

followed by the second-most frequent keyword, etc.4

Regarding therandompolicy, we use the same set of words collected from the Web

corpus, but in this case, instead of selecting keywords basedon their relative frequency,

we choose them randomly (uniform distribution). In order tofurther investigate how

the quality of the potential query-term list affects the random-based algorithm, we con-

struct two sets: one with the16, 000 most frequent words of the term collection used

in the generic-frequency policy (hereafter, the random policy with the set of 16,000

words will be referred to asrandom-16K), and another set with the1 million most

frequent words of the same collection as above (hereafter, referred to asrandom-1M).

The former set has frequent words that appear in a large number of documents (at least

10, 000 in our collection), and therefore can be considered of “high-quality” terms.

The latter set though contains a much larger collection of words, among which some

might be bogus, and meaningless.

The experiments were conducted by employing each one of the aforementioned

algorithms (adaptive, generic-frequency, random-16K, and random-1M) to crawl and

download contents from three Hidden-Web sites: The PubMed Medical Library [Pub],

Amazon [Ama], and the Open Directory Project[Dmo]. According to the information

on PubMed’s Web site, its collection contains approximately14 million abstracts of

biomedical articles. We consider these abstracts as the “documents” in the site, and in

4We did not manually excludestop words(e.g., the, is, of, etc.) from the keyword list. As it turns
out, all Web sites except PubMed return matching documents for the stop words, such asthe.
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each iteration of the adaptive policy, we use these abstracts as input to the algorithm.

Thus our goal is to “discover” as many unique abstracts as possible by repeatedly

querying the Web query interface provided by PubMed. The Hidden-Web crawling

on the PubMed Web site can be considered as topic-specific, due to the fact that all

abstracts within PubMed are related to the fields of medicineand biology.

In the case of theAmazonWeb site, we are interested in downloading all the hid-

den pages that contain information on books. The querying toAmazon is performed

through the Software Developer’s Kit that Amazon provides for interfacing to its Web

site, and which returns results in XML form. The generic “keyword” field is used for

searching, and as input to the adaptive policy we extract theproduct description and

the text of customer reviews when present in the XML reply. Since Amazon does not

provide any information on how many books it has in its catalogue, we use random

sampling on the 10-digit ISBN number of the books to estimate the size of the collec-

tion. Out of the10, 000 random ISBN numbers queried,46 are found in the Amazon

catalogue, therefore the size of its book collection is estimated to be 46
10000

· 1010 = 4.6

million books. It’s also worth noting here that Amazon posesan upper limit on the

number of results (books in our case) returned by each query,which is set to32, 000.

As for the third Hidden-Web site, theOpen Directory Project(hereafter also re-

ferred to asdmoz), the site maintains the links to 3.8 million sites togetherwith a brief

summary of each listed site. The links are searchable through a keyword-search inter-

face. We consider each indexed link together with its brief summary as the document

of thedmozsite, and we provide the short summaries to the adaptive algorithm to drive

the selection of new keywords for querying. On the dmoz Web site, we perform two

Hidden-Web crawls: the first is on its generic collection of3.8-million indexed sites,

regardless of the category that they fall into. The other crawl is performed specifi-

cally on the Arts section ofdmoz(http://dmoz.org/Arts), which comprises
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Figure 2.10: Coverage of policies for Pubmed

of approximately429, 000 indexed sites that are relevant to Arts, making this crawl

topic-specific, as in PubMed. Like Amazon,dmozalso enforces an upper limit on the

number of returned results, which is10, 000 links with their summaries.

2.4.1 Comparison of policies

The first question that we seek to answer is the evolution of thecoveragemetric as we

submit queries to the sites. That is, what fraction of the collection of documents stored

in the Hidden-Web site can we download as we continuously query for new words

selected using the policies described above? More formally, we are interested in the

value ofP (q1 ∨ · · · ∨ qi−1 ∨ qi), after we submitq1, . . . , qi queries, and asi increases.

In Figures 2.10, 2.11, 2.12, and 2.13 we present the coveragemetric for each pol-
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Figure 2.11: Coverage of policies for Amazon

icy, as a function of the query number, for the Web sites of PubMed, Amazon, general

dmozand the art-specificdmoz, respectively. On the y-axis the fraction of the total doc-

uments downloaded from the website is plotted, while the x-axis represents the query

number. A first observation from these graphs is that in general, the generic-frequency

and the adaptive policies perform much better than the random-based algorithms. In

all of the figures, the graphs for the random-1M and the random-16K are significantly

below those of other policies.

Between the generic-frequency and the adaptive policies, wecan see that the latter

outperforms the former when the site is topic specific. For example, for the PubMed

site (Figure 2.10), the adaptive algorithm issues only 83 queries to download almost

80% of the documents stored in PubMed, but the generic-frequency algorithm requires

106 queries for the same coverage,. For the dmoz/Arts crawl (Figure 2.13), the differ-
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Figure 2.12: Coverage of policies for general dmoz
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Figure 2.13: Coverage of policies for the Arts section of dmoz
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ence is even more substantial: the adaptive policy is able todownload 99.98% of the

total sites indexed in the Directory by issuing 471 queries,while the frequency-based

algorithm is much less effective using the same number of queries, and discovers only

72% of the total number of indexed sites. The adaptive algorithm, by examining the

contents of the pages that it downloads at each iteration, isable to identify the topic of

the site as expressed by the words that appear most frequently in the result-set. Con-

sequently, it is able to select words for subsequent queriesthat are more relevant to

the site, than those preferred by the generic-frequency policy, which are drawn from a

large, generic collection. Table 2.1 shows a sample of 10 keywords out of 211 chosen

and submitted to the PubMed Web site by the adaptive algorithm, but not by the other

policies. For each keyword, we present the number of the iteration, along with the

number of results that it returned. As one can see from the table, these keywords are

highly relevant to the topics of medicine and biology of the Public Medical Library,

and match against numerous articles stored in its Web site.

In both cases examined in Figures 2.10, and 2.13, the random-based policies per-

form much worse than the adaptive algorithm, and the generic-frequency. It is worthy

noting however, that the random-based policy with the small, carefully selected set of

16, 000 “quality” words manages to download a considerable fraction of 42.5% from

the PubMed Web site after 200 queries, while the coverage forthe Arts section of dmoz

reaches 22.7%, after 471 queried keywords. On the other hand, the random-based ap-

proach that makes use of the vast collection of1 million words, among which a large

number is bogus keywords, fails to download even a mere 1% of the total collection,

after submitting the same number of query words.

For the generic collections of Amazon and thedmozsites, shown in Figures 2.11

and 2.12 respectively, we get mixed results: The generic-frequency policy shows

slightly better performance than the adaptive policy for the Amazon site (Figure 2.11),

36



I teration Keyword Number of Results

23 department 2, 719, 031

34 patients 1, 934, 428

53 clinical 1, 198, 322

67 treatment 4, 034, 565

69 medical 1, 368, 200

70 hospital 503, 307

146 disease 1, 520, 908

172 protein 2, 620, 938

174 molecular 951, 639

185 diagnosis 4, 276, 518

Table 2.1: Sample of keywords queried to PubMed exclusivelyby the adaptive policy

and the adaptive method clearly outperforms the generic-frequency for the general

dmozsite (Figure 2.12). A closer look at the log files of the two Hidden-Web crawlers

reveals the main reason: Amazon was functioning in a very flaky way when our adap-

tive crawler visited it: for certain queries a large number of results would result in

errors and could not be retrieved from Amazon’s Web site. Thus, we suspect that the

slightly poor performance of the adaptive policy is due to this experimental variance.

At the same time, this observation indicates that, in practice, when implementing a real

system for performing Hidden-Web crawling, it is very important to be able to handle

such unpredictable situations as they can significantly affect the performance of our

Hidden-Web crawler. Aside from this experimental variance, the Amazon result indi-

cates that if the collection and the words that a Hidden-Web site contains are generic

enough, then the generic-frequency approach may be a good candidate algorithm for

effective crawling.
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As in the case of topic-specific Hidden-Web sites, the random-based policies also

exhibit poor performance compared to the other two algorithms when crawling generic

sites: for the Amazon Web site, random-16K succeeds in downloading almost 36.7%

after issuing 775 queries, alas for the generic collection of dmoz, the fraction of the

collection of links downloaded is 13.5% after the 770th query. Finally, as expected,

random-1M is even worse than random-16K, downloading only 14.5% of Amazon and

0.3% of the generic dmoz.

In summary, the adaptive algorithm performs remarkably well in all cases: it is

able to discover and download most of the documents stored inHidden-Web sites by

issuing the least number of queries. When the collection refers to a specific topic, it

is able to identify the keywords most relevant to the topic ofthe site and consequently

ask for terms that is most likely that will return a large number of results . On the

other hand, the generic-frequency policy proves to be quiteeffective too, though less

than the adaptive: it is able to retrieve relatively fast a large portion of the collection,

and when the site is not topic-specific, its effectiveness can reach that of adaptive (e.g.

Amazon). Finally, the random policy performs poorly in general, and should not be

preferred.

2.4.2 Impact of the initial query

An interesting issue that deserves further examination is whether the initial choice

of the keyword used as the first query issued by the adaptive algorithm affects its

effectiveness in subsequent iterations. The choice of thiskeyword is not done by the

selection of the adaptive algorithm itself and has to be manually set, since its query

statistics tables have not been populated yet. Thus, the selection is generally arbitrary,

so for purposes of fully automating the whole process, some additional investigation

seems necessary.
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For this reason, we initiated three adaptive Hidden-Web crawlers targeting the

PubMed Web site with different seed-words: the worddata, which returns 1,344,999

results, the word “information” that reports308, 474 documents, and the wordreturn

that retrieves29, 707 pages, out of 14 million. These keywords represent varying

degrees of term popularity in PubMed, with the first one beingof high popularity,

the second of medium, and the third of low. We also show results for the keyword

pubmed, used in the experiments for coverage of Section 2.4.1, and which returns

695 articles. As we can see from Figure 2.14, after a small number of queries, all four

crawlers roughly download the same fraction of the collection, regardless of their start-

ing point: Their coverages are roughly equivalent from the 25th query. Eventually, all

four crawlers use the same set of terms for their queries, regardless of the initial query.

In the specific experiment, from the 36th query onward, all four crawlers use the same

terms for their queries in each iteration, or the same terms are used off by one or two

query numbers. Our result confirms the observation of [CC01] that the choice of the

initial query has minimal effect on the final performance. Wecan explain this intu-

itively as follows: Our algorithm approximates the optimalset of queries to use for

a particular Web site. Once the algorithm has issued a significant number of queries,

it has an accurate estimation of the content of the Web site, regardless of the initial

query. Since this estimation is similar for all runs of the algorithm, the crawlers will

use roughly the same queries.

2.4.3 Impact of the limit in the number of results

While the Amazon and dmoz sites have the respective limit of 32,000 and 10,000

in their result sizes, these limits may be larger than those imposed by other Hidden-

Web sites. In order to investigate how a “tighter” limit in the result size affects the

performance of our algorithms, we performed two additionalcrawls to the generic-
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dmoz site: we ran the generic-frequency and adaptive policies but we retrieved only

up to the top 1,000 results for every query. In Figure 2.15 we plot the coverage for the

two policies as a function of the number of queries. As one might expect, by comparing

the new result in Figure 2.15 to that of Figure 2.12 where the result limit was 10,000,

we conclude that the tighter limit requires a higher number of queries to achieve the

same coverage. For example, when the result limit was 10,000, the adaptive policy

could download 70% of the site after issuing 630 queries, while it had to issue about

4,000 queries to download 70% of the site when the limit was 1,000. On the other

hand, our new result shows that even with a tight result limit, it is still possible to

download most of a Hidden-Web site after issuing a reasonable number of queries.

The adaptive policy could download slightly more than 70% ofthe site after issuing

4,000 queries when the limit was 1,000. Finally, our result shows that our adaptive

policy consistently outperforms the generic-frequency policy regardless of the result

limit. In both Figure 2.15 and Figure 2.12, our adaptive policy shows significantly

larger coverage than the generic-frequency policy for the same number of queries.

2.4.4 Incorporating the document download cost

For brevity of presentation, the performance evaluation results provided so far assumed

a simplified cost-model where every query involved a constant cost. In this section

we present results regarding the performance of the adaptive and generic-frequency

algorithms using Equation 2.2 to drive our query selection process. As we discussed

in Section 2.2.3.1, this query cost model includes the cost for submitting the query to

the site, retrieving the result index page, and also downloading the actual pages. For

these costs, we examined the size of every result in the indexpage and the sizes of

the documents, and we chosecq = 100, cr = 100, andcd = 10000, as values for

the parameters of Equation 2.2, and for the particular experiment that we ran on the
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PubMed website. The values that we selected imply that the cost for issuing one query

and retrieving one result from the result index page are roughly the same, while the

cost for downloading an actual page is 100 times larger. We believe that these values

are reasonable for the PubMed Web site.

Figure 2.16 shows the coverage of the adaptive and generic- frequency algorithms

as a function of the resource units used during the download process. The horizontal

axis is the amount of resources used, and the vertical axis isthe coverage. As it is

evident from the graph, the adaptive policy makes more efficient use of the available

resources, as it is able to download more articles than the generic-frequency, using the

same amount of resource units. However, the difference in coverage is less dramatic

in this case, compared to the graph of Figure 2.10. The smaller difference is due to

the fact that under the current cost metric, the download cost of documents constitutes

a significant portion of the cost. Therefore, when both policies downloaded the same

number of documents, the saving of the adaptive policy is notas dramatic as before.

That is, the savings in the query cost and the result index download cost is only a

relatively small portion of the overall cost. Still, we observe noticeable savings from

the adaptive policy. At the total cost of 8000, for example, the coverage of the adaptive

policy is roughly 0.5 while the coverage of the frequency policy is only 0.3.

2.4.5 Other observations

Another interesting side-effect of the adaptive algorithmis the support for multilingual

Hidden-Web sites, without any additional modification. In our attempt to explain the

significantly better performance of the adaptive algorithmfor the generic dmoz Web

site (which is not topic-specific), we noticed that the adaptive algorithm issues non-

English queries to the site. This is because the adaptive algorithm learns its vocabulary

from the pages it downloads, therefore is able to discover frequent words that do not
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necessarily belong to the English dictionary. On the contrary, the generic-frequency

algorithm is restricted by the language of the corpus that was analyzed before the

crawl. In our case, the generic-frequency algorithm used a 5.5-million English word

corpus, so as a result, it was limited to querying documents that could match only

English words.

2.5 Related Work

In this section we review the literature related to the topics that we covered in the cur-

rent chapter. The various approaches proposed by the research community for making

the information on the Hidden Web widely accessible can be broadly divided based on

two dimensions.

The first dimension is whether the Hidden-Web repositories arecooperativeor un-

cooperative. If the Hidden-Web repositories arecooperativethey allow direct access

to a third-party application interested in downloading theHidden-Web data. How-

ever, since this is typically done through the use of specialized protocols (e.g. Z39.50

[Moe92], SDLIP [PBL00]), the application needs to implementthese protocols in or-

der to communicate with the Hidden-Web site. In the case where a Hidden-Web site is

uncooperative, we need to issue queries through the site’s Web interface because there

is no direct access to the Hidden-Web data.

The second dimension is whether our goal in making the Hidden-Web data widely

accessible is to perform “on-the-fly”data integrationor download the Hidden-Web

data to a centraldata warehouseand make it accessible from this central location.

When we performdata integration, the main idea is to direct a user’s query to a num-

ber of sources and then aggregate the relevant results. Because data integrationis

typically performed in real time it generally leads to fresher results. However, because

45



Cooperative sources Uncooperative

sources

Data integration Z39.50 [Moe92],

SDLIP [PBL00]

Gloss [GGT99],[IGS01],

[IG02],[CS96],

[LLC04], [HC03]

Data warehousing OAI [LS01],

ARC [LMZ01],

DP9 [LMZ02]

[NZC04],

[CCD99], [CC01],

[BF04], [RG01],

[CCH03], [IAJ06]

Table 2.2: Related work organized according to whether the Hidden-Web sources are

cooperative, and whether we are interested in informationintegrationor warehousing.

we are contacting the Hidden-Web sources every time there isa user query, we can put

significant processing burden to the Hidden-Web sources. Onthe other hand, when we

create a centraldata warehouse, we answer the user queries based on our own local

copy of the data, but we need to periodically update our copy.

Overall, Table 2.2 shows the related work organized based onthe two dimensions

that we have just discussed. In the remainder of this sectionwe go over the related

work and compare it to the ideas that we covered in the currentchapter. In our work,

we mainly focused on enabling access to uncooperative Hidden-Web sources by down-

loading their data at a central location.
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2.5.1 Cooperative data sources

2.5.1.1 Data integration

In order to make documents in multiple textual databases accessible from a central lo-

cation, the research community has proposed a number of interoperability approaches,

such as the Z39.50 protocol [Moe92] or the Simple Digital Library Interoperability

Protocol (SDLIP) [PBL00].

Z39.50 [Moe92] provides an application-layer client/server protocol for the auto-

mated communication between computers while performing information search and

retrieval tasks. Z39.50 defines a wide range of functions, such as a machine- inde-

pendent representation of queries, a wide collection of attributes that can be used in

queries, or capabilities for retrieving document fragments. SDLIP [PBL00] is an inter-

operability protocol similar to Z39.50, but is more lightweight and was created mainly

for the exchange of information over the Web.

Both protocols, are geared towardscooperativedata sources where we can perform

data integrationand are best suited for systems that manage bibliographic data. Li-

brary of Congress [Lib] implements Z39.50 today, and UC Berkeley provides SDLIP-

based access to the University of California’s library catalog [PBL00]. Our approach

described in this chapter may not be directly applicable to the cases where the Hidden-

Web sites provide sequential access to their whole collection of data (e.g. through the

Scanoperation of Z39.50). However, our ideas can still be used ontop of an inter-

operability protocol for the cases where only query-based access is available, or the

Hidden-Web sites impose a limit in the number of the returnedresults.
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2.5.1.2 Data warehousing

For the cases where, instead of performing “on-the-fly” integration, we are interested

in downloading the information fromcooperativeHidden-Web sources at a central lo-

cation, the research community has proposed metadata “harvesting” approaches, such

as the Dublin Core [Dub], the Open Archives Initiative (OAI) [LS01], ARC [LMZ01]

and DP9 [LMZ02].

OAI [LS01] is a generic framework that facilitates the collection of content from

different Web sources. At a high level, it defines methods forharvesting metadata

records from repositories by using HTTP and XML. The main idea [LMZ01] is to col-

lect standardized metadata (e.g. based on the Dublin Core Metadata Initiative [Dub]),

at a central location and then create useful services based on this centrally harvested

data. DP9 [LMZ02] is a gateway service that aims at creating links to the documents

within OAI-compliant repositories, so that typical crawlers can discover the data by

following links.

Metadata harvesting approaches essentially assume that the Hidden-Web databases

willingly share some of their metadata and/or documents to help a third-party search

engine to index the documents. Our approach assumes uncooperative databases that do

not share their data publicly and whose documents are accessible only through search

interfaces. The metadata harvesting approaches can be of great benefit when index-

ing repositories from educational and bibliographic domains because they typically

contain information of great quality. Unfortunately, metadata harvesting implementa-

tions (such as OAI [LS01]) are not very popular in the overallWeb today mainly due

to the fact that search engines tend to discard the metadata if they come from Web

repositories that cannot be trusted.
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2.5.2 Uncooperative data sources

2.5.2.1 Data integration

There exists a large body of work studying how to identify themost relevant databases

given a user’s query [GGT99, IGS01, IG02, CS96, LLC04, HC03], when the databases

areuncooperative, providing only query-based access to their data. This bodyof work

is often referred to asmetasearchingor database selectionproblem over the Hidden

Web. The main idea is to direct a user’s query to a multitude ofrelevantdatabases,

retrieve the results, aggregate them and then present them to the users in a unified way.

For example, GlOSS [GGT99] usescontent summaries(i.e. document frequency

lists) and selects the databases that are more similar to theuser’s query. The method

presented in [IGS01] exploits only the number of matches of the queries in order to

identify the topical category of a database. [IG02] suggests the use offocused probing

to classify databases into a topical category, so that, given a query, a relevant database

can be selected based on its topical category.

[CS96] presents a system that can construct topic-specific hierarchies from text

documents using a rule-based classifier, and then derives queries from the hierarchy in

order to retrieve additional content. In [LLC04] the system contacts some databases

adaptively, on-the-fly, in order to acquire a better view of which databases it should se-

lect for querying. In [HC03], the authors present a method forintegrating the different

schemas that the Hidden-Web sites employ.

One of the benefits of accessing the Hidden-Web through metasearching, is that the

retrieved results are typically up-to-date because we are forwarding the user queries to

the Hidden-Web sites and retrieve the results from the sources in real time. Overall, our

vision is different from the metasearching body of work in that our goal isdownload

and indexthe Hidden pages at a central location in advance, so that users can access
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all the information at their convenience from one single location. In Chapter 4 we

study effective methods of updating our central repositoryof Hidden-Web pages and

maintain it up-to-date, so that we can also provide fresh information to the users.

2.5.2.2 Data warehousing

The idea of automatically issuing queries to a database and downloading the results

has been previously used in different contexts.

For example, in [CCD99, CC01], Callan and Connel try to acquire anaccurate

language modelby collecting a uniform random sample from the database. In [LG98]

Lawrence and Giles issue random queries to a number of Web Search Engines in order

to estimate thefractionof the Web that has been indexed by each of them.

In a similar fashion, Bharat and Broder [BB98] issue random queries to a set of

Search Engines in order to estimate therelative size and overlapof their indexes.

In [BF04], Barbosa and Freire experimentally evaluate methods for building multi-

keyword queries that can return a large fraction of a document collection.

Our work differs from the previous studies in two ways. First, our work described

in this chapter provides a theoretical framework for analyzing the process of generating

queries for a database and examining the results, which can help us better understand

the effectiveness of the methods presented in the previous work. Second, we apply our

framework to the problem of Hidden-Web crawling and demonstrate the efficiency of

our algorithms.

In [IAJ06], Ipeirotis et al. study Hidden-Web sites that areboth searchable(i.e.

they provide their content through a query-based interface) andcrawlable (i.e. they

also provide links to their content). They present algorithms for determining whether it

is best to issue queries or follow links in order to retrieve agiven portion (e.g. 70%) of
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the Hidden-Web site. Our work is applicable to Hidden-Web sites that do not provide

link-based access and our goal is to retrieve all of a given Hidden-Web site’s pages.

In a recent study, Raghavan and Garcia-Molina [RG01] present an architectural

model for a Hidden-Web crawler. The main focus of this work isto learnHidden-Web

query interfaces, not to generate queries automatically. The potential queries are either

provided manually by users or collected from the query interfaces. In contrast, our

main focus is to generate queries automatically without anyhuman intervention.

Cope et al. [CCH03] propose a method to automatically detect whether a particular

Web page contains a search form. This work is complementary to ours; once we detect

search interfaces on the Web using the method in [CCH03], we mayuse our proposed

algorithms to download pages automatically from those Web sites.

Reference [AIG03] reports methods to estimate what fractionof a text database

can be eventually acquired by issuing queries to the database. In [AG03] the authors

study query-based techniques that can extractrelational datafrom large text databases.

Again, these works study orthogonal issues and are complementary to our work.

2.6 Summary

Traditional crawlers normally follow links on the Web to discover and download pages.

Therefore they cannot get to the Hidden-Web pages which are only accessible through

query interfaces. In this chapter, we studied how we can build a Hidden-Web crawler

that can automatically query a Hidden-Web site and downloadpages from it. We

proposed three different query generation policies for theHidden Web: a policy that

picks queries atrandom from a list of keywords, a policy that picks queries based

on their frequencyin a generic text collection, and a policy whichadaptivelypicks

a good query based on the content of the pages downloaded fromthe Hidden-Web
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site. Experimental evaluation on 4 real Hidden-Web sites shows that our policies have

a great potential. In particular, in certain cases theadaptivepolicy can download

more than90% of a Hidden-Web site after issuing approximately100 queries. Given

these results, we believe that our work provides a potentialmechanism to improve the

search-engine coverage of the Web and the user experience ofWeb search.
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CHAPTER 3

Evolution of Searchable Web Sites

3.1 Introduction

Given that Web pages are changing constantly, search engines need to update their

index periodically in order to keep up with the evolving Web.An obsolete index leads

to irrelevant or “broken” search results, wasting users’ time and causing frustration. In

this dissertation, we study the evolution of a set of Web sitesthat provide query-based

access to their pages. In this way we can get a better understanding on how our search

engine should cope with the evolving pages on the Hidden Web.

A number of existing studies have already investigated the evolution of the Web

[FMN03, BC00, MM00, CG00a, DFK97]. While some parts of our study have com-

monalities with the existing work, we believe that the following aspects make our study

unique, revealing new and important details of the evolvingWeb.

• Searchable Web sites: Since we are interested in building a Hidden-Web search

engine, we focused on Web databases that provide search-based access to their

Web pages. Overall, our study and experiments involved 154 searchable Web

sites, which we monitored weekly for a period of one year.

• Link-structure evolution: Search engines rely on both the content and the link

structure of the Web to select the pages to return. For example, Google uses

PageRank as their primary ranking metric, which exploits theWeb link structure
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to evaluate the importance of a page [BP98]. In this respect, the evolution of the

link structure is an important aspect that search engines should know, but not

much work has been done before. As far as we know, our work is the first study

investigating the evolution of the link structure.

• New pages on the Web: While a large fraction of existing pages change over

time, a significant fraction of “changes” on the Web are due tonew pages that

are created over time. In this dissertation, we study how many new pages are

being created every week, how much new “content” is being introduced and

what are the characteristics of the newly-created pages.

• Search-centric change metric: We study the changes in the existing Web pages

using metrics directly relevant to search engines. Search engines typically use

variations of TF.IDF distance metric to evaluate the relevance of a page to a

query, and they often use an inverted index to speed up the relevance compu-

tation. In our dissertation, we measure the changes in the existing pages using

both 1) the TF.IDF distance metric and 2) the number of new words introduced

in each update. The study of the TF.IDF distance will shed light on how much

“relevance” change a page goes through over time. The numberof new words

will tell us what fraction of an inverted index is subject to updating.

3.2 Experimental setup

To collect Web history data for our evolution study, we downloaded pages from 154

“popular” searchable Web sites (e.g.,acm.org, hp.com, oreilly.com; see

[Web] for a complete listing) every week from October 2002 until October 2003, for a

total of 51 weeks. In this section, we explain how we selectedthe sites for our study

and describe how we conducted the crawls of those sites. We also present a few general
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statistics about the data we collected.

3.2.1 Selection of the sites

In selecting the sites to monitor, we wanted to pick a “representative” yet “interesting”

sample of the searchable Web. By representative, we mean thatour sample should span

various parts of the Web, covering a multitude of topics.1 By interesting, we mean that

a reasonably large number of users should be interested in the sites, as search engines

typically focus their resources on maintaining these sitesthe most up to date.

To obtain such a sample, we decided to pick roughly the five top-ranked pages from

a subset of the topical categories of the Google Directory [gooa]. Google Directory

reuses the data provided by the Open Directory Project [odp], and maintains a hierar-

chical listing of Web sites categorized by topic. Sites within each category are ordered

by PageRank, enabling users to identify sites deemed to be of high importance easily.

From the Web sites inside Google Directory, we picked only those sites that provided

a search interface over their contents, thus considering the contents of those Web sites

as “hidden” behind their respective search interfaces. By selecting sites from each

topical category, we believe we made our sample “representative.” By picking only

top-ranked sites, we believe we make our sample “interesting.” A complete list of sites

included in our study can be acquired from [Web].

3.2.2 Download of pages

From the 154 Web sites we selected for our study, we downloaded pages every week

over a period of almost one year. Our weekly downloads of the sites were thorough in

1Our dataset constitutes a representative sample of the topical categories on the Web. As we will see
later in Section 3.3.2.1, the trends that we observed from our dataset still hold for a completely random
sample of the Web.
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all but a few cases: starting from the root pages of the Web sites, we downloaded in a

breadth-first order eitherall reachable pages in each site, or all pages until we reached

a maximum limit of 200,000 pages per site. Since only four Websites (out of 154)

contained more than 200,000 pages,2 we have captured a relatively complete weekly

history of these sites. Capturing nearly complete snapshotsevery week is important

for our purposes, as one of our main goals is to study the creation of new pages.

The total number of pages that we downloaded every week ranges from 3 to 5

million pages, with an average of 4.4 million pages. The sizeof each weekly snapshot

was around 65 GB before compression. Thus, we currently havea total of 3.3 TB

of Web history data, with an additional 4 TB of derived data (such as links, shingles,

etc.) used for our various analyses. When we compress the weekly snapshots using the

standard zlib library, the space footprint is reduced to about one third of the original.

Table 3.1 reports the fraction of pages included in our studythat belong to each

high-level domain. Themisc category contains other domains including regional

ones such as.uk, .dk, .jp etc. The distribution of domains for pages in our study

roughly matches the general distribution of domains found on the Web [BBC00].

3.3 What’s new on the Web?

In this section, we focus on measuring what is new on the Web each week. In par-

ticular, we attempt to answer questions such as: How many newpages are created

every week? How much new content is created? How many new links? We begin by

studying the weekly birth rate of pages.

For our analysis in Sections 3.3.1 and 3.3.2 we treat each unique URL as a distinct

unit. Then, in Section 3.3.3 we measure the shift in the collective content of all pages,

2The sites containing more than 200,000 pages werewww.eonline.com, www.hti.umich.
edu, www.pbs.org andwww.intelihealth.com.
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Domain Fraction of pages in domain

.com 41%

.gov 18.7%

.edu 16.5%

.org 15.7%

.net 4.1%

.mil 2.9%

misc 1.1%

Table 3.1: Distribution of domains in our crawls.

to filter out the effect of content duplication among URLs.

3.3.1 Weekly birth rate of pages

We first examine how many new pages are created every week. That is, for every

snapshot, we measure the fraction of the pages in the snapshot that have not been

downloaded before and we plot this number over time. This fraction represents the

“weekly birth rate” of Web pages. We use the URL of a page as its identity, and

consider a page “new” if we did not download any page with the same URL before.

Under this definition, if a page simply changes its location from URLA to URL B, we

consider that a new pageB has been created. (Later in Section 3.3.3 we measure how

much new “content” is introduced every week, which factors out this effect.)

In Figure 3.1 we show the weekly birth rate of pages, with weekalong the hori-

zontal axis. The line in the middle of the graph gives the average of all the values,

representing the “average weekly birth rate” of the pages. From the graph we can ob-

serve that the average weekly birth rate is about 8%. That is,8% of pages downloaded

by an average weekly crawl had not been downloaded by any previous crawl. Scaling
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up from our data (which, by design, is biased toward popular pages), and assuming

the entire Web consists of roughly 11.5 billion pages [GS05],we conjecture that there

may be around 920 million new pages created every week (including copies of existing

pages and relocated pages). Admittedly, this number may notbe fully accurate because

our study focuses on popular pages. However, it does give us aball-park figure.

We also observe that approximately once every month, the number of new pages

being introduced is significantly higher than in previous weeks. For example, the bars

are higher in weeks 7, 11, 14, etc. than their previous weeks.Most of the weeks with

the higher birth rate fall close to the end of a calendar month. This fact implies that

many Web sites use the end of a calendar month to introduce newpages. Manual

examination of the new pages in these “high birth rate” weeksrevealed that a number

of such pages contain job advertisements or portals leadingto archived pages in a site.

For the most part, however, we could not detect any specific pattern or topical category

for these pages.

3.3.2 Birth, death, and replacement

In our next experiment, we study how many new pages are created and and how many

disappear over time.3 We also measure what fraction of pages on our Web sites is

replaced with new pages after a certain period. For these purposes, we compare our

weekly snapshots of the pages against the first snapshot and measure 1) how many

pages in the first snapshot still remain in thenth-week snapshot, and 2) how many

pages in thenth week snapshot do not exist in the first snapshot. For all thecompar-

isons presented here, the URLs of the crawled pages were canonicalized.

Figure 3.2 shows the result. The horizontal axis of this graph plots the week and the

3We assume that a page disappeared if our crawler received an HTTP 404 response for that particular
page, or we could not download the page (due to timeouts, etc.) after three attempts.
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Figure 3.1: Fraction of new pages between successive snapshots.

vertical axis shows the number of pages that we crawled in thegiven week. The bars

are normalized such that the number of pages in the first week is one. (We downloaded

4.8 million pages in the first week.) The dark bars represent the number of first-week

pages that were still available in the given week. The light bars represent the number

of pages that were created since the first week (i.e., the pagesthat exist in the given

week but did not exist in the first week). For example, the sizeof the second-week

snapshot was about 80% of that of the first week, and we downloaded about 70% of

the first-week pages in the second week.

The observable fluctuations in our weekly crawl sizes (most noticeable for week

45) are primarily due to technical glitches that are difficult to avoid completely. While

collecting our data, to minimize the load on the Web sites andour local network, we

ran our crawler in a slow mode. It took almost a full week for the crawler to finish

each crawl. During this time, a Web site may have been temporarily unavailable or our
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Figure 3.2: Fraction of pages from the first crawl still existing aftern weeks (dark

bars) and new pages (light bars).
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Figure 3.3: Normalized fraction of pages from the first crawlstill existing aftern

weeks (dark bars) and new pages (light bars).
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local network connection may have been unreliable. To be robust against short-lived

unavailabilities our crawler makes up to three attempts to download each page. Still,

in certain cases unavailabilities were long-lived and our crawler was forced to give up.

Since these glitches were relatively minor in most cases (except in the 45th week when

one of our crawling machines crashed), we believe that our results are not significantly

affected by them.

By inspecting the weeks with the highest bars in Figure 3.2 andtaking glitches with

our crawling into account, we find that the total number of pages available from the

154 sites in our study remained more or less the same over the entire 51-week period

of our study. However, they are not all the same pages. Instead, existing pages were

replaced by new pages at a rapid rate. For example, after one month of crawling (week

4), only 75% of the first-week pages were still available (dark portion of the graph at

week 4), and after 6 months of crawling (week 25), about 52% are available.

A normalized version of our graph is shown in Figure 3.3, withthe numbers for

each week normalized to one to allow us to study trends in the fraction of new and

old pages. After six months (week 25), roughly 40% of the pages downloaded by our

crawler were new (light bars) and around 60% were pages that also occurred in our

first crawl (dark bars). Finally, after almost a year (week 51) nearly 60% of the pages

were new and only slightly more than 40% from the initial set was still available. It

took about nine months (week 39) for half of the pages to be replaced by new ones

(i.e., half life of 9 months).

To determine whether the deletion rate of pages shown in Figure 3.3 follows a sim-

ple trend, we used linear regression to attempt to fit our datausing linear, exponential,

and inverse-polynomial functions. The deletion rate did not fit any of these trends well.

The best match was with a linear trend, but the R-squared valuewas still very low at

0.8.
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3.3.2.1 Generalizing to the entire Web

Our results can be combined with results from recent study bythe Online Computer

Library Center (OCLC) [ocl] to get a picture of the rate of changeof the entire Web.

The OCLC collects an annual sample of the Web and studies various trends pertaining

to the nature of Web sites. One of the experiments that the OCLChas conducted

over the last few years is to estimate how the number of available Web sites changes

over time. From years 1998 to 2002, OCLC has performed systematic polling of IP

addresses to estimate the total number of available Web sites. They have also measured

what fraction of Web sites are still available afterk years.

The result of this OCLC study is shown on Figure 3.4. In the figure, the horizontal

axis represents the year of measurement. The overall heightof each bar shows the total

number of Web sites available at the given year, relative to the number of sites available

in 1998. In 1998 the number of the publicly-accessible Web sites was estimated to be

1.4 million. The dark bottom portion of the bar represents the fraction of the Web

sites that existed in 1998 and were still available in the given year. The light portion

represents the fraction of new Web sites that became available after 1998. From the

graph, we can see that about 50% of Web sites go offline every year. For example, in

1999, half of the 1998 Web sites were still accessible.

Combining this result with ours, we may get an idea of how many pages on the

entire Web will still be available after a certain period of time. The OCLC study

shows that about 50% of existing Web sites remain available after one year. Our study

shows that roughly 40% of the pages in each Web site remain available after one year.

Therefore, we can speculate that only about 50%×40%=20% of today’s Web pages

will be accessible after one year.

Given this low rate of “survival” of Web pages, historical archiving as performed

by, e.g., the Internet Archive [int], is of critical importance for enabling long-term

63



1998 1999 2000 2001 2002
Year

0.5

1

1.5

2

Fraction of
Sites Available

Figure 3.4: Percent of IP addresses identifying a Web site inYear A also iden-

tifying a Web site in Year B. For example, 56% of IP addresses identifying a

Web site in the 1998 sample also identified one in 1999 sample.Taken from

http://wcp.oclc.org/.
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access to historical Web content. A significant fraction of pages accessible today are

unlikely to be available after one year. Another implication of our finding applies to

standard search engines that do not focus on access to historical content. Since search

engine users tend to be very intolerant of broken links in search results, it is very

important for search engines to keep abreast of page deletions and omit deleted pages

from search results (or, alternatively, point to “cached” copies as Google [goob] and

other search engines sometimes do, which effectively extends the lifetime of pages).

Finally, from Figure 3.4, we observe that growth in the number of the Web sites

has slowed significantly in recent years. While the number of available Web sites

increased by 50% between year 1998 and 1999, the total numberof available sites did

not change much since year 2000. Given that the number of pageswithin popular sites

does not appear to grow significantly over time (our finding discussed above), there

are two remaining potential sources of growth on the Web.

First, it may be the case that relatively unpopular sites aregrowing. Although our

study does not focus on the behavior of unpopular sites, as a small side project we did

measure growth for a small random sample of 100 sites on the Webover a period of

two months. Our findings for those sites matched those for popular sites: the overall

number of pages remained nearly constant over time. Furthermeasurements over a

larger scale are needed to verify this preliminary and as yetinconclusive finding.

The second potential source of growth on the Web may stem fromincrease in the

size of pages. While the total number of pages may be leveling off, perhaps it is the

case that pages are growing larger over time. In Figure 3.5 weplot the average page

size of each of our snapshots. The horizontal axis plots the week and the vertical axis

shows the average page size in a given week, normalized so that average size in the

first week equals one. While we see wide fluctuations, a clear upward trend exists in

the graph, although it has very mild slope. Given these results, we suspect that the
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Figure 3.5: Average page sizes in our snapshots over time.

current growth of the Web is mainly driven by the increase in the size of pages over

time.

3.3.3 The creation of new content

While we measured the rates of creation and deletion of Web pages in previous sec-

tions, we did not address how much “new content” is being introduced over time. That

is, even when a new page is created, the page may be a mere copy of an existing

page in which case it does not contribute any new content to the Web. To quantify the

amount of new content being introduced, we use the shinglingtechnique as described

in [BDG95, BGM97]. From every page we exclude the HTML markup and we view

the page as an ordered sequence of lower-cased words. Aw-shingle is a contiguous

ordered subsequence ofw words. That is, we groupw adjacent words of the page to

form a w-shingle, possibly wrapping at the end of the page, so that all words in the

page start a shingle.

To measure how much content is created we computed the shingles for all pages

included in our study and compared how many new unique shingles are introduced

66



over time. We wanted to answer the following questions: Out of all unique shingles

that existed in the first week, how many of them still exist in the nth week? How

many unique shingles in thenth week did not exist in the first week? By measuring

the number of unique existing and newly appearing shingles,we can learn how much

“new content” is being introduced every week. For the experiments presented in this

section we used a shingle size ofw = 50, which roughly corresponds to the number of

words in a typical paragraph.

The result of our shingle measurements is shown in Figure 3.6. The horizontal axis

plots time in weeks and the vertical axis shows the total number of unique shingles

present each week, relative to the first week. The first week hasapproximately 4.3 bil-

lion unique shingles. The darkly colored, lower portion of each bar shows the number

of first-week shingles available in thenth week. The lightly colored, upper portion

shows the number of new shingles that did not exist in the firstweek. To factor out

fluctuation in the total number of shingles and focus on the trends in relative terms,

we show a normalized version of the graph in Figure 3.7, wherethe total number of

unique shingles in each weekly crawl is normalized to one.

By comparing Figure 3.7 with Figure 3.3, we can see that new shingles are created

at a slower rate than new pages. It takes nine months for 50% ofthe pages to be

replaced with new ones, but even after nearly one year, more than 50% of the shingles

are still available. On average, each week around 5% of the unique shingles were

new, i.e., not present in any previous week. It is interesting to contrast this figure

with our finding from Section 3.3.1 that, on average, roughly8% of pages each week

were new (when identified solely based on URLs). By combining the two results, we

determine that at most 5%/8%=62% of the content of new URLs introduced each

week is actually new.
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Figure 3.6: Fraction of shingles from the first crawl still existing aftern weeks (dark

portion of bars) and shingles newly created (light portion).
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Figure 3.7: Normalized fraction of shingles from the first crawl still existing aftern

weeks (dark portion of bars) and shingles newly created (light portion).
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Figure 3.8: Fraction of links from the first weekly snapshot still existing aftern weeks

(dark/bottom portion of the bars), new links from existing pages (grey/middle) and

new links from new pages (white/top).

3.3.4 Link-structure evolution

The success of Google has demonstrated the usefulness of theWeb link structure in

measuring the importance of Web pages. Roughly, Google’s PageRank algorithm esti-

mates the importance of a page by analyzing how many other pages point to the page.

In order to keep up with the changing importance and popularity of Web pages, it is

thus important for search engines to capture the Web link structure accurately. In this

section we study how much the overall link structure changesover time. For this study,

we extracted all the links from every snapshot and measured how many of the links

from the first snapshot existed in the subsequent snapshots and how many of them are

newly created.
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Figure 3.9: Normalized fraction of links from the first weekly snapshot still exist-

ing aftern weeks (dark/bottom portion of the bars), new links from existing pages

(grey/middle) and new links from new pages (white/top).
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The result of this experiment is shown in Figure 3.8. The horizontal axis shows the

week and the vertical axis shows the number of links in the given week. The height of

every bar shows the total number of links in each snapshot relative to the first week.

The dark-bottom portion shows the number of first-week linksthat are still present in

the given week. The grey and white portions represent the links that did not exist in

the first week: The grey portion corresponds to the new links coming from the “old”

pages (the pages that existed in the first week), while the white portion corresponds

to the new links coming from the “new” pages (the pages that did not exist in the first

week). Figure 3.9 is the normalized graph where the total number of links in every

snapshot is one.

From the figure, we can see that the link structure of the Web issignificantly more

dynamic than the pages and the content. After one year, only 24% of the initial links

are available. On average, we measure that 25% new links are created every week,

which is significantly larger than 8% new pages and 5% new content. This result

indicates that search engines may need to update link-basedranking metrics (such as

PageRank) very often. For example, given the 25% new links every week, a week-old

ranking may not reflect the current ranking of the pages very well.

3.4 Changes in the existing pages

The previous experiment demonstrated that every week numerous pages disappear

from our weekly snapshots and another set of pages is created. The pages that ap-

pear repeatedly in our weekly snapshots, however, do not allremain static. In this

section we study the way in which the content of pages captured repeatedly by our

weekly snapshots changes over time.
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3.4.1 Change frequency distribution

In our first experiment, we investigate how often Web pages change on average. We

begin by using the simplest definition of a change: we considerany alteration to a

page as constituting a change. Later, we will consider a morerefined notion of change

(Section 3.4.2).

For this experiment we conducted a scan of our weekly snapshots to determine,

for each page that appeared in all snapshots, the average interval between successive

changes. For example if a particular page changed twice during our 51-week mea-

surement period, its average change interval is 51/2=25.5 weeks. We then grouped

pages by change interval and obtained the distribution shown in Figure 3.10. Average

change interval is plotted on the horizontal axis. The vertical axis shows the fraction

of pages having each average change interval. Pages that didnot change at all during

our 51-week measurement period are counted in the bar on the far right, marked “inf.”

The large gaps between bars toward the right side of Figure 3.10 correspond to average

change intervals that cannot arise in a 51-week experiment.

From Figure 3.10 we observe that a significant fraction of pages (around 50%) that

occurred in each weekly snapshot remained unchanged throughout the course of our

study. Another quite large portion of pages changed very often: approximately 15%

of pages underwent at least one change between each weekly download. These two

extremes account for more than 65% of the pages. The remaining pages occurring in

all snapshots have average change intervals ranging acrossthe spectrum in a roughly

U-shaped pattern, with most pages concentrated near one of the two extremes. The

tendency is that most pages either change very frequently orvery infrequently.
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Figure 3.10: Distribution of the average change intervals of the pages.

3.4.2 Degree of change

In our previous experiment we used a very simple definition ofchange that only cap-

tures thepresenceof change, ignoring whether changes are major or minor ones.To

delve deeper into the nature of changes undergone by Web pages over time, we now

report on experiments designed to measuredegreeof change.

From the point of view of a Web search engine, degree of changeis as important as,

if not more important than, presence of change. Due to the immense scale and highly

dynamic nature of the Web, search engines are faced with a constrained optimization

problem: maximize the accuracy of the local search repository and index, given a

constrained amount of resources available for (re)downloading pages from the Web

and incorporating them into the search index. Search engines that ignore degree of

change may waste precious resources downloading pages thathave changed in only
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trivial ways and have little impact on the quality of the search service. Effective search

engine crawlers ignore insignificant changes and devote resources to incorporating

important changes instead.

Our goal with these experiments was to get a handle on how degree of change may

influence the design of highly effective search engine crawlers. Hence, we measured

the distribution of degree of change using two metrics that are of relevance to typical

search engines:

1. TF.IDF Cosine DistanceGiven two versions of a pagep, sayp1 andp2, we

calculate the TF.IDF cosine distance [SM83] betweenp1 andp2. More precisely,

supposingv1 andv2 are the TF.IDF weighted vector representations ofp1 andp2

(excluding any HTML markup), we compute cosine distance as follows:

Dcos(p1, p2) = 1 − v1 · v2

||v1||2||v2||2

wherev1 · v2 is the inner product ofv1, v2 and ||vi||2 is the second norm, or

length, of vectorvi.

2. Word Distance Given two versions of a pagep, p1 andp2, we measure how

many words of text inp’s content have changed (we exclude any HTML markup).

The word distance betweenp1 andp2 is defined as:

Dword(p1, p2) = 1 − 2 · |common words|
|words inp1| + |words inp2|

Note that both degree of change metrics are normalized so that all values are between

zero and one, with 0 corresponding to no change and 1 indicating that the two versions

differ completely.
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The TF.IDF cosine distance metric (in its various forms) is the most commonly

used method of determining relevance of documents to searchqueries based on con-

tent. Search engines typically rank search results using a combination of cosine dis-

tance and other factors (including link-based importance measures as discussed in

Section 3.3.4). A small cosine distance change for a page generally translates to a

relatively minor effect on result ranking for most search queries.

Word distance is also important from the perspective of search engine design. Word

distance reflects the amount of work required to bring the search index up to date,

assuming modifications are made incrementally to allow immediate searchability as in

[LWP03]. Both metrics ignore the order in which terms appear ona page, i.e. they

treat pages as “bags of words.” Doing so is consistent with the way in which typical

search engines treat documents (with the exception of phrase matching). In contrast,

the shingles metric (which we used in Section 3.3.3; it is also used by [FMN03]) is

highly sensitive to the exact order of terms.

The distribution of TF.IDF cosine distance for all changes is shown in Figure 3.11.

To ensure proper comparability across multiple weeks whosesnapshots contained dif-

ferent numbers of pages, we selected a representative week (week 21) from which to

obtain IDF weights to use in all of our TF.IDF calculations. The horizontal axis of

Figure 3.11 shows cosine distance and the vertical axis shows the fraction of changes

corresponding to the given distance. The dark bars show the distribution of cosine

distances; the light bars give the cumulative distribution.

By examining Figure 3.11 we can see that most changes are very small, and con-

centrated on the far left portion of the graph. More than 80% of all changes resulted

in a new version whose cosine distance was less than 0.2 from the old version. In fact,

65% of the changes had a cosine distance of less than 0.05. In light of this finding,

we conclude that over half of the total changes recorded by our repeated crawls were
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Figure 3.11: Distribution of cosine distance for all changes. Each dark bar corresponds

to changes with cosine distance between the respective x-axis value and the previous

one. For example, bin0.1 corresponds to changes with cosine distance between0.05

and0.1. The light bars show the cumulative distribution.
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Figure 3.12: Distribution of word distance values for all changes. Each dark bar cor-

responds to changes with word distance between the respective x-axis value and the

previous one. For example, bin0.1 corresponds to changes with word distance be-

tween0.05 and0.1. The light bars show the cumulative distribution.
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induced by operations that altered the content of a page veryslightly. Such operations

might be modifications to advertising material, counters, “last updated” tags, etc. We

provide evidence to support this conjecture in Section 3.4.3.

Our finding coincides with that of [FMN03], which measured degree of change by

counting the number of “shingles” affected by a change occurrence. However, we feel

that the metric we have selected, TF.IDF cosine distance, maybe more directly relevant

to search engine crawler design. The observation that most Web page modifications

influence cosine distance (and thus ranking accuracy for most queries) very little may

have important implications. In particular, in light of this fact it is crucial that search

engine crawlers facing resource limitations consider the degree of change, not just the

presence of change, when choosing among pages to download and incorporate into

the search index. Of course, fine-grained degree of change information can only be

leveraged in a traditional search engine context if it is amenable to prediction. We

study predictability of degree of change later in Section 3.5.

We now turn to measurements of word distance. Figure 3.12 shows the distribution

of word distances for all changes detected. We again see thatthe vast majority of

changes are relatively minor ones, although this phenomenon is less pronounced for

word distances than it is for cosine distances. The difference between Figures 3.11 and

3.12 indicates that a moderate fraction of changes induce a nontrivial word distance

(such as 0.2) while having almost no impact on cosine distance. These are changes

that primarily affect words with high document frequency that are typically given low

weight in search result ranking functions. Incorporating such changes into a search

index incurs moderate overhead while adding relatively little benefit in terms of search

result quality. This phenomenon and its implications for search engine design merit

further study.
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3.4.3 Degree and frequency of change

Our findings in Section 3.4.2 indicate that most changes are relatively minor ones, so it

is important for search engine crawlers to take degree of change into account. We now

investigate whether there is any correlation between frequency of change and degree of

change. If so, then perhaps degree of change can be estimatedindirectly by measuring

frequency of change. For example, perhaps it is the case thatpages that are modified

very often (say, once every day) usually experience only a minor degree of change with

each modification (e.g., swapping advertisements). Conversely, perhaps pages that are

only modified occasionally (say, twice per year) undergo a large-scale overhaul with

each modification.

In our next experiment we aimed to determine whether such a correlation exists.

To check for correlation we grouped pages based on their average frequency of change

(based on the “all-or-nothing” notion of change) and computed the average degree of

change for changes in each group. Degree of change was measured using both the

TF.IDF cosine distance and word distance metrics describedin Section 3.4.2.

The result is shown in Figure 3.13. The horizontal axis represents the number of

times (1 to 50) a page changed over the course of our 51 downloads. The vertical

axis shows the average degree of change, for each change undergone by pages in each

category. The line forDcos corresponds to the cosine distance metric; the line for

Dword corresponds to word distance. Under both metrics, the highest average degree

of change per change occurrence is experienced by pages thateither change very fre-

quently (far right of the graph) or change very rarely (left side of the graph). This

fact implies that the content of the pages that change very frequently (at least once per

week) is significantly altered with each change. The same is true for the pages that

change infrequently. Otherwise, no discernible trend is apparent.

To study the relationship between degree and frequency of change in more depth,
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Figure 3.13: Relationship between degree of change and frequency of change.

we also measuredcumulativedegree of change grouped by change frequency: Fig-

ure 3.14 plots overall degree of change between the first and last version of each page,

averaged across all pages within each change frequency group (horizontal axis).

By comparing Figures 3.13 and 3.14 we can see that for pages that changed at

least weekly (i.e. 50 times during our 51-week measurement period), although each

week a roughly 17% degree of change was measured on average (Figure 3.13), the

cumulative degree of change after 50 weeks was only around 30% under both metrics

(Figure 3.14). This finding suggests that the vast majority of modifications to these fre-

quently updated pages tend to occur in the same portion(s) ofthe page. We inspected a

small sample of such pages by hand, and found that in many cases repeated modifica-

tion of a restricted portion of the content corresponds to aspects such as: weather, stock

market, “news of the day” reports, counters, advertisementmaterial containing small

text strings (recall that our measurements factor out html tags, images, etc.), and “last
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Figure 3.14: Relationship betweencumulativedegree of change and frequency of

change.
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updated on...” snippets (these are often generated automatically and in some cases do

not coincide with any actual content modification). For the purposes of most search

engines, changes such as these can safely be ignored.

In stark contrast, pages that underwent modifications between 30 and 40 times dur-

ing our 51-week measurement period tended to exhibit a significant cumulative degree

of change (above 50% on average), even though on average eachmodification only in-

curred a 5−10% degree of change. This discrepancy implies that although these pages

tend to change only moderately with each modification, successive modifications of-

ten target different portion(s) of the page. As a result, thecumulative degree of change

increases substantially over time. Pages in this category that are prone to experience

the most substantive and durable alterations in content, even though the frequency of

change is not the highest. From a search engine perspective,these moderately fre-

quent changes are likely to be worthwhile to capture, whereasmany of the very high

frequency changes may not be, as suggested above.4 The question of how well the two

classes of changes can be differentiated based solely on frequency of change statistics

remains open.

3.5 Predictability of degree of change

As we concluded in Section 3.4, most of the changes detected in our experiments

were very minor. Search engines may be able to exploit this fact by only redown-

loading pages that have undergone significant revision since the last download. When

resources are scarce it is important to avoid wasting resources on pages whose minor

4Note that [CG00c] suggests that search engines optimizing for overall freshness should, when
resources are scarce, ignore high-frequency modificationsso that resources can be used more profitably,
even when all modifications are assumed to incur the same degree of change. Here, we are pointing out
that many high-frequency modifications may be of little interest to search enginesintrinsically, not just
because resources can be saved by not incorporating them.
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changes yield negligible benefit when incorporated into thesearch index. However,

given the pull-oriented nature of the Web, the capability todifferentiate between mi-

nor and major changes hinges on the ability to predict degreeof change successfully.

In this section we study thepredictabilityof degree of change in Web pages. In partic-

ular, we seek to determine whether past degree of change is a good indicator of future

degree of change, in terms of TF.IDF cosine distance. Our results obtained for the

word distance metric were very similar so we omit them.

3.5.1 Overall predictability

We begin our analysis of predictability by studying the overall trends across all pages

collected by our crawler. Later, in Section 3.5.2, we will extend our analysis to a finer

granularity by inspecting individual sites. Figure 3.15(a) shows three scatter plots,

each plotting cosine distance measured over a particular interval of time (one week,

one month, and three months) on the horizontal axes. The vertical axes plot cosine

distance measured over the ensuing time interval of the sameduration. Each page

contributes exactly one dot to each plot (although the vast majority are masked due

to occlusion). These plots enable us to gauge the degree of correlation between suc-

cessive time intervals. Points aligned along the diagonal (i.e. ones that satisfy the

equationy = x) exhibit the same degree of change in successive measurement peri-

ods, and hence highly predictable degree of change. Therefore, our dataset manifests

high predictability if most dots lie close to the diagonal.

To help us judge degree of predictability, we rank pages according to its straight-

line distance from the diagonal (y = x) and divide them into four groups:

• Group A: The top 80% of pages in terms of proximity to the diagonal.

• Group B: Pages that fall between the top 80% and the top 90% in terms of
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proximity to the diagonal.

• Group C: Pages that fall between the top 90% and the top 95% in terms of

proximity to the diagonal.

• Group D: All remaining pages.

We plot each group using a different color in Figure 3.15: red5 for Group A, yellow

for Group B, green for Group C, and blue for Group D. For example,from the red dots

in left-most graph of Figure 3.15(c), we see that Group A (top80% of pages) from

www.eonline.com lie in a band betweeny = x + 0.06 andy = x − 0.06 from the

diagonal. The narrower this band is, the more predictable the degree of change is. To

make the “width” of each band easier to see, we plot the distance of members of each

group from the diagonal (shown below each scatter plot; distance is normalized to the

range [0, 1]).

It is clear from Figure 3.15(a) that most pages captured in our study change in a

highly predictable manner, in terms of cosine distance. Forexample, from the yel-

low band (Group B, top 90%) in the second graph of Figure 3.15(a), we can see that

for 90% of the pages, we can predict their future degree of change with±8% error;

yellow dots lie in the bandy = x ± 0.08. Not surprisingly, the degree of predictabil-

ity decreases somewhat as we move to longer time intervals. The widths of the bands

grow larger as the interval becomes longer. The fact that degree of change appears to be

highly predictable, especially over the short term, is goodnews for search engines. By

relying on simple predictive methods to estimate degree of change accurately, search

engines may be able to take degree of change into account whenselecting pages to

redownload and reincorporate into the search index. As suggested by our results in

5In case this dissertation is viewed in grayscale, the readershould refer to the color legend at the
bottom of Figure 3.15 for the color of each group of pages.
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Section 3.4, doing so may enable search engines to use resources more effectively and

ultimately achieve higher quality search results.

There are some caveats, however. First, as can be seen in Figure 3.15(a), the ability

to predict degree of change accurately degrades mildly overtime: the distance of every

group from the diagonal grows over time. Second, a small but non-negligible fraction

of pages defy even short-term prediction. Third, our conclusions are only valid over

the pages considered in our study, which are drawn from popular Web sites. Further

investigation will be necessary to determine whether our conclusions extend to less

popular sites.

Fetterly et al. [FMN03] drew similar conclusions as to the predictability of degree

of change, using number of changed shingles to measure change. They only studied

short-term predictability over two successive week-long periods, however. Our results

in Figure 3.15(a) show that even over a fairly lengthy span oftime (successive three-

month quarters), 80% of the pages are within a radius of 5% of the diagonal (recall that

the diagonal represents exact predictability for cosine distance). It may not be feasible

for certain search engines to monitor all pages of concern ona weekly basis, and

the ability to rely on long-term predictability may help considerably with download

scheduling and resource management.

3.5.2 Predictability for individual sites

Having shown that degree of change tends to be highly predictable for most pages

included in our study, we turn to an investigation of predictability at the granular-

ity of individual Web sites. After examining our data, we selected two sites that

are representative of the range of site-level predictability present in our data:www.

columbia.edu (an educational site) andwww.eonline.com (an entertainment

magazine site). Scatter plots of cosine distance predictability for the two sites are

86



shown in Figures 3.15(b) and (c). (For brevity we omit similar plots obtained for other

sites.) Both sites exhibit good predictability overall, butthe degree of predictability

of pages fromwww.columbia.edu is significantly better than that of pages from

www.eonline.com. Moreover, in the short term, pages fromwww.eonline.com

tend to change much less predictably than the majority of pages in our overall study

(Figure 3.15(a)). The degree of change of many pages onwww.eonline.com either

accelerated or decelerated between the first and second weeks, as is especially appar-

ent for group D in the graphs. Perhaps this characteristic, which represents an outlier

among the sites we studied, can be attributed to the fast-paced nature of trends and hot

topics in the entertainment world.

From these examples we conclude that the ability to predict future degree of change

from past behavior can vary a fair amount from site to site. (We confirmed that there

is moderate variation in the general degree of predictability across other sites not dis-

cussed here due to space constraints.) Therefore, search engines may want to avoid

heavy reliance on prediction for certain sites, and indeed for certain “rogue” pages

that defy prediction even when other pages on the same site exhibit highly predictable

behavior. Establishing reliable methods for identifying Web sites and individual pages

for which prediction of degree of change is not likely to succeed (i.e., predicting pre-

dictability) is an important topic for future work.

3.6 Related Work

Others have studied Web evolution. We are not aware of any prior work on character-

izing the evolution of the link structure of the Web experimentally. However, previous

studies do touch upon aspects related to our measurements ofthe birth, modification,

and death of individual pages over time. Here we discuss prior studies that exhibit

some commonalities with our own.

87



In the first related study we are aware of to focus on degree of change, Lim et

al. [LWP01] measured edit distance between two successive versions of around 6000

Web pages. More recently, Fetterly et al. [FMN03] repeatedly downloaded some 151

million Web pages and measured, among other things, degree of change by counting

the number of changed “shingles.” The study of [FMN03] spanned a larger collection

of pages than ours, but over a shorter period of time (eleven downloads over a period

of roughly two months).

Aside from those differences, our study differs from [FMN03] in two significant

ways. First, by recrawling sites from scratch each week, we were able to measure

rates of web page creation (Fetterly et al. only measured deletion rates), which, inter-

estingly, appear to match deletion rates closely. Second, our study concentrates specif-

ically on aspects relevant to search engine technology, bringing out many implications

for the design of search engine crawlers.

In particular, when measuring degree of change we focused onTF.IDF weighted

cosine distance, which typically forms the basis for searchengine ranking functions.

Some of our results mirror those of [FMN03, LWP01] under a complementary distance

metric, strengthening our shared conclusions. In addition, our work probes the follow-

ing issues impacting search engine crawler design: We measured the correlation (or

lack thereof) between frequency and degree of change. Furthermore, we studied the

predictability of degree of change at a fine granularity, which turns out to vary signif-

icantly across domains. Finally, we measured the evolutionof the hyperlink structure

of the Web, which is a vital concern for modern search enginesthat combine link-

based importance measures with traditional relevance scoring in their ranking func-

tions [BP98]. Although there has been a rich body of theoretical work on Web growth

models, e.g., [BKM00, CDK99, KRR00] to the best of our knowledge,our work is the

first to study the evolution of Web link structure experimentally.

88



An earlier large-scale study of the evolutionary properties of the Web was per-

formed by Brewington and Cybenko [BC00]. That study focused on page modification

rates and times, and did not consider link structure evolution. A Boolean, “all or noth-

ing” notion of page modification was used, in contrast to our study which measured

degree of change in continuous domains. Using statistical modeling, [BC00] estimated

the growth rate of the Web and determined the growth in the number of pages to be ex-

ponential, under the assumption of exponential growth in the number of Web hosts. A

white paper from Cyveillance, Inc. [MM00] published in the same year also reported

superlinear growth in the number of pages on the Web (although [MM00] does not

reveal the methods used). These results are in opposition with our finding, which is

based on analysis of our data in conjunction with new evidenceof a stagnation in the

growth rate of the number of Web hosts in recent years [ocl].

In [CG00a], lifespans and rates of change of a large number of Web pages were

measured in order to assess the viability of adopting an “incremental” strategy for

Web crawling. Changes were detected by comparing checksums,and was thus re-

stricted to “all or nothing.” Degree of change was not measured. Earlier, Douglis

et al. [DFK97] also studied Web page modification rates, gathering statistics useful

from the point of view of designing an effective Web caching proxy. As a result of

their focus on caching, the measurements of [DFK97] centered around the extent of

replication of content across multiple pages and interactions between access patterns

and modification patterns. Again, degree of change was not measured. Furthermore,

neither [CG00a] nor [DFK97] measured page creation rates or link structure evolution.

Pitkow and Pirolli [PP97] studied statistical characteristics of a single Web site

for which they had access to user activity logs in addition tocontent snapshots. They

characterized pages in terms of user access patterns and co-citation patterns. The co-

citation analysis was performed over a static snapshot of the site—analysis of link
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structure evolution was not undertaken. However, the evolution of individual pages

in the site was studied, and correlations were found betweenfrequency of modifica-

tion and page lifetime, and between source of access (internal versus external) and

page lifetime. Creation rates of new pages and degree of change were not measured

in [PP97].

3.7 Summary

We have studied aspects of the evolving searchable Web over aone-year period that

are of particular interest from the perspective of search engine design. Many of our

findings may pertain to search engine crawlers, which aim to maximize search result

quality by making effective use of available resources for incorporating changes. In

particular, we found that existing pages are being removed from the Web and replaced

by new ones at a very rapid rate. However, new pages tend to “borrow” their content

heavily from existing pages. The minority of pages that do persist over extended pe-

riods of time typically exhibit very little substantive change (although many undergo

superficial changes). For the exceptional pages that changesignificantly over their

lifetimes, the degree of change tends to be highly predictable based on past degree of

change. However, pastfrequencyof change does not appear to be a good all-around

predictor of degree of change.

Since some search engines exploit link structure in their ranking algorithms, we

also studied the evolution of links the Web. We determined that the link structure is

evolving at an even faster rate than the pages themselves, with most links persisting

for less than six months.
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One Week Interval One Month Interval Three Months Interval

(a) All Web sites

(b) Web sitewww.columbia.edu

(c) Web sitewww.eonline.com

Group A (Top 80%) Group B (Top 90%) Group C (Top 95%) Group D (Remainder)

Figure 3.15: (a) Cosine distance predictability over time for all pages, (b) only for

the sitewww.columbia.edu, and (c) only forwww.eonline.com. The first col-

umn represents changes falling one week apart, the second column shows changes one

month apart, and the last column shows changes three months apart.
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CHAPTER 4

Sampling-based Page Update

4.1 Introduction

A Web search engine typically downloads a large subset of theWeb and indexes it to

help users access Web pages. Since the pages on the We are updated independently, it

is necessary to periodicallypoll anddownloadthem in order to detect changed pages

and incorporate the changes in our local index.

In order to avoid interference with the main tasks that the Web sites perform, search

engines typically perform change detection and download in-batch (typically during

off-peak hours) and at regular intervals. However, as the size of the Web grows, detect-

ing changes and incorporating them to our local index becomes increasingly difficult.

In particular, due to limited network and computational resources, it may not be fea-

sible to check every Web page in the remote Web sites within a limited time window,

and thus we may miss certain changes.

In this chapter, we address certain challenges that arise inthis context: How we

can detect and download as many changed Web pages as we can, when the Web pages

are updated independently and when we are operating under limited resources? In this

scenario, it is important exactly which Web page we decide todownload and check,

because we may waste a significant portion of our resources ifwe repeatedly download

unchanged pages.
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Our main idea to address this challenge is to usesampling. More specifically,

we first download a small number of Web pages from each Web sitewhich serve as

samples. After that, we use the samples to decide which of the Web sites we should

contact in order to download more Web pages.

In order to design and implement a good sampling-based policy, there are many im-

portant challenges to address. For example, how many samples should our crawler take

from each Web site? Can a crawler improve effectiveness by dynamically adjusting the

sample size? How should a crawler use the results from sampling? Can we combine a

sampling-based policy with the state-of-the-art change-frequency-based [CG00d] pol-

icy? We address these challenges, in the following sections.

4.2 Framework

In this dissertation, we assume that the Web sites are updated autonomouslyand in-

dependentlyof our local copy. That is, we assume apull modelwhere the local copy

needs to periodically check the Web sites todetectanddownloadchanges. This model

is in contrast to apush modelwhere the Web sites arecooperativeand willing topush

their updates to the local copies. Recently, Olston et al.[OW02] investigated the push

model, but we believe the pull model may be more suitable for the applications within

the realm of the World-Wide-Web.

We also assume that our local copy downloads Web pagesperiodically in batch,

say, every weekend. That is, every weekend, we download a fixednumber of Web

pages from the Web sites and update our local copy. We call this interval – in this case

one week – as adownload cycle.

Our goal is to download as many changed Web pages as possible in each down-

load cycle, using the same fixed download resources. This assumption is valid for the
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World-Wide Web, since we maintain a large number of Web pagesresiding in many

different sites, and we do not have enough resources to update them all in a short period

of time. The following example illustrates a typical scenario that we assume.

Example 4.2.1 We maintain local copies of 10 million Web pages downloaded from

10,000 sites. The 10,000 sites do not inform us of any changes,so we need to peri-

odically download pages to detect and save changes in our copies. Since many users

heavily access these pages during weekdays, we can download thepages only on week-

ends. Given our network bandwidth we can download up to one million pages every

weekend. We want to use our limited download resources effectively so that we can

download as many changed pages as possible in each week.

4.2.1 Download policies

When we can download only a subset of Web pages in each downloadcycle, we need

to carefully decide what Web page to download. There exist a multitude of ways for

this decision, including the following:

1. Round-robin:We download Web pages in a round-robin fashion in each down-

load cycle. In case of Example 4.2.1, for instance, we download the first 1

million pages in the first week, the second 1 million pages in the second week,

etc. Because we maintain 10 million pages locally, every pagewill be updated

exactly once every 10 weeks in this policy.

2. Change-frequency-based:Based on the past change history of a Web page, we

estimate how often the page changes and decide how often to revisit the page.

For instance, if we have downloaded a page once every month for one year, and

if we detected 4 changes, we may estimate that the page changes once every 4

months and revisit the page accordingly. For more detailed description of this
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policy, see references [CG00d, CLW98].

3. Sampling-based:We first sample a small number of Web pages from each Web

site and estimate how many pages in that source have changed.We then allocate

download resources to each Web site accordingly, based on the estimates. For

instance, in case of Example 4.2.1, we may download 10 pages from each of the

10,000 Web sites as samples (a total of 100,000 page samples)and count how

many pages in the samples have changed. (For now, we assume that we need to

actually download a page to see whether the page has changed or not.) Then,

based on the counts, we allocate the remaining 900,000 download resources to

each Web site accordingly. Later in Section 4.3, we will discuss this policy in

more detail.

The above three policies have their own merits and advantages. The round-robin

policy is currently being used by many systems [BP98, HN99] due to its simplic-

ity. It also guarantees that every Web page is downloaded at aregular interval. The

frequency-based policy has the following advantages and disadvantages:

• Advantage: The frequency-based policy is proven to be optimal when we can

estimate the change frequencies of Web pages accurately [CG00d].

• Disadvantage:1) It is very difficult to estimate the change frequency of a Web

page accurately. Unless we have a long change history of a Webpage, existing

estimation methods often lead to unreliable predictions [CG01], which in turn

lead to an undesirable download policy. In addition, the change frequency itself

may change over time, but we may not realize that it has changed.

2) In order to estimate the change frequencies, we need to keep track of the

change history ofeveryWeb page. When we maintain a large number of pages,

this tracking may incur significant storage and maintenanceoverhead
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A sampling-based policy does not have the drawbacks mentioned above, because it

makes a download decision purely based on the samples taken in thecurrentdownload

cycle. It does not need to keep track of the previous change history of Web pages. Later

in Section 4.4, we will compare the effectiveness of the frequency-based policy and the

sampling-based policy using real Web pages.

At this point, one may expect that a sampling-based policy would work only when

the changes of the Web pages in the same source arecorrelated. However, we empha-

size that this is not the case. If we can takerandomsamples from each Web site, we

are guaranteed that the fraction of changed pages in the samples is proportional – in a

probabilistic sense – to the fraction of changed pages in theWeb site. So a sampling-

based policy doesnot assume any correlation between changes of Web pages. We

should only be able to takerandomsamples from each Web site.

We also note that it is possible to combine two or more policiesto achieve desirable

properties. For example, we may use half of our download resources in a round-robin

fashion and use the remaining half for a sampling-based policy. This way, we can

detect more changes than a simple round-robin policy, whiledownloading every item

at least at a certain interval. Our study will help us employ acombined policy better,

through better understanding of the sampling-based policy.

4.2.2 Evaluation metrics

In order to compare various download policies, we need an evaluation metric. We list

three potential evaluation metrics in this subsection:

1. ChangeRatiometric: Informally, theChangeRatiometric counts how many

changed pages we download in a download cycle and uses this number as its

performance. More precisely, theChangeRatiometric is defined as the number
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of downloadedand changed pages in a download cycle over the total number

of downloaded pages in the cycle. For example, if we downloaded 1 million

pages and detected 700,000 changed pages, theChangeRatiois 0.7. Since the

ChangeRatiomay vary in different download cycles, we take its average over

multiple download cycles. Our goal is to maximize the averagedChangeRatio.

Note that in certain cases Web pages may have different “importance,” and we

may want to detect more changes from more “important” pages.To formalize

this notion, we may extend the simple definition ofChangeRatioby assigning

weightwi to each pageoi and define

ChangeRatio=
∑

i∈R

wi · 1(oi) (4.1)

Here, 1(oi) is an indicator function whose value is 1 when the pageoi has

changed and 0 when it has not.R is the set of pages that have been down-

loaded.wi’s are normalized so that
∑

i∈R wi = 1. One can use the weightswi to

represent different types of importance of the pages such astheir popularity or

how critical their content is for a specific application (e.g. a news broker). When

all wi’s are equal, this definition reduces to the simple definition.

TheChangeRatiometric is particularly useful when we want to store thechange

historyof Web pages, such as for the WebArchive project [Web]. Because our

goal is to store as complete change history as possible, we want to maximize the

number of detected changes. A similar definition was used in [EMT01].

2. FreshnessandAgemetrics: In [CG00d], we proposed two other metrics, called

freshnessandage. The freshness of pageoi at timet is defined as
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F (oi; t) =







1 if oi is up-to-date at timet

0 otherwise.
(4.2)

(Up-to-date means that the locally stored image of the page is the same as the

image at the source) and the freshness of the entire local copy at timet is

F (U ; t) =
1

|U |
∑

oi∈U

F (oi; t). (4.3)

Here,U is the set of all locally stored pages. Informally, the freshness metric

represents the fraction of Web pages that are up-to-date. For example, if we

maintain 100 pages and if 70 pages are up-to-date att, its freshness is0.7. Our

goal is to maximize thetime-averagedfreshness under our resource constraints.

The second metric, the age of pageoi at timet, is defined as

A(oi; t) =



















0 if oi is up-to-date at timet

t − modification time ofoi

otherwise

(4.4)

and the age of the entire local copy is

A(U ; t) =
1

|U |
∑

oi∈U

A(oi; t). (4.5)

The age represents “how old” the local copy is. For example, if the source

Web page changed one day ago, and if we have not downloaded thepage since

then, the age of our local page is one day. Our goal is to minimize thetime-

averagedage using limited resources. Similarly to theChangeRatiometric, we
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can incorporate different “importance” of objects, by assigning weightwi’s to

pages and taking an weighted average.

The freshness and age metrics are suitable when we need to keep the local pages

as up-to-date as possible. However, note that the metrics are hard to measure

exactly in practice. That is, in order to estimateexact freshness (or age), we

need toinstantaneouslycompareall source pages to the local ones, which is

often very difficult when we maintain a large number of Web pages. In addition,

we want to optimize thetime-averagedfreshness and age values, but the time

average can be obtained only when we know theentirechange history ofevery

Web page. Therefore, most of the studies on freshness and ageare conducted

through theoretical analysis, assuming some stochastic models for page changes.

3. Divergencemetric: In [OW02], Olston et al. proposed a very general “staleness”

metric calleddivergence. Intuitively, a divergence value represents how different

a local Web page is from the source page. For example, in a stock-market-

monitoring application – where we locally copy stock prices– we may define

the divergence of a stock quote as the difference between itscurrent price and

the locally-stored value. In general, a divergence metric can be defined as any

monotonically-increasing function [OW02].

In this dissertation, we mainly use theChangeRatioas our evaluation metric. We

made this choice because 1) it is easy to measure in practice on real data and 2) high

ChangeRatioindirectly implies high freshness, low age, and less divergence. Also in

the remainder of this chapter we mainly assume that pages have equivalent weights.
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4.3 Sampling-based policies

In this section, we discuss sampling-based download policies in more detail. We start

our discussion by clarifying our cost model for sampling.

4.3.1 Sampling cost model

A sampling-based policy needs to sample a few Web pages from each Web site in order

to estimate how many pages in the site have changed. During sampling, we assume

that we need to download anentire Web pageto check whether the page has changed

or not. That is, we assume that the cost forsamplinga page is the same as the cost for

actuallydownloadingthe page.

For example, if we can download 100,000 Web pages in each download cycle and

if we sample a total of 10,000 Web pages, we can download 90,000 more Web pages in

that cycle. We also assume that we do not need to download a sampled page again in

the same download cycle, because the page was already downloaded during sampling.

This assumption makes our discussion simple, and it is straightforward to extend

our current model to the case where sampling cost is lower thandownloading cost. For

instance, if sampling cost is only10% of actual downloading cost, we may assume that

we can download99, 000 (= 100, 000 − 0.1 · 10, 000) more Web pages for the above

scenario.

4.3.2 Greedy and proportional policies

We now discuss two sampling-based policies,greedyandproportional. To make our

discussion concrete, we use the following as our running example.

Example 4.3.1 We locally mirror two Web sitesA and B. Each Web site has 100
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pages. We can download 100 pages every weekend. To estimate howmany pages have

changed, we sample 10 pages from each site. Out of the 10 samples,7 pages changed

in A and2 pages changed inB. We need to decide how to allocate the remaining 80

(= 100 − 2 · 10) page download resources toA andB. We assume that every page is

equally important.

Given the sampling results, we may allocate the download resources toA andB

either proportionally or greedily.

1. Proportional policy:We allocate the remaining resources to a site proportionally

to its number of changed samples. That is, we download80 · 7
7+2

= 62 pages

from siteA and80 · 2
7+2

= 18 pages from siteB.

2. Greedy policy:We start from the site that has the most changed samples and

download all pages in the site. If we still have remaining download resources,

we download more pages from the second-most changed site. Wecontinue this

process until we run out of download resources. In the above example, we use

all 80 remaining resources for siteA, becauseA has more changed samples than

B.

In both policies, we allocate more download resources to thesites with more

changed samples, hoping that we will detect more changes. While both policies are

reasonable, we can see that the greedy policy is expected to yield betterChangeRatio

than the proportional policy from the following simple analysis.

Probabilistically, 7
10

= 70% of the pages in siteA would have changed and2
10

=

20% of B pages would have changed. Therefore, the proportional policy is expected

to detect0.7 · 62 + 0.2 · 18 = 47 changes from page downloads. Including the 9

(= 7 + 2) page changes detected during sampling, we detect56 changes in total (i.e.,
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theChangeRatiois 56/100 = 0.56). In contrast, the greedy policy is expected to detect

0.7 · 80 + 9 = 65 changes in total (ChangeRatioof 0.65).

In general, it is straightforward to prove that the expectedChangeRatioof the

greedy policy is the highest amongall sampling-based policies even in the case where

the sites differ in sizes.

Theorem 1 (Optimality of Greedy Policy)We sample the same number of random

pages from each Web site and allocate remaining download resources based on the

sampling results. In this scenario, the greedy policy is expected to give the highest

ChangeRatioout of all sampling-based policies. ✷

Proof For the proof of this and the remaining theorems of this chapter, please refer to

Section 4.7. �

The above theorem shows that the greedy policy yields betterChangeRatioon

average than the proportional policy. However, the greedy policy may havelarger

variation in its performance, because the greedy policy aggressivelyallocatesall of

its resources to the site with more estimated changes. When the estimation is correct,

this choice yields very highChangeRatio, but when the estimation is incorrect, it also

yields very lowChangeRatio. In contrast, the proportional policy downloads pages

from everysite, so even when the estimation is inaccurate, it still shows relatively high

performance. Later in Section 4.4, we will investigate thisissue experimentally.

4.3.3 Optimal sample size

In a sampling-based policy, the size of samples affects performance significantly. In

this section, we study the optimal sample size that yields the highestChangeRatio.

In order to understand the impact of sample size, let us consider a scenario similar to

Example 4.3.1, but now assume that we sample 50 pages from each site (instead of
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Figure 4.1: ExpectedChangeRatiofor various sample sizes

10). In this case, we use all of our 100 download resources just for sampling, so we

cannot download any more pages from the site with more changed pages. Therefore,

the performance of a sampling-based policy would be similar to that of the round-robin

policy, because we download random pages during sampling. At the other extreme, if

we sample only one or two pages from each site, there is a high chance that the esti-

mated number of changes from samples is inaccurate and we make a wrong download

decision.

Figure 4.1 illustrates this issue more precisely. We obtained the graph assuming

that there are two sites,A andB, with 100 pages each, and we download 100 pages

in one download cycle. We also assumed that 70 pages changed in site A and 20

pages changed in siteB. The horizontal axis shows the sample size that a policy uses

and the vertical axis shows the expectedChangeRatioof the round-robin, greedy and

proportional policies at the given sample size. The graph was obtained analytically.

Note that the greedy and the proportional policies show the same expectedChange-

Ratio, 0.45, as the round-robin policy when the sample size is either0 or 50. This is

because when the sample size is 0, both policies select a random site for download, and

when the sample size is50, both policies use all their resources just for sampling. Also

note that the proportional and the greedy policies show similar performance when the
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sample size is small (≤ 2). This little difference is because the greedy policy is more

likely to make an inaccurate download decision with small samples. It needs to sample

“enough” pages to make a good decision. From the graph, we cansee that the greedy

policy shows the optimal performance when it samples about 5pages from each site.

In general, we can derive the optimal sample size for the greedy policy analytically.

To help derivation, we first introduce some notation.

We assume that all Web sites have the same number of Web pages,N . In practice,

different Web sites may have different numbers of pages, butin this case, we may

interpretN as theaveragenumber of pages in overall sites. We user to represent

the ratio of our download resources to the total number of pages that we maintain.

For example, if we maintain200 pages and if we can download100 pages in each

download cycle,r is 0.5. We useρi to represent the fraction of changed pages in site

Si. For instance, if siteS1 has100 pages and if70 pages have changed,ρ1 = 0.7. When

sites have differentρi values, we can plot the histogram ofρi values as in Figure 4.2 and

approximate it by a continuous density functionf(ρ). The goal of the greedy policy is

to download pages only from the sites whoseρi values are the highest100·r% (say, the

gray region in the figure). We useρt to represent the thresholdρ value: The sites whose

ρ values are higher thanρt belong to the top100 · r% sites. We usēρ to represent the

averageρ values over all sites. We usēρr to represent the averageρ values of the sites

in the gray region (the sites whoseρ values are aboveρt). In Table 4.1, we summarize

our notation. Some of the notation in the table will be introduced later.

Under this notation, we can expect that the optimal sample size will depend on the

distributionf(ρ), our resource constraints, and the number of pages in the Websites.

The following theorem shows how these parameters affect theoptimal sample size.

Theorem 2 (Optimal sample size) The optimal sample size,s, under the greedy policy

is approximately
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Notation Meaning

N Average number of pages in all sites

R Available download resources

r Ratio of download resources to the total

number of pages we maintain

s Sample Size

k Granularity (sample size) of adaptive pol-

icy

α Confidence value of adaptive policy

ρi Fraction ofchangedpages in siteSi

f(ρ) Density function of all web sites’ρ values

ρt Thresholdρ value. If ρi > ρt for some

Si, thenSi belongs to the highest100 ·r%
sites

ρ̄ Averageρ values over all web sites

ρ̄r Averageρ value of web sites havingρi >

ρt

Table 4.1: Notation used throughout Chapter 4.
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s ≈
√

Nrf(ρt)

6(ρ̄r − ρ̄)
(4.6)

✷

Proof Please refer to Section 4.7. �

Intuitively, we can understand the result of Theorem 2 as follows: First, whenr is

large (i.e., when we have relatively large download resources compared to the number

of pages that we maintain) we can use more of our resources forsampling, because

we can still download many pages from highρ sites using the remaining resources.

Second, whenN is large (i.e., when Web sites have more pages), we need to sample

more pages from the sites to predict theirρ values better.

Another factor,ρ̄r − ρ̄, indicates that we can sample less pages whenρ̄r − ρ̄ is

high (i.e., when theρ values of the top100 · r% Web sites are much higher than the

averageρ value.) This is because when theρ values are very different among the sites,

the estimatedρi values from samples will be very different, so it becomes easier to

identify the highρ sites from the others.

The final factorf(ρt) indicates that we need to sample more pages when the value

of the density functionf(ρ) is high atρt. This is because when many Web sites have

ρ values close toρt (i.e., whenf(ρt) is large), it is more difficult to tell exactly which

sites haveρ values higher/lower thanρt.

Using the formula in Theorem 2, we can estimate the optimal sample size when

we know the distribution ofρ values. In certain cases, however, the distribution may

be unknown, and we may not compute the optimal sample size accurately. Even in

this scenario, we believe the result of Theorem 2 is still useful, because it shows that

the optimal sample sizes is proportional to the square root ofNr. As a rule of thumb,

therefore, when we do not know the exact distribution ofρ values, we may use
√

Nr as

a rough approximation for the optimal sample size. Clearly, other factors are important
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to determine theexactoptimal size, but this approximation will be roughly in the same

range as the optimal size, different only by a constant factor. Later in the experiment

section, we will verify the result of this section using realWeb data.

4.3.4 Adaptive sampling

The policies that we have discussed so far aretwo-stagepolicies. That is, we first take

a fixed number of samples from each site at asampling stage, and then we download

more pages from highρ sites at adownload stage. Instead of a two-stage policy, we

now discuss an adaptive sampling policy that tries to adjustthe sample size dynami-

cally and adaptively.

Our new adaptive policy is essentially based on the greedy policy: After sampling

some pages from each site, if we are certain that theρ value of a site is very high,

we download all pages from the site. The difference is that the sample size is not

determined in advance under the adaptive policy.

To illustrate, let us assume that we maintain local copies of4 Web sites,S1 through

S4. Their ρ values areρ1 = 0, ρ2 = 0.45, ρ3 = 0.55, ρ4 = 1, and each site has 100

pages. We can download a total of200 pages in each download cycle. Roughly, our

goal is to identify the two Web sites with highρ values that we will download pages

from.

Given the highρ value of the siteS4, we can expect that the samples fromS4 will

have much more changes than the other samples. Therefore, itis relatively safe to pick

S4 for page download early in our sampling. Similarly, it is safe to discardS1 early on,

because of its lowρ value. Compared toS1 andS4, S2 andS3 require larger samples,

because theirρ values are similar and it is difficult to tell which one has a higherρ

value. Based on this intuition, we propose the policy described in Figure 4.3.
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Algorithm 4.3.1 Adaptive-sampling policy

Parameters:

α: confidence level (a value between 0 and 1)

k: number of pages to sample in each iteration

Procedure

[1] S = {S1, S2, . . . Sn} // Set of sites to be sampled

[2] Loop while we have download resources

[3] For each siteSi ∈ S

[4] Samplek pages fromSi

[5] ρi = Estimate ofρ value forSi base on the samples so far

[6] (li, hi) = 100 · α% confidence interval forρi

[7] Compute thresholdρt from the distribution of estimatedρi’s

[8] For each Web siteSi in S

[9] If ( hi < ρt) S = S - Si

// ρi too low. We do not download fromSi

[10] If ( ρt < li) download all pages inSi andS = S - Si

// ρi very high. We download pages fromSi

Figure 4.3: Algorithm of the adaptive-sampling policy
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The algorithm takes two input parameters,α andk, whose intuition is given later.

Roughly, the algorithm proceeds as follows: It samplesk pages from each Web site,

and based on the samples it estimates theρi value and its100 · α% confidence interval

for each site (Steps [3] through [6]). Given the distribution of the estimatedρi values,

it can predict the thresholdρt value (Step [7]). For example, if we can download about

half of the sites in each download cycle, and if half of the estimatedρi’s are above0.6,

ρt = 0.6.

After estimatingρt, it compares the confidence intervals ofρi to the threshold. If

the confidence interval forSi is strictly lower than the threshold (hi < ρt), it stops

sampling from the site (Step [9]); It has enough evidence that the ρi of Si is below

the threshold. Similarly, if the confidence interval ofSi is strictly above the threshold

(ρt < li), it downloads all pages from the site (Step [10]).

Theα andk values are configuration parameters set by the user. When theα value

is low, the algorithm makes a download/discard decision “aggressively” and picks a

site for download (or discard) even with low confidence. Thus, it allocates less re-

sources to sampling and more resources to page downloads. The k value determines

the granularity of sampling adjustment. Whenk is small, the algorithm re-estimatesρi

values more frequently and makes a download (or discard) decision more often. Thus,

the algorithm may show better performance but it may requiremore processing power.

Later in Section 4.4, we will study the impact ofα andk values on the effectiveness of

the policy. We will try to identify goodα andk values that yield high performance.

4.3.5 Subset sampling under low download resources

So far, we have implicitly assumed that we have a sufficientlylarge amount of down-

load resources, so that we can sample a reasonable number of pages from each site

and still download more pages from highρ sites. In certain cases, however, this as-
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Figure 4.4: Comparison of the round-robin policy and a sampling policy for various

resource constraints

sumption may not be valid. We may not be able to sample enough pages from each

site, due to limited available resources. In this section, we study how we should handle

low-resource scenarios.

Generally, there is an interesting relationship between the download resource size

and the performance of a sampling-based policy. At one extreme, when we have few

download resources and cannot sample enough pages from eachsite, a sampling-based

policy would perform similarly to the round-robin policy: after sampling a couple of

pages from each site, we cannot download any more pages from high ρ sites, and

we end up visiting a small but different portion of the pages in each cycle, just like

the round-robin policy. (Because we take random samples, we will visit different

pages in different cycles with high probability.) At the other extreme, if we have

enough resources to download every page in each download cycle, a sampling-based

policy will perform similarly to the round-robin policy again, because both policies

will download all pages in every cycle.

Figure 4.4 shows ahypotheticalgraph that illustrates this relationship. The hori-

zontal axis shows the resource ratior (the number of download resources to the number

of total pages we maintain). Whenr is 1, we can download all pages in each down-

load cycle, and whenr is 0, we can download no page. The vertical axis shows the
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performance ratio of a sampling-based policy to the round-robin policy (ChangeRatio

of a sampling-based policy overChangeRatioof the round-robin policy). When the

sampling-based policy performs better than the round-robin policy, this ratio is higher

than1. In the graph, a sampling-based and the round-robin policies show similar per-

formance (the performance ratio is1) when resource ratior is close to either 0 or 1,

because of the reasons discussed above. In between these twoextremes, a sampling-

based policy shows better performance than the round-robinpolicy.

To improve performance for the scenario of very limited resources (r ≈ 0), we

propose that a sampling-based policy should select a smallsubsetof its data in each

download cycle, and sample and download pages only from the subset:

• Subset sampling under low download resources:When the download resources

are too limited to sample enough pages from each site, we group the sites intom

subsets. In each download cycle, we pick one subset and sample and download

pages only from the sites in the subset. We revisit the subsets in a round-robin

manner over multiple download cycles.

For instance, consider the following example:

Example 4.3.2 We maintain local caches of Web pages from 1000 sites. Each Website

has 100 pages. Every weekend, we can download 500 pages in total.In this scenario,

our simple greedy (or adaptive) policy cannot work effectively, because we can sample

less than one page from each site.

To handle this scenario, we may use the subset-sampling policy. First, we divide

the sites into groups of, say, 10 sites. Every week, we select a group of 10 sites and

sample, say 10 pages from each of the 10 sites. Assuming we use the greedy-policy, we

can use the remaining400 (500−10 ·10) download resources to download pages from

highρ sites.
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When we need to use the subset-sampling policy, one importantquestion is how

many sites we should put in each subset. Should we sample 10 sites in one download

cycle, sampling all 1000 sites over 100 cycles? Or should we sample 20 sites in each

cycle? The answer depends on the amount of available resources and the distribution of

ρ values among the sites. Although we cannot derive a closed formula for the optimal

number of sites to sample, we believe that the number should be determined such that

we can download all pages from highρ sites after sampling.

For example, if theρ values follow the distribution of Figure 4.2, and if roughly

30% of the sites belong to the grey region (highρ region), we should be able to down-

load all pages from these top30% sites in each download cycle. If our subset is too

small and if we have to download pages from lowerρ sites (given our download re-

sources), performance would degrade. If our subset is too large and if we “waste” most

of our resources for sampling, performance would also suffer. Later in Section 4.4, we

experimentally study the effectiveness of the subset-sampling policy.

4.3.6 IsGreedytoo greedy?

While the greedy (and adaptive) policy can improve the overall ChangeRatio, it may be

possible that some pages are never downloaded, because the policy downloads pages

only from the highρ sites. The following theorem proves that this is not the case.

Theorem 3 When every page changes at some points of time, every page is eventually

downloaded. ✷

Proof Please refer to Section 4.7. �

Although the theorem proves that every page will eventuallybe downloaded, it

does not guarantee that pages are downloaded within a “reasonable” period of time.

It also does not address the case when some of the pages does not change at all. In

112



our experiment section, we will study how often each page is downloaded under the

greedy policy using real Web data. We also note that if it is important to download

every page within a certain interval, we may decide to combine the round-robin policy

with the greedy (or other sampling-based) policy. For example, we may want to use,

say,30% of download resources in a round-robin fashion and use the remaining70%

for the greedy policy.

4.4 Experiments

Following on from our theoretical analysis, we conducted a number of experiments

in order to study the behavior and performance of the aforementioned policies. Most

of our experiments were conducted on real data collected from the Web. The dataset

contained 6-month change history of approximately353, 000 Web pages distributed

among252 Web sites and is described in more detail in [CG00b]. The data was col-

lected by our crawler, which visited the Web sites once everymonth for a period of 6

months. Since changes could be detected only from the secondvisit (in the first visit,

we do not know whether a page has changed or not), we had a totalof 5 change history

data for each page. Thus, our experiments could run up to 5 download cycles.

Compared to the real Web the size of our dataset and the number of download

cycles are relatively small, but as we will see in the following sections it is enough

to bring up the potential of the sampling policies. Also, whenit is necessary to run

experiments on a longer change history, we assumed that our 5cycle data would repeat

over time. That is, if we detected changes from a page in the 2nd and 5th cycles, we

assumed that we detect changes in 7th, 10th, 12th, 15th cycles, etc. Our dataset is

publicly available from our Web site [Web].

We should emphasize that our later experiments didnot actually crawl and down-
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Figure 4.5: Histogram ofρi values in the dataset.

load pages. All experiments were conducted on thesamedata collected by our crawler.

This setup enables a fair comparison among policies. Also, throughout experiments,

we assume that the cost for sampling a page is the same as the cost for actually down-

loading it.

4.4.1 Distribution of ρ values

We start our discussion by investigating the properties of our dataset. In particular,

we show the distribution ofρ values of the sites (Section 4.3.3) in Figure 4.5. The

horizontal axis represents ranges ofρ values, and the vertical axis shows the number

of Web sites with the givenρ value. Label0.1 on the horizontal axis means the range

of 0 to 0.1. Note that theρ value of a site may vary between download cycles. How-

ever, we could not detect any meaningful fluctuation inρ values between cycles from

our dataset. We plotted the histogram using theaverageρ value of a site over all5

download cycles.

This figure shows that in our data, there exist quite a few Web sites whose pages

change very frequently. About18% of the sites hasρ values between0.9 and1. Also,

a lot of sites are static and remain (almost) unaltered throughout our experiment. More

than35% of the sites hasρ values between 0 and 0.1 This fact intuitively suggests
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that 1) it can be relatively easy to detect the high and lowρ sites using sampling and

2) if we can identify the Web sites with very high and lowρ values and allocate our

download resources appropriately, we may observe a significant improvement in the

number of detected changes.

While our data indicates that theρ values of Web sites follow a V-shaped distri-

bution, it will be also interesting how various download policies perform for different

distributions. For this reason, we also ran some of our experiments on asyntheticdata

whoseρ values follow anormal distribution. The results on the synthetic data are

reported in Section 4.4.8.

4.4.2 Rough comparison of download policies

In this section, we conduct a rough comparison of various policies using our real data.

For the experiments, we assumed that each policy can downloadR = 100, 000 pages

in each download cycle. The greedy and proportional policies used sample sizes = 10

and the adaptive policy usedk = 10 (discussed in Section 4.3.4) and a confidence level

α = 0.9. Note that we did not try to optimize these parameters. We selected the num-

bers rather arbitrarily for this experiment. However, we believe that the results would

show the relative potential of various algorithms. In latersections we will examine the

impact of the various parameters more thoroughly.

Figure 4.6 shows the results. The horizontal axis corresponds to various policies

and the vertical axis shows theChangeRatios of the policies (averaged over 5 download

cycles). From a first glimpse at this figure, the reader can observe that our greedy (Grd)

and adaptive (Adp) policies perform surprisingly well compared to the round-robin

(RR) and even the frequency-based (Frq) policy. TheirChangeRatios are almost twice

as high as the frequency-based policy! Since theirChangeRatios are around0.75,

even if we could design a hypotheticaloraclepolicy, which could magically download
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Figure 4.6: Comparison of the various download policies.

only changed pages, the improvement would be less than25%. The performance of the

proportional (Prp) policy is similar to that of the frequency policy, and the performance

difference between the greedy and the adaptive policy is marginal.

While the results strongly indicate that the greedy and the adaptive policies are very

effective, we note that the frequency-based policy could not show its full potential in

this experiment, due to our small number of download cycles.Since the frequency-

based policy did not know how often pages change, it visitedeverypageonce in a

round-robin manner in the beginning, until the first half of the 4th cycle.1 Only after

that, the policy started to adjust revisit frequencies based on estimated change fre-

quencies. Therefore, in the first three visits, the frequency-based policy showed the

same performance as the round-robin policy and only from thesecond half of the 4th

download cycle, it started to show some improvement.

Because of this fact, the comparison of the frequency-based policy and our

sampling-based policies may not be fair, but we note that this is the situation in any

practical system. Any system has to estimate page change frequencies in order to use

the frequency-based policy, so it will suffer from poor performance in the beginning.

In contrast, our sampling-based policies perform well without any change history data.

1We had353, 000 pages and we visited100, 000 pages in each download cycle. Therefore, we need
3 1

2
cycles to visit every page once.
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Later on, we will compare the long term performance of the frequency-based policy

and our greedy policy.

4.4.3 Optimal sample size

In this subsection, we examine the impact of the sample size on the performance of

sampling-based policies. For this purpose, we ran the greedy and the proportional poli-

cies on our data set, keeping the resource size constant to 100,000 pages and varying

the sample size from1 to 400. The outcome of this experiment is drawn in Figure 4.7.

The horizontal axis represents the sample size and the vertical axis shows theChange-

Ratio at the given sample size. From the graph, we can confirm the trend that we

discussed before:

• When the sample size is too small, a sampling-based policy shows poor perfor-

mance. It often makes a poor download decision. This degradation is particu-

larly noticeable for the greedy policy.

• When the sample size becomes too large, performance also degrades, because

sampling-based policies waste more resources for samplingthan they ought to.

We can see that the optimal sample size for the greedy policy is around 10–50. This

range matches well with the prediction of Theorem 2. In Section 4.3.3 we argued that
√

Nr is a good rule of thumb for the optimal sample size when we do not know the

exact distribution ofρ values. Given our parameters (N = 353, 000/252 ≈ 1, 400 and

r = 100, 000/353, 000 ≈ 0.28), this formula predicts that the optimal sample size is
√

Nr ≈ 20, which is in the range that we observe from our experiment.

From the graph we can see that for all sample sizes, the greedypolicy shows better

averageChangeRatiothan the proportional policy. We expected this result from our

discussion in Section 4.3.2, but we also discussed that the greedy policy may have a
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Figure 4.7: Performance of the greedy and proportional policies over various sample

sizes.

larger variation inChangeRatiothan the proportional policy. To compare their varia-

tions, we measured the standard deviation (s.t.d.) ofChangeRatiobetween download

cycles for both policies. From this estimation, we could seethat the s.t.d. of the greedy

policy is larger than that of the proportional policy (e.g.,0.027 vs. 0.023 for sample

size 1). However, because the variation is very small (∼ 0.02) compared to average

ChangeRatio(∼ 0.75), we believe that the variation issue is of negligible importance.

4.4.4 Resource size and subset sampling

We now study the effect of varying resource size on the performance of the greedy

policy. For the experiments, we ran the greedy and the round-robin policies on our

data set. The greedy policy used the sample size10 and the resource sizeR varied

from 3,000 to 300,000 pages.

Figure 4.8 shows the results from this experiment. The horizontal axis corresponds

to the resource size and the vertical axis shows theChangeRatioat the given resource

size. Theoraclepolicy is the one that can magically download only the changed pages.

We show its performance for comparison purposes. Note that theChangeRatioof the

oracle policy goes below 1 forR > 100, 000. This is because in each download cycle,
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Figure 4.8: Performance of oracle, greedy and round-robin policies over various re-

source sizes.

only about100, 000 pages changed and if our resource size is larger than100, 000,

the oracle policy starts to download unchanged pages. For most of resource sizes, the

greedy policy shows much better performance than the round-robin policy.

The graph confirms our earlier discussion (Section 4.3.5): When the resource size

is large, the performance of all policies become similar, because all policies download

every page. When the resource size is too small, the performance of the greedy policy

degrades. This degradation starts atR < 20, 000.

To study the impact of the subset sampling policy, we dividedsites into small

subsets and sampled pages only from one subset in each download cycle whenR <

20, 000. The size of each subset was selected so that we can download about18% of

the pages in the subset in each download cycle. For example, when we have10, 000

download resources, each subset had about60, 000 pages. We selected18% because

about18% of the sites in our dataset belonged to the right peak of the V-shaped dis-

tribution (Figure 4.5). The result from this experiment is shown in Figure 4.8. From

the graph, we can see that the subset sampling policy improves the effectiveness of

the greedy policy when the resource size is small. For instance, whenR = 5, 000 the

ChangeRatioimproves from0.73 to 0.89 when we used the subset sampling policy.
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Figure 4.10: Performance of the frequency and the greedy policies over time

4.4.5 Long-term performance of the frequency policy

The results in Section 4.4.2 showed that the performance of the greedy policy is sig-

nificantly better than the frequency-based policy in a shortterm. In this section, we

study the long-term performance of the frequency-based policy and compare it to the

greedy policy.

Towards this goal, we ran the frequency and the greedy policies for longer down-

load cycles, by assuming that the observed change history ofthe pages repeats forever.

For example, if we detected changes from a page in the 2nd and 5th cycles, we as-

sumed that we detect changes in 7th, 10th, 12th, 15th cycles,etc. Figure 4.10 shows
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the results. The horizontal axis corresponds to a download cycle, and the vertical axis

shows theChangeRatioat the given download cycle. The dashed line is the result of

the greedy policy and the solid line with wide fluctuation is the result of the frequency-

based policy.

The wide fluctuation in the frequency-based policy is mainlybecause it period-

ically downloads pages that rarely change. Even if a page hasnever changed, we

cannot be sure that its change frequency is zero, so we have toperiodically go and

check the page for change. The dips in the graph correspond tothe points when the

policy downloaded infrequently changing pages. Note that the interval between these

dips increases steadily over time. This is because as we accumulate more change his-

tory data, we can be more confident that the page does not change, and thus need to

check the page less often.

From the graph, we can clearly see that the performance of thefrequency-based

policy improves steadily over time. Its performance is significantly lower than the

greedy policy in the beginning, but from around 100th download cycle, it starts to

show better performance. Therefore, in the long run, the frequency policy can be

better than the greedy policy. However, keep in mind that 100download cycles is a

long period of time. Because we downloaded pages once every month, 100 cycles

roughly correspond to 10 years!

4.4.6 Adaptive policy

We now study the impact of thek andα values (introduced in Figure 4.3) on the per-

formance of the adaptive policy. To study their impact, we ran the adaptive-sampling

policy for variousk andα values. Figures 4.11 and 4.12 show the result. Figure 4.11

shows theChangeRatioof the adaptive policy for variousk values (the horizontal axis)

whenα = 0.9. From the graph, we can see that the performance decreases ask in-
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Figure 4.11: Performance ofAdaptive over various sample sizesk.

creases. (There are small fluctuations, but we believe they are experimental variations.)

This result is expected because whenk is small, we try to re-estimateρi values after

small number of samples, and thus make a download decision more frequently with

more accurateρi values. From the figure, we can see that the performance decrease is

relatively small untilk = 10.

Figure 4.12 shows theChangeRatiofor variousα values (the horizontal axis).

From the graph, we can see that the confidence interval does not affect the perfor-

mance of the policy significantly. We could not detect any meaningful difference in

ChangeRatiofor most ofα values. One thing to note is that the performance fork = 1

is worse than others (k = 5, 10) whenα is small (α ≤ 0.75). This is because when

α is small andk = 1, the policy started to pick (or discard) a site for download after

it took only 1 sample: Because it selected a site for download (or discard) too aggres-

sively and too early, it often made wrong decisions. In othercases (k = 5 or 10, or

α is large), these early decisions did not happen, because thepolicy had to sample 5

or more pages whenk = 5 or k = 10, or because it made a download (or discard)

decision conservatively whenα is large.

Based on the results, we believek = 10 andα ≈ 0.9 are good parameters to use

for a scenario similar to our Web data.
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Figure 4.12: Performance ofAdaptive over various confidence valuesα.

4.4.7 How greedy isGreedy?

In Section 4.3.6 we argued that theGreedypolicy will eventually download all the

pages within a Web site provided that those pages will changeat some point of time.

In this experiment we tried to evaluate how well theGreedypolicy performs in this

respect given our real data. More specifically we study 1) after i download cycles,

what fraction of changed pages theGreedypolicy manages to visit at least once? and

2) how often theGreedypolicy downloads a page if the page changes, say, once every

five cycles?

To answer the first question, we define a new metricFairness(i), as follows:

Fairness(i) =
no. of changed and visited pages up toith cycle

no. of total changed pages up toith cycle

For example, if50 pages have changed since the beginning, and we have revisited 30

of them so far, thefairnessvalue is30/50 = 0.6. The intuition behind this metric is

that a good download policy should revisit all changed pagesat some point, and pre-

ventstarvationof revisits to some changed pages. Measuringfairnessis particularly

important for theGreedypolicy, because it may allocate all its resources only to the

sites with many changed pages due to its greedy nature.

Using our collection of real Web data we ran theGreedypolicy using the same
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Figure 4.13: Fairness ofGreedypolicy.

parameters of Section 4.4.2, and plotted itsfairnessgraph in Figure 4.13. In this graph

the horizontal axis is the download cycle and the vertical axis represents the fairness

value at the given download cycle. From this graph we can see that fairness is steadily

increasing over time, reaching almost0.8 after5 download cycles. That is, only after

5 download cycles theGreedypolicy have managed to visit80% of the total changed

pages in our dataset.2

Another interesting issue to study is how well theGreedypolicy allocates its down-

load resources to the pages of different change frequencies. Desirably, theGreedypol-

icy should allocate more of its resources to the pages that are changing more often, in

an attempt to detect more changes. To study this issue, we grouped the pages in our

dataset according to the number of times they have changed during 5 download cycles,

and for each group we measured how many times the pages were visited on average

during the five download cycles. This result is shown in Figure 4.14. The horizontal

axis shows the number of changes of a group and the vertical shows the average num-

ber of revisits for the group. From this plot we can clearly see that theGreedypolicy

allocates download resources in a proportional way among the groups, in the sense

that it is visiting more often the pages that are changing more often.

2By changedhere we mean the pages that have changed at least once during the5 download cycles.
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Figure 4.14: Average number of refreshes over number of changes forGreedypolicy.

4.4.8 Performance under different distributions

Our previous experiments showed that theGreedypolicy works well for the real Web

data that follows a V-shapedρ value distribution. It would be very interesting though,

to examine how various policies would behave under different kinds of distributions.

Towards this goal, we created synthetic data containing thechange history of300, 000

pages. The pages are equally distributed among300 web sites, so every site had 1,000

pages. Theρ values of these web sites were designed to follow a normal distribution

with mean0.5 and standard deviation0.3.

Our main idea is to compare the performance of all the policies similarly to Sec-

tion 4.4.2 using the synthetic data. As we will explain in detail shortly, the results

from these experiments confirm that the general conclusionsthat we observed before

are still valid for the normal distribution: While the exact numbers are different, the

GreedyandAdaptivepolicies perform very well, and theFrequencypolicy behaves

poorly in the beginning but manages to reach a similar performance toGreedyafter a

certain period of time.

In Figure 4.15, we show the performance of various policies under the synthetic

data. For the experiment, we used the same parameters described in Section 4.4.2 and

downloaded pages for 5 download cycles. Compared to Figure 4.6, all of algorithms
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managed to have a highChangeRatiovalue, because averageρ values were higher in

the synthetic data. Again in this case,Greedydid very well with an overall perfor-

mance reaching up to0.82. TheAdaptivepolicy also performed well, showing similar

performance to that of theGreedy. TheProportionalandFrequencypolicies showed

similar performance to that of theRoundRobinpolicy. (Their performance is slightly

worse than that ofRoundRobin, but we believe it is due to statistical variations of our

experiments.)

Frequencywas not able to perform well in the experiment because, again, it ran

only for five download cycles and did not have enough knowledge of the change his-

tory. To measure its long-term performance for this new distribution, we ran a longer

experiment and observed that 1)Frequencyimproved its performance quickly over

time and showed similar performance toGreedyafter 10 download cycles, but 2) the

final performance ofFrequencywas about the same asGreedyat around 0.82 (pre-

viously it was better thanGreedy). We believe this result is because the averageρ

value is high and all of the policies show relatively highChangeRatiofrom the begin-

ning. With high initial performance,Frequencycan achieve only minor improvement,

so it could reach its highest performance quickly, but the improvement was not very

significant.

4.5 Related work

References [CG00d, CLW98] study how a crawler should download pages to maintain

its index “up-to-date.” Assuming that the crawler knows theexact change frequencies

of pages, the references present an optimal algorithm. As welearned from our experi-

ments, this change-frequency-based algorithm performs relatively well once it collects

a large amount of history data. However, history collectionincurs significant overhead,

and until it collects enough data, the algorithm performs poorly. Our sampling-based
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Figure 4.15: Comparison of various policies under a normal distributionN(0.5, 0.3)

of ρ values.

policies do not need to track any change history, and it showssignificant improvement

without any history data. Reference [EMT01] proposes anotherdownload algorithm

based on linear programming. The algorithm shows promisingresults, but because

the algorithm becomes more complex over time, the authors report that the algorithm

has to periodically “reset” and “start from scratch;” The algorithm takes (practically)

infinite amount of time to finish after a certain number of download cycles. In contrast,

the complexity of our sampling-based algorithms stay the same over time.

A lot of work has been done to maintain the consistency of replicated data [BG84,

ABG90, CKL97, KB94, LLS94]. This work studies the tradeoff between data consis-

tency and read/write performance. In most of the existing work, however, researchers

have assumed apushmodel, where the sourcesnotify the replicated data of the updates.

For example, Olston et al. [OW02] proposed a new architecturein which data sources

can notify caches of important changes. In many contexts, particularly for the Web,

this push model is not applicable, because data sources often do not inform others of

their changes.

Sampling is a popular technique that has been used in multiple disciplines for var-

ious optimizations [HNS95, ZL94, WAA01, CMN99]. The contribution of this disser-
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tation is to apply sampling techniques to the context of change detection, and study a

variety of issues arising in this context.

The multi-armed bandit problemis well known in the statistics and AI commu-

nity. The problem is to identify the slot machine with the highest chance of winning

throughexplorationandexploitation. The problem is proven to be NP-hard [BF85],

and people have proposed a range of approximation algorithms [ACF95]. The setting

of the multi-armed bandit problem is slightly different from ours, because the bandit-

problem assumes that the user can play the best slot machine infinitely. In contrast, we

can download only a limited number of pages from each Web site, so we need to find

the topr% sources, not just the top source. This difference makes the policies take

quite different forms.

4.6 Summary

We studied how we can detect changed Web pages effectively using sampling. We pro-

posed three sampling-based policies,greedy, proportionalandadaptive, and evaluated

their performance analytically and experimentally. We also compared the sampling-

based policies to other existing policies. Our experimentsshowed that the greedy pol-

icy is easy and simple to implement and shows one of the best performance in many

scenarios. Given its simplicity and performance, we believe that the greedy policy is

good for practical systems. Its complexity is similar to thewidely-popular round-robin

policy, while its performance is close to (or even better than) the frequency-based pol-

icy. Also, we learned that the frequency-based policy is notvery effective in certain

cases, because it takes a long time to estimate the change frequencies of pages.
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4.7 Appendix: Proofs of the theorems

Theorem 1We sample the same number of random pages from each data sourceand

allocate remaining download resources based on the sampling results. In this scenario,

the greedy policy is expected to give the highestChangeRatioout of all sampling-

based policies.

Proof We useci to represent the number of changed items in the samples from source

Si. Without losing generality, we assumec1 is the highest andc2 is the second highest

and so on. We assume that we downloadRi items from sourceSi and the total ofR

items from all sources after sampling (i.e.,
∑

i Ri = R). We also assume each data

source hasNi data items.

When we takes random samples from every source and detectci changed items

from those samples, we expect100 · ci

s
% of the items inSi to have changed. Therefore,

we expect to detectci

s
Ri changes fromSi when we downloadRi items fromSi. Then

the total number of detected changes is expected to be

∑

i

ci

s
Ri, where

∑

i

Ri = R

Our goal is to maximize the above value. From the equation, itis easy to see that

the formula takes its maximum value when we assignNi to Ri for low i values

(i = 1, 2, . . . ), becauseci values are the highest for lowi’s. That is, we have to

start downloading data items from the sources with the most changed samples. �

Theorem 2The optimal sample size,s, under the greedy policy is approximately

s ≈
√

Nrf(ρt)

6(ρ̄r − ρ̄)

Proof To help our derivation, we first assume anoracle greedypolicy, which can

magically identify the sites with highρ values and can directly download pages from
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those sites without any sampling. We usePo(ρi) to denote the probability that the

oracle greedy policy downloads a siteSi when itsρ value isρi. By the definition of the

oracle greedy policy,Po(ρ) = 1 whenρ > ρt andPo(ρ) = 0 whenρ < ρt. We show

the graph ofPo(ρ) as a dashed line in Figure 4.16.

We use thePg(ρi) to represent the probability that our greedy policy downloads

a siteSi when itsρ value isρi. We show its graph as a solid line in Figure 4.16.

Because the greedy policy sometimes makes wrong decisions, the graphPg(ρ) is not

a step function likePo(ρ). It approaches0 as ρ decreases, but whenρ is close to

ρt, Pg(ρ) is larger than 0 even ifρ < ρt because some of the sites are mistakenly

downloaded. Similarly,Pg(ρ) approaches1 asρ increases, but whenρ is close toρt,

Pg(ρ) is smaller than 1 even ifρ > ρt. As we increase the sample sizes, the graph

of Pg(ρ) will become similar to that ofPo(ρ), because the greedy policy makes more

accurate download decision with larger samples.

We now approximate the functionPg(ρ) by a piece-wise linear functionPa(ρ)

130



shown as a dotted line in Figure 4.16. The general form ofPa(ρ) can be represented as

Pa(ρ) =



















0 for ρ ∈ [0, ρt − δ]

1
2δ

(ρ − ρt) + 1
2

for ρ ∈ (ρt − δ, ρt + δ)

1 for ρ ∈ [ρt + δ, 1]

(4.7)

and we need computeδ to find the approximation. Based on the result of Lemma 1

(which is given later), we will use1/
√

s as the approximateδ value.

We now compute the expected performance of the greedy policy. Under the greedy

policy, we downloads sample pages from every site. Therefore, the expected number

of changes that we detect during sampling isMsρ̄, whereM is the total number of

sites that we maintain and̄ρ is the averageρ value for overall sites. Once the greedy

policy decides to download more pages from siteSi, the expected number of changes

that we detect fromSi is (N − s)ρi. (Remember that we downloadN − s more pages

from Si, because we do not download the sampled pages again.) Becausethe siteSi

is downloaded with the probabilityPg(ρi) under the greedy policy, the total number of

changes that we expect to detect during actual download is
∫ 1

0
Pg(ρ)(N − s)ρf(ρ)dρ.

Therefore, the total number of changes that we detect both from sampling and from

actual download is

M(N − s)

∫ 1

0

Pg(ρ)ρf(ρ)dρ + Msρ̄

≈ M(N − s)

∫ 1

0

Pa(ρ)ρf(ρ)dρ + Msρ̄

= M(N − s)(

∫ ρt−δ

0

Pa(ρ)ρf(ρ)dρ +

∫ ρt+δ

ρt−δ

Pa(ρ)ρf(ρ)dρ+

∫ 1

ρt+δ

Pa(ρ)ρf(ρ)dρ) + Msρ̄ (4.8)
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We now calculate the three integrals above:

∫ ρt−δ

0

Pa(ρ)ρf(ρ)dρ = 0 , sincePa(ρ) = 0 for ρ ∈ [0, ρt − δ] (4.9)

Assuming thatf(ρ) ≈ f(ρt) for ρ ∈ (ρt − δ, ρt + δ):

∫ ρt+δ

ρt−δ

Pa(ρ)ρf(ρ)dρ =

∫ ρt+δ

ρt−δ

(
1

2δ
(ρ − ρt) +

1

2
)ρf(ρt)dρ

=
1

2δ
f(ρt)

∫ ρt+δ

ρt−δ

ρ2 − (ρt − δ)ρdρ

=
1

2δ
f(ρt)

∫ ρt+δ

ρt−δ

(
1

3
ρ3 +

1

2
(δ − ρt)ρ

2)′dρ

=
1

2δ
f(ρt)(

2

3
δ3 + 2δ2ρt)

= f(ρt)(
δ2

3
+ δρt) (4.10)

For the third integral of Equation 4.8:

∫ 1

ρt+δ

Pa(ρ)ρf(ρ)dρ) =

∫ 1

ρt+δ

ρf(ρ)dρ =

∫ 1

ρt

ρf(ρ)dρ −
∫ ρt+δ

ρt

ρf(ρ)dρ

= rρ̄r − f(ρt)δρt +
1

2
f(ρt)δ

2 (4.11)

By replacing Equations 4.9,4.10,4.11 to Equation 4.8 and using Lemma 1 we can

calculate that the total number of changes that we detect both from sampling and actual

download is:

M(N − s)[
f(ρt)δ

2

3
+ f(ρt)δρt + rρ̄r − f(ρt)δρt −

1

2
f(ρt)δ

2] + Msρ̄ (4.12)
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Since we want to find the sample sizes for which we detect the maximum number

of changes we can consider Equation 4.12 as a function ofs. It is straightforward to

show that Equation 4.12 takes its maximum value for:

s =

√

Nrf(ρt)

6(ρ̄r − ρ̄)
(4.13)

�

Lemma 1 Theδ value for Equation 4.7 can be approximated as1/
√

s. ✷

Proof From Figure 4.16, we see thatδ is a value wherePg(ρt + δ) becomes close to

1. For this proof, we assume that we pick theδ value such that

Pg(ρt + δ) = 0.95 (4.14)

We now try to approximatePg(ρi), the probability that we download more pages

from siteSi when itsρ value isρi.

The siteSi is downloaded when its estimatedρi value (denoted aŝρi) is greater

thanρt. That is,Pg(ρi) = Pr{ρ̂i > ρt}. To estimate theρi value, we useX/s, where

X is the number of changed pages in the sample ands is the sample size. That is,

ρ̂i = X/s. Because we takes random samples fromSi where100ρi% of the pages

changed, the random variableX follows a binomial distribution with a success rateρi,

and we can approximatêρi = X/s by the normal distribution with meanρi and the

standard deviation
√

ρi(1 − ρi)/s. When we do not know theρi value, the standard

deviation
√

ρi(1 − ρi)/s is often approximated by1
2
√

s
[WMS97], so we may assume

that ρ̂i follows the normal distributionN(ρi,
1

2
√

s
).

Whenρ̂i follows this normal distribution, the probabilityPr{ρ̂i > ρt} is 0.95 when

ρt = ρi − 1.65 1
2
√

s
. That is,

Pg(ρi) = 0.95 whenρi = ρt +
1.65

2
√

s
(4.15)
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By comparing Equations 4.14 and 4.15, we can see that

δ =
1.65

2
√

s
≈ 1√

s
�

Theorem 3When every page changes at some points of time, every page is even-

tually downloaded.

Proof Let us select a random page that belongs to siteSi. Because every page changes,

there exists a timet where all pages inSi have changed. Then, in the download cycle

after t, the siteSi will be downloaded under the greedy policy, because all sample

pages inSi have changed. �
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CHAPTER 5

Inverted Index Pruning with Correctness Guarantee

5.1 Introduction

The amount of information on the Web is growing at a prodigious rate [NCO04]. Ac-

cording to a recent study [GS05], it is estimated that the Webcurrently consists of

more than 11 billion pages. Due to this immense amount of available information, the

users are becoming more and more dependent on the Web search engines for locating

relevant information on the Web. Typically, the Web search engines, similar to other

information retrieval applications, are using a data structure calledinverted index. An

inverted indexprovides for the efficient retrieval of the documents (or Webpages) that

contain a particular keyword.

In most cases, a query that the user issues may have thousandsor even millions of

matching documents. In order to avoid overwhelming the users with a huge amount of

results, the search engines present the results in batches of 10 to20 relevant documents.

The user then looks through the first batch of results and, if she didn’t find the answer

she was looking for, she can potentially request to view the next batch. This process is

repeated until the user either finds what she is looking for orgives up trying.

A recent study [JS03]1 indicated that approximately 80% of the users examine at

most the first3 batches of the results. That is, 80% of the users typically view at most

1See also articles at:http://www.internetretailer.com/dailyNews.asp?id=
11774, and http://www.iprospect.com/media/press2004 04 20.htm (Accessed
02/15/2006).
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30 to 60 results for every query that they issue to a search engine. Atthe same time,

given the size of the Web, the inverted index that the search engines maintain can grow

very large. Since the users are interested in a small number of results (and thus are

viewing a small portion of the index for every query that theyissue), using an index

that is capable of returning all the results for a query may constitute a significant waste

in terms of time, storage space and computational resources, which is bound to get

worse as the Web grows larger over time [NCO04].

One natural solution to this problem is to create a small index on asubsetof the

documents that are likely to be returned as the top results (by using, for example, the

pruning techniques in [CCF01, LS03]) and compute the first batch of answers using

the pruned index. While this approach has been shown to give significant improvement

in performance, it also leads to noticeable degradation in the quality of the search

results, because the top answers are computed only from the pruned index [CCF01,

LS03]. That is, even if a page should be placed as the top-matching page according to

a search engine’s ranking metric, the page may be placed behind the ones contained

in the pruned index if the page did not become part of the prunedindex for various

reasons [CCF01, LS03]. Given the fierce competition among search engines today

this degradation is clearly undesirable and needs to be addressed if possible.

In this chapter, we study how we can avoidanydegradation of search quality due

to the above performance optimization while still realizing most of its benefit. That is,

we describe a number of simple (yet important) changes in thepruning techniques for

creating the pruned index. We also describe a new answer computation algorithm that

guaranteesthat the top-matching pages (according to the search-engine’s ranking met-

ric) arealwaysplaced at the top of search results, even though we are computing the

first batch of answers from the pruned index most of the time. These enhanced pruning

techniques and answer-computation algorithms are explored in the context of theclus-
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ter architecturecommonly employed by today’s search engines and we explain how

search engines can minimize the operational cost of answering queries while providing

high quality search results.

We will start our discussion by giving some background on theoperation of an

inverted index in Section 5.2. In Section 5.3, we study a cluster architecture of an

inverted index that allows us to guarantee the correctness of results coming from a

pruned index, and we discuss various issues of the performance of the architecture in

Section 5.4. In Section 5.5, we examine various policies forreducing the size of the

index; we perform an experimental evaluation of our policesin Section 5.7; Section 5.8

summarizes the related work and we summarize in Section 5.9.

5.2 Background

5.2.1 Overview of indexing and querying

Typically, a search engine downloads documents from the Weband maintains a local

index that is used to answer queries. The task of the index is to answer very quickly

which documents (or Web pages) contain some particular query term. This function-

ality is commonly implemented through the use of an invertedindex:

Inverted indexes. Assume that we have already collected a set of documents2

D = {D1, . . . , DM} and that we have extracted all the terms3 T = {t1, . . . , tn} from

the documents. For every single termti ∈ T we maintain a listI(ti) of document

IDs that containti. Every entry inI(ti) is called a posting and can be extended to

include additional information, such as how many timesti appears in a document, the

2For the reader’s convenience, the notation used throughoutthe current chapter is summarized in
Table 5.1.

3Here, for simplicity, we will consider as a term a sequence ofconsecutive non-whitespace char-
acters in a document. Of course, there are cases where this definition might not be sufficient (such as
Asian languages) but this is out of the scope of this dissertation.
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Notation Meaning

tr(D, q) Textual similarity between documentD and queryq.

tf(D, ti) Term frequency of termti in documentD.

idf(ti) Inverse document frequency of termti within the indexed

collection of documents.

pr(D) Query-independent quality of documentD.

r(D, q) Combined rank (textual similarity and query independent

score) of documentD for queryq.

s Size of pruned index.

f(s) Fraction of queries that we can answer, given an index of

sizes.

P (tk) Fraction of queries that contain the termtk.

|I(tk)| Number of postings in inverted listIk.

|IF | Size of full indexIF .

|IP (s)| Size of p-index for a given sizes.

α Weight of the textual parttr(D, q) in the ranking function

r(D, q).

Table 5.1: Notation used throughout Chapter 5.
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positions ofti in the document, whetherti is bold/italic, etc. The set of all the lists

I = {I(t1), . . . , I(tn)} is our inverted index.

Answering a query. A query issued to our inverted index typically contains a

subset of the index terms. We can represent a query asq = {t1, t2, . . . , tw}. The goal

of the search engine is to return the documents that are most relevant to queryq. This is

done in two steps: first we use the inverted index to find all thedocuments that contain

the terms in the query. Second, once we have the relevant documents, we calculate the

rank (or score) of each one of the documents with respect to the query and we return

to the user the documents that rank the highest.

Most of the major search engines today return documents containing all query

terms (i.e. they use AND-semantics). In order to make our discussions more con-

cise, we will also assume the popular AND-semantics while answering a query. It is

straightforward to extend our techniques to OR-semantics aswell.

5.2.2 Ranking of the relevant documents

The exact ranking function that every search engine employsis a closely guarded se-

cret. What is known however, is that every search engine basesthe ranking of docu-

ments mainly on the following two different factors:

• Query-dependent relevance.This particular factor of relevance captures how

relevant the query is to every document.

At a high level, given a documentD, for every termti a search engine assigns

a term relevance scoretr(D, ti) to D. Given thetr(D, ti) scores for everyti,

then thequery-dependent relevanceof D to the query, noted astr(D, q), can be

computed by combining the individual term relevance values.

For example, one popular way for calculating the query–dependent relevance is
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to represent both the documentD and the queryq using the TF.IDF vector space

model [SM83] and employ acosine distancemetric. In this case:

tr(D, ti) =
tf(D, ti) · idf(ti)

√

|D|
(5.1)

wheretf(D, ti) = 1+ logfD,ti (with fD,ti being the frequency ofti in document

D) andidf(ti) = log(1 + M/fti) (with M being the total number of indexed

documents, andfti being the frequency of termti within the whole collection).

Then we can compute the relevance ofq to D as follows:

tr(D, q) =
w

∑

i=0

tr(D, ti)
√

|q|
(5.2)

wherew is is the number of terms in the query. The higher the value of Equa-

tion 5.2, the higher the likelihood thatD is relevant toq.

In practice, the exact form oftr(D, ti) may differ depending on the search en-

gine. For example, a search engine may assign a highertr(D, ti) value toD if

ti appears in the URL, anchor text or title ofD. Similarly, the exact form of

the query-dependent relevancetr(D, q) may differ depending on the search en-

gine. Thus, we will not restrict to any particular form; instead, we will make the

generic assumption that the query-dependent relevance is computed as a func-

tion of the individual term relevance values in the query:

tr(D, q) = ftr(tr(D, t1), . . . , tr(D, tw)) (5.3)

• Query-independent document quality.
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This is a factor that measures the overall “quality” of a documentD independent

of the particular query issued by the user.

For example, a popular technique that computes the general quality of a page is

PageRank [PBM99] (or its variations such as HITS [Kle99]). Under PageRank,

the quality of a page is essentially determined by its “link popularity” (i.e., how

many other pages link to the page), and every page is assigneda global ranking

score independent of the query that the user issued.

Another important factor that is often used, whose value is independent of a

query, is the likelihood of being a “spam” page [NNM06, HMS02, Per01, GG05a,

GG05b, GGP04]. Spam Web pages are the ones that are of little value to a hu-

man user and exist only to manipulate the search engine rankings. Most existing

search engines compute the likelihood of being a spam page for every document

D and give a low quality value (or a high “spam” score) to demoteits ranking in

the final result.

Here, we will usepr(D) to denote the this query-independent part of the final

ranking function for documentD.

The final ranking scorer(D, q) of a document will depend on both the query-

dependent and query-independent parts of the ranking function. The exact combina-

tion of these parts may be done in a variety of ways. In general, however, we can

assume that the final ranking score of a document is a functionof its query-dependent

and query-independent relevance scores. More formally:

r(D, q) = fr(tr(D, q), pr(D)) (5.4)

For example,fr(tr(D, q), pr(D)) may take the formfr(tr(D, q), pr(D)) = α ·
tr(D, q) + (1 − α) · pr(D), thus giving weightα to the query-dependent part and the
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weight1 − α to the query-independent part.

In Equations 5.3 and 5.4 the exact form offr andftr can vary depending on the

search engine. Therefore, to make our discussion applicable independent of the partic-

ular ranking function used by search engines, in this dissertation, we will make only

the generic assumption that the ranking functionr(D, q) is monotonic on its parame-

terstr(D, t1), . . . , tr(D, tw) andpr(D).

Definition 1 A function f(α, β, . . . , ω) is monotonic if∀α1 ≥ α2, ∀β1 ≥ β2, . . .

∀ω1 ≥ ω2 it holds that:f(α1, β1, . . . , ω1) ≥ f(α2, β2, . . . , ω2).

Roughly, the monotonicity of the ranking function implies that, between two doc-

umentsD1 andD2, if D1 has higher query-dependent relevance thanD2 and also a

higher query-independent score thanD2, thenD1 should be ranked higher thanD2,

which we believe is a reasonable assumption in most practical settings.

5.3 Cluster architecture and cost savings from a pruned index

Search engines are accepting an enormous number of queries every day from eager

users searching for relevant information. For example, Google is estimated to answer

more than250 million user queries per day.4 In order to cope with this huge query

load, search engines typically replicate their index across a large cluster of machines

as the following example illustrates:

Example 5.3.1 Consider a search engine that maintains a cluster of machinesas in

Figure 5.1(a). The size of its full inverted indexIF is larger than what can be stored in

a single machine, so each copy ofIF is stored across four different machines. We also

suppose that one copy ofIF can handle the query load of 1000 queries/sec. Assuming

4See http://searchenginewatch.com/reports/article.php/2156461 (Accessed 16/02/2006).
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Figure 5.1: (a) Search engine replicates its full indexIF to increase query-answering

capacity. (b) In the1st tier, small p-indexesIP handle most of the query. WhenIP

cannot answer a query, it is redirected to the2nd tier, where the full indexIF is used to

compute the answer.

that the search engine gets 5000 queries/sec, it needs to replicate IF five times to

handle the load. Overall, the search engine needs to maintain 4× 5 = 20 machines in

its cluster.

While fully replicating the entire indexIF multiple times is a straightforward way

to scale to a large number of queries, typical query loads at search engines exhibit

certain localities, allowing for significant reduction in cost by replicating only a small

portion of the full index. In principle, this is typically done by pruning a full index

IF to create a smaller,pruned index (or p-index)IP , which contains a subset of the

documents that are likely to be returned as top results.
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Given the p-index, search engines operate by employing a two-tiered index archi-

tecture as we show in Figure 5.1(b). All incoming queries arefirst directed to one of

the p-indexes kept in the1st tier. In the cases where a p-index cannot compute the

answer (e.g. was unable to find enough documents to return to the user) the query

is answered by redirecting it to the2nd tier, where we maintain a full indexIF . The

following example illustrates the potential reduction in the query-processing cost by

employing this two-tier index architecture.

Example 5.3.2 Assume the same parameter settings as in Example 5.3.1. Thatis, the

search engine gets a query load of 5000 queries/sec and everycopy of an index (both

the fullIF and p-indexIP ) can handle up to 1000 queries/sec. Also assume that the size

of IP is one fourth ofIF and thus can be stored on a single machine. Finally, suppose

that the p-indexes can handle 80% of the user queries by themselves and only forward

the remaining 20% queries toIF . Under this setting, since all 5000/sec user queries

are first directed to a p-index, five copies ofIP are needed in the1st tier. For the second

tier, since 20% (or 1000 queries/sec) are forwarded, we need tomaintain one copy of

IF to handle the load. Overall we need a total of 9 machines (five machines for the five

copies ofIP and four machines for one copy ofIF ). Compared to Example 5.3.1, this

is more than50% reduction in the number of machines.

The above example demonstrates the potential cost saving achieved by using a p-

index. However, the two-tier architecture may have a significant drawback in terms of

its result quality compared to the full replication ofIF ; given the fact that a p-index

contains only a subset of the data of the full index, it is possible that, for some queries,

the p-index may not contain the top-ranked document according to the ranking function

used by the search engine and fail to return it as the top page,leading to noticeable

quality degradation in search results. Given the fierce competition in the online search

market, search engine operators desperately try to avoid any reduction in search quality
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in order to maximize user satisfaction.

How can we avoid this potential degradation of search quality? Intuitively, we may

avoid this problem by using the result computed from the p-index only if weknowthat

it contains the top-k pages that are supposed to be returned in the first batch of results.

Otherwise, we compute the answer from the full indexIF and return the correct top-k

pages. We formalize this idea using the following the correctness indicator function

and Algorithm 5.3.1.

Correctness guarantee.Given a queryq, the p-indexIP returns the answerA together

with a correctness indicator functionC. C is set to 1 ifA is guaranteed to be identical

to the result computed from the full indexIF . If it is possible thatA is different,C is

set to 0.

Algorithm 5.3.1 uses the correctness indicator functionC to guarantee that the

answer computed from the two-tier architecture is always identical to the answer from

full IF . As the input, the algorithm takes the keywords in the query together with the

range of the answer to return to the user (e.g., top-10 answers, second top-10 answers,

etc.). Given the input, the algorithm first tries to compute the answer fromIP and

consults the value ofC to see whether the computed answer is “correct.” If not, the

algorithm recomputes the answer from the full indexIF and returns it to the user. Note

that because the algorithm returns the answer fromIP only whenC = 1, its result is

guaranteed to be identicalto the result computed from the full indexIF . That is, there

is no reduction in result quality while we benefit from the significant cost savings from

the two-tier architecture.

There exist a number of important challenges in making Algorithm 5.3.1 work in

practice. We now describe two of the most important questions that we address in this

dissertation.

Question 5.3.1How much should we pruneIF to IP to realize the maximum cost
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Algorithm 5.3.1 Computation of answer with correctness guarantee

Input q = ({t1, . . . , tn}, [i, i + k]) where

{t1, . . . , tn}: keywords in the query

[i, i + k]: range of the answer to return

Procedure

(1) (A, C) = ComputeAnswer(q, IP )

(2) If (C = 1) Then

(3) ReturnA
(4) Else

(5) A = ComputeAnswer(q, IF )

(6) ReturnA
(7) EndIf

Figure 5.2: Computing the answer under the two-tier architecture with the result cor-

rectness guarantee.
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savings?

In Example 5.3.2, we assumed that we pruneIF to one fourth of its size to getIP .

We also assumedIP can handle 80% of the queries by itself at this size. Intuitively,

there exists a tradeoff between the size ofIP and the fraction of queries thatIP can

handle. WhenIP is large and has more information, it will be able to handle more

queries, but the cost for maintaining and looking upIP will be higher. WhenIP is

small, the cost forIP will be smaller, but more queries will be forwarded toIF , requir-

ing us to maintain more copies ofIF . Given this tradeoff, how should we determine

the size ofIP in order to maximize the cost saving?

Question 5.3.2How should we pruneIF to IP so that we can compute the correctness

indicator functionC?

The correctness guarantee of Algorithm 5.3.1 comes from ourassumption that we

can calculateC for the answer obtained fromIP . A straightforward way to calculateC
is to compute the answer both fromIP andIF and compare them. This naive solution,

however, incurs a cost even higher than the full replicationof IF because the answers

are computedtwice: once fromIP and once fromIF . Then how can we know the

correctness of the answer fromIP without computing the answer fromIF ?

We address the answers to the above two questions in the next few sections.

5.4 Optimal size of the p-index

In this section we study how we can determine how much to pruneso that we mini-

mize the cost of our two-tier index architecture. We start byconsidering the following

simple example:
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Example 5.4.1 Consider the full indexIF of Figure 5.1. If we pruneIF down to20%

we create p-indexIP1 which can answer correctly60% of the queries. If we pruneIF

down to40% we create p-indexIP2 which can answer correctly70% of the queries.

Which one of theIP1, IP2 is preferable?

Let us assume a query load of5000 queries/sec and each machine handling1000

queries/sec as shown in the architecture of Figure 5.1. We cancalculate the size re-

quired for the overall architecture when usingIP1. We will need5000
1000

= 5 machines

for the p-indexes in the first tier. SinceIP1 can answer correctly60% of the queries,

(1 − 0.6) · 5000 = 2000 queries will be forwarded to the second tier. Therefore,

we will need2000
1000

= 2 full indexes for the second tier. Assuming that the size of

a full index is1TB, and since the size ofIP1 is 20% of IF , overall we will need

5 · 0.2 · 1TB +2 · 1TB = 3TB of space for the two-tier architecture when we useIP1.

Similarly, we can calculate that we will need3.5TB when we useIP2. Therefore,IP1

is preferable because it uses less space.

The previous example demonstrates that the performance of the two-tier scheme

depends on two parameters. First, it depends on the size of the p-index and second

on the number of queries that it can directly handle without reverting back to the full

index. We will uses to denote the size of the p-index relative to its full counterpart.

For example, ifs = 0.2, then the p-index is20% of the size ofIF . If s = 1, then the

p-index has the same size as the full index. We also use the notation f(s) to denote

the fraction of the queries that a p-index of sizes can answer correctly. That is, when

f(s) = 0.3, 30% of the queries can be computed from the p-index with the correctness

indicator functionC = 1.

In the previous example we considered only two instances forthe values ofs and

f(s). In the general case, we can assume that there is a relation between these two

values. For example, such a relation is depicted on the example graph of Figure 5.3.
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Intuitively, whens is large, our p-index can handle more queries (i.e., largef(s)), and

thus we look up the full index fewer times. However, in this case, because the p-index

is large, the cost for a p-index lookup is also large. On the other hand, whens is small,

the index-lookup cost for a p-index is small, but we need to revert back to the full index

more often, increasing the overall cost of answering a query. Our goal is to handle the

users’ query load using minimum number of resources withoutany degradation in the

search quality.

Given that Algorithm 5.3.1 guarantees no quality degradation, and given the fact

that the number of machines needed to handle a query load is roughly proportional to

the size of the overall indexes (which is proportional to theoverall cost of running a

search cluster), we can formalize our goal as follows:

Problem 5.4.1 (Optimal index size)Given a query loadQ and the functionf(s), the

fraction of queries that the p-index can handle at a given sizes, find the optimal index

sizes that minimizes the size of the overall indexes necessary to handle the loadQ.

We can show that we can determine the optimal index size basedon the following

theorem.

Theorem 4 The cost for handling the query loadQ is minimal when the size of the

p-index,s, satisfiesdf(s)
ds

= 1. ✷

Proof For a given p-index sizes, we can compute the size of the overall indexes

necessary to handle the query loadQ under the two-tier index architecture. We use

|Q| to represent the number of queries in the query loadQ and useC to represent the

number of queries that a single copy of an index can handle.

Consider|IF | the size of the full index and|IP (s)| the size of the p-index for a given

sizes. To handle Q, we need|Q|
C

of the first tier index. Thus, the space needed for the

p-indexes is|Q|
C

· |IP (s)|. Since the p-indexes can correctly handle onlyf(s) fraction
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of queries,|Q| · (1 − f(s)) queries are redirected to the second-tier full index. thus,
|Q|·(1−f(s))

C
copies of the full index are needed, with the total size of|Q|·(1−f(s))

C
· |IF |.

Overall, we need the space of|Q|
C

· |IP (s)| + |Q|·(1−f(s))
C

· |IF | . Since for a givens,

|IP (s)| is s · |IF |, the above equation can be simplified to|Q|
C
· |IF |(s+1−f(s)), which

is the total size of the two-tier indexes to handle the query loadQ.

Since the cost is proportional to the size of the p-index, we can simply minimize

the size of the p-index. That is, we want to minimize|Q|·|IF |
C

· (s + 1 − f(s)). For this,

d
ds

|Q|·|IF |
C

· (s + 1 − f(s)) = 0 ⇒ df(s)
ds

= 1. �

In our experiments, we computed the optimal index sizes for the pruning policies

that we explore in this chapter and found that when the p-index size is roughly around

20% we get the most significant reduction in the overall indexsize.

We should note that in the above problem formulation, we assume that the function

f(s) is concave and thus we can identify theminimumsize from Theorem 4. As we

will demonstrate later in Section 5.7, this concaveness assumption indeed holds in a

practical scenario. Additionally, we assume that we know the user’s query loadQ

in advance and thus we can obtainf(s). Of course, predicting the exact query load

issued by the users may not be straightforward. In Section 5.6 we discuss this issue

and we show that the query load issued in the recent past is a good approximation of

the expected query load in the near future.

We now focus on answering Question 5.3.2, i.e. how should we pruneIF so that

we can computeC.

5.5 Pruning policies

In this section, we now discuss how we should prune the full index IF to IP , so that

we are able to compute the correctness functionC from IP itself (without computing
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the full answer fromIF ) while handling a large fraction of user queries fromIP . In

designing the pruning policies, we observe the following two localities in the users’

search behavior:

1. Keyword locality: Although there are many different words in the document

collection that the search engine indexes, a few popular keywords constitute the

majority of the query loads. Thiskeyword localityimplies that the search engine

will be able to answer a significant fraction of user queries accurately even if it

can handle only these few popular keywords.

2. Document locality: Even if a query has millions of matching documents, users

typically look at only the first few results [JS03]. Thus, as long as search engines

can compute the first few top-k answers correctly, users often will not notice that

the search engine actually has not computed the correct answer for the remaining

results (unless the users explicitly request them).

Based on the above two observations, we now investigate two different types of

pruning policies: (1) ahorizontal pruningpolicy, which takes advantage of the key-

word locality by pruning a number of whole inverted lists from IF , and (2) avertical

pruningpolicy, which takes advantage of the document locality by pruning individual

postings from a set of inverted lists.

5.5.1 Horizontal pruning

One way to take advantage of the keyword locality is to createa p-index by pruning the

inverted lists that correspond to the least frequent terms.We will refer to this method

of pruning as “horizontal pruning,” since we are pruning theinverted indexIF “hori-

zontally” as we show in Figure 5.4. The figure shows the list ofdocuments containing
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t1 → D1 D2 D3 D4 D5 D6

t2 → D1 D2 D3

t3 → D3 D5 D7 D8

t4 → D4 D10

t5 → D6 D8 D9

Figure 5.4: Horizontal and vertical pruning. During horizontal pruning, we remove

inverted lists from the index: inverted listst3 and t5 are removed. During vertical

pruning we remove postings from the inverted lists: postings D4, D5, D6 from t1 and

postingD8 from t2 are removed.

each termti, where we horizontally prune inverted lists fort3 andt5, assuming that the

terms do not appear frequently in the query load.

In general, the goal of horizontal pruning can be expressed as follows:

Problem 5.5.1 (Optimal horizontal pruning) Given the query loadQ5 and a goal

index sizes · |IF | for the pruned index, select the inverted listsIP = {I(t1), . . . , I(th)}
such that|IP | ≤ s · |IF | and the fraction of queries thatIP can answer (expressed by

f(s)) is maximized.

Unfortunately, we can prove that the optimal solution to theabove problem is in-

tractable.

Theorem 5 The problem of calculating the optimal horizontal pruning is NP-hard.✷

Proof Assume a simplified version of our problem whereS = {I(t1), . . . , I(tn)} is

the set of all the inverted lists inside the full indexIF and we are given a set of queries

Q = {q1, . . . , qm} with all queries being single-keyword queries (i.e.,qi = {ti}).

Assume thatfi is the fraction of queries inQ with the termti inside. Then our goal is to

5Again, our assumption is that we know the query loadQ beforehand, which may not be possible in
a practical scenario. In Sections 5.6 and 5.7 we show that thequery load remains relatively stable and
that we can achieve good performance by using past query loads to perform horizontal pruning.
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Algorithm 5.5.1 Greedy horizontal pruningHS

Procedure

(1) ∀ti, calculateHS(ti) = P (ti)
|I(ti)| .

(2) Include the inverted lists with the highest

HS(ti) values such that|IP | ≤ s · |IF |.

Figure 5.5: Approximation algorithm for the optimal horizontal pruning.

select the subset of the inverted listsS∗ ⊂ S such that
∑

I(ti)∈S∗ fi is maximized under

the constraint that
∑

I(ti)∈S∗ |I(ti)| ≤ s · ∑I(ti)∈S. This is equivalent to the knapsack

problem where the items areI(ti)’s and their (profit, cost) pairs are(fi, |I(ti)|). �

Given the intractability of the optimal solution, we need toresort to an approximate

solution. A common approach for similar knapsack problems is to adopt a greedy

policy by keeping the items with themaximum benefit per unit cost[CLR01]. In our

context, the potential benefit of an inverted listI(ti) is the the number of queries that

can be answered byIP when it includesI(ti). We approximate this number by the

fraction of queries in the query loadQ that include the termti and represent it as

P (ti). For example, if 100 out of 1000 queries contain the termcomputer, then

P (computer) = 0.1. The cost of includingI(ti) in the p-index is its size|I(ti)|. Thus,

in our greedy approach in Figure 5.5, we includeI(ti)’s in the decreasing order of

P (ti)/|I(ti)| as long as|IP | ≤ s · |IF |.

Note that after horizontal pruning, if all keywords{t1, . . . , tn} in the queryq appear

in IP , the p-index has the same information asIF as long asq is concerned. Therefore,

as long as all keywords inq appear inIP , the answer computed fromIP is guaranteed

to be the same as the answer computed fromIF . Figure 5.6 formalizes this observation
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Algorithm 5.5.2 Computation ofC for horizontal pruning

Procedure

(1) C = 1

(2) Foreachti ∈ q

(3) If (I(ti) /∈ IP ) ThenC = 0

(4) ReturnC

Figure 5.6: Result guarantee in horizontal pruning.

and computes the correctness indicator functionC for a horizontally pruned indexIP .6

It is straightforward to prove that the answer fromIP is identical to that fromIF if

C = 1 in the above algorithm.

5.5.2 Vertical pruning

At a high level,vertical pruningtries to take advantage of the observation that most

users are mainly interested in viewing the top few answers toa query. Given this, it

may be unnecessary to keep all postings in an inverted listI(ti), because users will not

look at most of the documents in the list anyway. We depict theconceptual diagram of

the vertical pruning policy in Figure 5.4. In the figure, we “vertically prune” postings

corresponding toD4, D5 andD6 of t1 andD8 of t3, assuming that these documents

are unlikely to be part of top-k answers to user queries. More formally, the goal of a

vertical-pruning policy can be expressed as follows:

Problem 5.5.2 (Optimal vertical pruning)Given the query loadQ and a goal index

6When the inverted list forti does not exist inIP , it will be helpful if we can distinguish the cases
(1) when the inverted list exists inIF but has been pruned inIP and (2) when no documents in the
collection contains the termti. This can be easily done by keeping an empty list forti in IP if it has
been pruned. For simplicity, we do not consider this optimization in the later experiment section.
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Algorithm 5.5.3 Global vertical pruningV SG

Procedure

(1) Sort all documentsDi based onpr(Di)

(2) Find the threshold valueτp, such that

only s fraction of the documents havepr(Di) > τp

(4) KeepDi in the inverted lists ifpr(Di) > τp

Figure 5.7: Global vertical pruning based onpr.

sizes · |IF | for the pruning index, select a set of postings to remove fromeachI(ti),

such that|IP | ≤ s · |IF | andf(s) is maximized.

We now discuss a few approaches to the vertical pruning problem. We first in-

vestigate the approach that is common with existing search engines and explain its

biggest shortcoming:it is not possible to compute the correctness function underthis

approach. We then propose simple yet essential changes to the pruningpolicy that

allow us to compute the correctness function.

5.5.2.1 PR-based pruning

This is the pruning policy that is commonly used by existing search engines. The basic

idea is that the query-independent quality scorepr(D) is a very important factor in

computing the final ranking of the document (e.g. PageRank is known to be one of the

most important factors determining the overall ranking in the search results).

Therefore, we build the p-index only for the pages whosepr values are high (i.e.,

whenpr(D) > τp for a threshold valueτp). The hope is that most of the top-ranked

results are likely to have highpr(D) values, so the answer computed from this p-index
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Algorithm 5.5.4 Local vertical pruningV SL

N: maximum size of a single posting list

Procedure

(1) ForeachI(ti) ∈ IF

(2) SortDi’s in I(ti) based onpr(Di)

(3) If |I(ti)| ≤ N Then keep allDi’s

(4) Else keep the top-N Di’s with the highestpr(Di)

Figure 5.8: Local vertical pruning based onpr.

is likely to be similar to the answer computed from the full index. Figure 5.7 describes

this pruning policy more formally, where we sort all documentsDi’s by their respective

pr(Di) values and keep aDi in the p-index when itspr(Di) value is higher than the

global thresholdvalueτp.

Variations of this pruning policy are common among search engines today. One

such variation is to adjust the threshold valueτp locally for each inverted listI(ti),

so that we maintainat least a certain number of postings for each inverted listI(ti).

This policy is shown on Figure 5.8. Unfortunately, it is not possible to compute the

correctness functionC just from the p-index constructed this way.

Theorem 6 No PR-based vertical pruning can provide the result guarantee. ✷

Proof Assume that we create a p-index by using any of the above vertical pruning

algorithms. Consider the minimumprmin value from all the postings that ended up in

the p-index. Now consider a queryq that is answered using the p-index and that the last

(kth) document in the answer has a ranking score ofr(Dk, q) = fr(tr(Dk, q), pr(Dk)).

Now consider a documentDj that is not in the p-index because it was pruned, i.e.
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pr(Dj) < prmin. This document’s rank isr(Dj, q) = fr(tr(Dj), q), pr(Dj)). Al-

though we know thatpr(Dj) < prDk
, we have no way of knowing the relationship

betweentr(Dk) andtr(Dj) and therefore we cannot guarantee thatDk should be in

the final answer. �

Therefore, under this pruning policy, the quality of the answer computed from the

p-index can be significantly worse than that of the full answer and it is not possible to

detect this degradation without computing the answer from the full index. In the next

section, we propose simple yet essential changes to this pruning policy that allows us

to compute the correctness functionC from the p-index itself.

5.5.2.2 Extended keyword-specific pruning

As Theorem 6 demonstrated, by using one of the previous pruning policies, the rela-

tionship between the query-dependent relevance of the documents in the p-index and

the ones in the full index is unknown. To alleviate this problem, we propose a verti-

cal pruning policy that we callextended keyword-specific pruning, and which prunes

based on both thepr(Di) andtr(Di, ti) values.

At a high level, this vertical pruning policy operates as follows. First, we determine

the numberN which is the maximum size of an individual posting list. Then, for every

posting list associated with keywordti, we keep everything if the size of the list is

smaller thanN . If the size is larger thanN , we pick two thresholdsτp andτr and keep

the postingsDi if pr(Di) > τp or tr(Di, ti) > τr. This process is shown on Figure 5.9.

The thresholdsτp andτr may be picked in a number of different ways depending

on the exact ranking function. For example assuming thatpr andtr have equal weight

in the final ranking function, we may pick theτp andτr as follows: Conceptually, we

generate two sorted posting lists for each keywordti, one based onpr(Di) and the
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Algorithm 5.5.5 Extended keyword-specific vertical pruningV SE

Input N: maximum size of a single posting list

Procedure

(1) Ni: total number of documents in the listi

(2) If N ≥ Ni keep allDi

(3) Else:

(4) pick thresholdsτp andτr.

(5) keepDi if pr(Di) > τp or tr(Di, ti) > τr.

Figure 5.9: Extended keyword-specific vertical pruning based onpr andtr.

other based ontr(Di, ti). Then we pick a numberm such that the union of the top

m documents inpr(Di) sorted list and in thetr(Di, ti) sorted list haveN documents.

Then the lowestpr(Di) andtr(Di, ti) scores in the union are the threshold valuesτp

andτr respectively.

Given the fact that we prune away a number of postings from theinverted index, it

may be the case that, for some of the queries, the p-index willnot be able to calculate

the same top-k results asIF . Since one of our requirements is to provide a guarantee

for the cases that we cannot correctly compute the result, wewill now describe how

we can to provide this guarantee within a vertically pruned index.

Formally, consider a vertically pruned indexIP and a queryq = {t1, . . . , tw}.

Our goal is to determine whether we can correctly calculate the top-k results by using

IP . We assume that the results are computed based on the AND semantics that we

described in Section 5.2.2 and that a monotonic ranking function (such as Equation 5.4)

is used for the ranking of documents.

For every term inq we calculate the lowest valuestrτ (t1), . . . , trτ (tn) (we will call
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Algorithm 5.5.6 Ranking based on thresholdstrτ (ti) andprτ (ti)

Input Queryq = {t1, . . . , tw}
Procedure

(1) ∀Di ∈ S = IP (t1) ∪ · · · ∪ IP (tw)

// lists thatDi appears in

(2) FindJ = {IP (tm) : Di ∈ IP (tm)}
// lists thatDi does not appear in

(3) FindR = {IP (tm) : Di /∈ IP (tm)}
(4) If R = ∅
(5) returnr(Di, q) = fr(tr(Di, q), pr(Di))

(6) Else

(7) tr∗(Di, q) = ftr(tr
∗(Di, t1), . . . , tr

∗(Di, tn))

(8) with tr∗(Di, tm) =







tr(Di, tm) if IP (tm) ∈ J

trτ (tm) if IP (tm) ∈ R

(9) returnr(Di, q) = fr(tr
∗(Di, q), pr(Di))

Figure 5.10: Ranking based on thresholdstrτ (ti) andprτ (ti).
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these values threshold values) in the respective inverted list within IP . In addition,

since we keep thepr values also in the posting lists, we also calculate the lowest pr

values for the documents in every list:prτ (D1), . . . , prτ (Dn).

In order to determine the result for the queryq, for every documentD in the list

of documents we calculate its rankr(D, q) as follows: If the document appears in all

of the inverted lists, this means that none of its postings has been vertically pruned.

In this case, we can use thetr(D, ti) values and the document’spr(D) to calculate its

rank according to Equation 5.4:r(D, q) = fr(tr(D, q), q(D)). If the document does

not appear in all of the inverted lists, we calculate the upper bound of its ranking by

using the threshold values for the missing lists.

Example 5.5.1 Assume thatq = {t1, t2} and thatD appears in the lists ofpr, t1

but not in the list oft2. Because the index has been vertically pruned, we don’t

know whether the absence ofD from the list oft2 is becauseD does not contain

t2 or because its posting has been vertically pruned. For this reason we will use

the threshold valuetrτ (t2) in the ranking function of Equation 5.4. For example,

if we assume thatr(D, q) = α · tr(D, q) + (1 − a) · pr(D) and that tr(D, q) =

tr(D, t1) + tr(D, t2), then we can calculate the thresholded rankrτ (D, q) as follows:

rτ (D, q) = α · [tr(D, t1) + trτ (t2)] + (1 − α) · pr(D).

The formal algorithm for ranking based on the two thresholdstrτ (ti) andprτ (ti) is

shown in Figure 5.10. Once we use the above way of ranking within the p-index, we

can provide a guarantee that the top-k computed results are the same as the full index,

based on the following theorem:

Theorem 7 Given a vertically pruned inverted indexIP , a queryq = {t1, . . . , tn} and

a monotonic ranking function operating according to Algorithm 5.10, we are guaran-

teed that the top-k results ofIP are the same as the top-k of the full indexIF , if none

of the top-k results used a threshold value for its ranking. ✷
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Proof For simplicity, let us assume thatk = 3 and that the result list contains doc-

umentsD1, D2, D3, D4, D5, . . . , Dm. For every documentDi in IF there are three

possible scenarios regarding the final answer:

1. Di is in the answer because it appears in all inverted lists. In this case we can

calculate its exact rank according to Algorithm 5.10.

2. Di is not in the final answer because it was pruned from all lists.In this case, we

know that forDi it holds thatpr(Di) < min1≤j≤npτ (tj) and thattr(Di, tj) <

trτ (tj), 1 ≤ j ≤ n. From the monotonicity assumption it follows thatr(Di) ≤
r(Dm), i.e. every prunedDi cannot be ranked higher than the last documentDm

and thus it cannot belong in the answer.

3. Di is in the answer because a threshold value was used for its ranking. In this

case we can determine whether the answer is correct as follows. Assume that

for the ranking ofD2 a threshold value was used. Because the ranking function

is monotonic, it follows thatrτ (D2, q) ≥ r(D2, q). That is, the thresholded rank

of D2 is at least as much as its real rank computed from the full index. However,

without knowing the real rank ofD2, we have no way of knowing how close the

rτ andr values are. Therefore, we cannot guarantee that the position of D2 in

the ranked list is the correct one.

Similarly, let us assume that for the ranking ofD4 a threshold value was used.

Due to the monotonicity of the ranking function, it follows that rτ (D4, q) ≥
rτ (Di, q) for i > 4, and thatrτ (D4, q) ≥ r(Di, q) for i > 4. Remember however,

thatrτ (D4, q) is an upper bound ofr(Di, q). That is the rank value ofD4 based

on the full index can be at mostrτ (D4, q), and the same holds for the rest of

the documents afterD4. Therefore the position ofD4 in the full index can be at

most where it is by using a threshold value. Since no threshold value was used
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for D1, D2, D3 we are certain that their order will be the same as the one from

the full index. Therefore, in this case we can guarantee thatthe computed result

is correct. �

In Section 5.7 we will present experimental evaluation of our pruning policies.

5.6 Index maintenance

In a practical scenario search engines need to periodicallyupdate their indexes in order

to cope with the changing information. The index updates arenecessary mainly due

to two reasons: First, theWeb pages changeover time and the search engines need to

refresh their collections in order to provide users with up-to-date information. Second,

the overallqueriesreceived by a search enginechangeover time. In the case where we

use a pruning technique that operates based on the query load, we may have to update

our index to accommodate for new kinds of query loads.

In order to cope with thechanges on the Webthe search engines regularly redown-

load the Web pages and rebuild their indexes. In most cases, in order not to miss any

important changes on the Web they redownload pages that are likely to change more

often than others (e.g. they may redownload news Web sites more often than univer-

sity pages). In this case, whenever we rebuild the full index, we can also rebuild the

p-indexes by using the algorithms provided in Section 5.5.

In the case where thequery load changesover time, we may need to update our p-

index to accommodate for this change. More specifically, during the horizontal prun-

ing algorithm, we assume that we are given the query load thatwill be used on our

index. In a practical scenario, we may not have this information. However, we may

be able to use previously seen query loads as an approximation for the future ones.

For example, we may be able to use the query load of the previous month as an ap-
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proximation of the query load that we expect to observe during the current month. If

these two query loads are very similar, then our horizontal pruning will perform well;

if the query loads are different, then we may observe a degradation in the number of

guaranteed queries.

In order to study this problem, we performed an experiment studying the query

stability, which we show in Figure 5.11. Figure 5.11 shows the fraction of keywords

in each day of the query load that arecommonwith the keywords that had appeared

in the first day of the query load. The graph is obtained from the daily query load on

one of the commercial search engines. We will give a more detailed description of this

dataset in Section 5.7.

The horizontal axis corresponds to the day and the red bar indicates how many of

keywords in each day are common with the keywords issued on the first day (weighted

by their frequencies). For example, the fifth bar of the graphshows that about 82% of

the keywords issued on the fifth day appeared in the queries onthe first day. The graph

shows that the queries on every day share a large number of keywords over a relatively

long period, with 80% of the keywords commonly appearing overone month. We also

conducted a number of other experiments measuring the stability of the query load

and obtained similar results indicating that the query loadis relatively stable. Based

on these results, we assume that we can use the query load of the recent past (say, the

last month), as the expected query load of the near future (say, the coming month).

5.7 Experimental Evaluation

5.7.1 Data and experimental setup

In this section we experimentally evaluate the pruning policies presented in this chap-

ter. Our goal is to validate our theoretical analysis through real-world experiments, by
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creating a p-index according to the algorithms proposed in Section 5.5.

In order to perform realistic tests for our pruning policies, we implemented a

search engine prototype, which will be described in more detail in Chapter 7. For

the experiments in this chapter, our search engine indexed about 130 million pages,

crawled from the Web during March of 2004. The crawl started from the Open

Directory’s [Dmo] homepage and proceeded in a breadth-firstmanner. Najork and

Wiener [NW01] showed that crawling in this way yields well-connected pages of high

“quality” and high PageRank [PBM99] values. For every page within our collection,

we calculated its PageRank value and we stored it in a separatedatabase that allows

efficient random accesses. Overall, the total uncompressedsize of our crawled Web

pages is approximately 1.9 TB, yielding a full inverted indexIF of approximately 1.2

TB.

For the experiments reported in this section we used a real set of queries issued to

Looksmart [Loo] on a daily basis during April of 2003. After keeping only the queries

containing keywords that were present in our inverted index, we were left with a set

of about462 million queries. Within our query set, the average number ofterms per

query is2 and 98% of the queries contain at most5 terms.

5.7.2 Horizontal pruning

In our first experiment we study the performance of the horizontal pruning, described

in Section 5.5.1. More specifically, we apply the algorithmHS of Figure 5.5 to our full

index IF and create ahorizontally-prunedp-indexIP of sizes. For the construction

of our horizontally pruned p-index we used the query frequencies observed during the

first 10 days of our data set. Then, we calculated the fractionf(s) of the rest of the

queries (i.e. the queries observed in the following 20 days)that areguaranteed to be

correctby IP . According to the algorithm of Figure 5.6, a query can be guaranteed to
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Figure 5.12: Fraction ofguaranteed queriesf(s) answered in a horizontally-pruned

p-index of sizes.

be correct, ifIP includes the inverted lists forall of the query’s keywords.

We have repeated the experiment for varying values ofs, picking the keywords

greedily as discussed in Section 5.5.1.The result is shown in Figure 5.12. The horizon-

tal axis denotes the sizes of the p-index as a fraction of the size ofIF . The vertical

axis shows the fractionf(s) of the queries that the p-index of sizes can answer.

The results of Figure 5.12, are very encouraging: we can answer a significant frac-

tion of the queries with a small fraction of the original index. For example, approxi-

mately 73% of the queries can be answered using 30% of the original index.

Since the performance of the horizontal pruning depends on the query load used for

the pruning, we also studied how well it performs over time. For this reason, we again
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generated a horizontally pruned index based on the first 10 days of our query load,

and we calculated the fraction of guaranteed queries for each one of the remaining 20

days. We present the results through the graph shown in Figure 5.13. The horizontal

axis depicts the time in days and the vertical axis shows the fraction of guaranteed

queries in each day. The graph shown in Figure 5.13 corresponds to an index size of

s = 0.3 (the observations that we obtained for different index sizes are analogous).

Figure 5.13 shows that the performance of our horizontally pruned index remains

relatively stable over time. In other words, given our horizontally-pruned index, we

expect it to be able to guarantee a large fraction of queries (about 70% in our case)

several days after first generating our p-index.

We now proceed to examine the benefits of the vertical pruningpolicies.

5.7.3 Vertical pruning

We continue our experimental evaluation by studying the performance of the various

vertical pruning policies described in Section 5.5.2. For the experiments on vertical

pruning reported here we worked with a 5.5% sample of the whole query set. The

reason behind this is merely practical: since we have much less machines compared

to a commercial search engine it would take us about a year of computation to process

all 462 million queries.

Within an inverted index (p-index or full), for every queryq = {t1, . . . , tw}, we

calculated the rank of a matching documentD by weighting the document quality and

the query-dependent relevance as follows:

r(D, q) = prnorm(D) + trnorm(D, q) (5.5)

whereprnorm(D) is the normalized PageRank ofD:
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prnorm(D) =
log(pr(D)) − log(prmin)

log(prmax) − log(prmin)
(5.6)

with prmin andprmax being, respectively, the minimum and maximum PageRank

values within the set of documents matchingq. Since there exists orders of magni-

tude difference inpr values, it is common to take the log ofpr in the ranking func-

tion [LS03].

Similarly, we calculate the normalized query-dependent relevance:

trnorm(D, q) =
tr(D, q) − trmin

trmax − trmin

(5.7)

with trmin and trmax being, respectively, the minimum and maximum query -

dependent relevance within the set of documents matchingq. The valuetr(D, q) is

calculated by using the TF.IDF cosine distance of Equations5.1 and 5.2. We should

note that we did not engineer the ranking function in any way.The above rankings are

similar to the ranking function employed in [LS03].

The results presented in this section depend on the choice ofthe exact ranking

functions. For example if there is very small weight given tothe PageRank then our

global and local pruning schemes may not perform well. However, based on the ser-

vices that Search Engine Optimization (SEO) firms offer on the Web, it appears that

both term relevance and PageRank are important in the real Web.

For our first experiment, we generate avertically-prunedp-index of sizes by using

the Extended Keyword-Specific pruning(henceforth referred to asEKS), described

in Section 5.5. Within the p-index we measure the fraction ofqueries that can be

guaranteed (according to Theorem 7) to be correct. We have performed the experiment

for varying index sizess and the result is shown in Figure 5.14. Based on this figure, we
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can see that our vertical pruning algorithm performs well across the scale of index sizes

s: for all index sizes larger than40%, we can guarantee the correct answer for about

70% of the queries. This implies that ourEKS algorithm can successfully identify the

necessary postings for calculating the top-20 results for 70% of the queries by using at

least 40% of the full index size.

We can compare the two pruning schemes, namely the horizontal pruning and

EKS, by contrasting Figures 5.12 and 5.14. Our observation is that, if we would

have to pick one of the two pruning policies (we discuss the combination of the two

policies in Section 5.7.5), then the two policies seem to be more or less equivalent for

the p-index sizess ≤ 20%. For the p-index sizess > 20%, horizontal pruning does a

much better job as it provides a higher number of guarantees at any given index size.

In our next experiment, we are interested in comparingEKS with the other two

vertical pruning policies that we proposed in Section 5.5.2. To this end, apart from

EKS, we also generatedvertically-prunedp-indexes for theGlobalpr-based pruning

(henceforth referred to asGPR), and theLocalpr-based pruning(henceforth referred

to asLPR) policies. For each of the polices we created vertically-pruned p-indexes of

varying sizess. SinceGPR andLPR cannot provide a correctness guarantee, we will

compare the fraction of queries from each policy that areidentical(i.e. the same results

in the same order) to the top-k results calculated from the full index. Here, we will

report our results fork = 20; the results are similar for other values ofk. The results

are shown in Figure 5.15. The horizontal axis shows the sizes of the p-index; the

vertical axis shows the fractionf(s) of the queries whose top-20 results are identical

to the top-20 results of the full index, for a given sizes.

By observing Figure 5.15, we can see thatGPR performs the worst of the three

policies. On the other handEKS, picks up early, by answering a great fraction of

queries (about62%) correctly with only 10% of the index size. The fraction of queries
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thatLPR can answer remains below that ofEKS until abouts = 37%. For any index

size larger than37%, LPR performs the best.

In the experiment of Figure 5.15, we applied the strict definition that the results

of the p-index have to be in the same order as the ones of the full index. However,

in a practical scenario, it may be acceptable to have some of the results out of order.

Therefore, in our next experiment we will measure the fraction of the results coming

from an p-index that are contained within the results of the full index. The result of

the experiment is shown on Figure 5.16. The horizontal axis is, again, the sizes of

the p-index; the vertical axis shows the average fraction ofthe top-20 results common

with the top-20 results from the full index. Overall, Figure5.16 depicts thatEKS

andLPR identify the same high (≈ 96%) fraction of results on average for any size

s ≥ 30%, with GPR not too far behind.

5.7.4 Optimal p-index size

In Section 5.4 we performed a theoretical analysis on how to calculate the optimal

sizes of an p-index, which minimizes our query cost. In this section, we show how

to experimentally calculates for the horizontal pruning policy (the calculation for the

vertical pruning can be performed in a similar fashion).

Given the functionf(s) of Figure 5.12, we can now calculate the optimal sizes

by using our analysis in Section 5.4 as follows: First, we getan analytical form of the

functionf(s) of Figure 5.12, by performing fitting on the data points. We found that

f(s) can be approximated well by the polynomial:

f(s) = 0.135 + 6.779 · s − 29.432 · s2 + 60.730 · s3

−57.567 · s4 + 20.401 · s5
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Figure 5.17: Combining horizontal and vertical pruning.

By applying Theorem 4, we can now calculate the optimal index size ass = 0.179.

That is, we can minimize our query cost when we create a horizontally-pruned p-index

of about 17.9% of the full index’s size.

5.7.5 Combining horizontal and vertical pruning

In Sections 5.7.2 and 5.7.3 we studied the individual performance of our horizontal and

vertical pruning schemes. One interesting question however is how do these policies

perform in combination? What fraction of queries can we guarantee if we apply both

horizontal and vertical pruning in our full indexIF ?

To answer this question, we performed the following experiment. We started with

the full indexIF and we applied horizontal pruning to create an indexIh
P of sizesh ·
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100% of IF . After that, we further applied vertical pruning toIh
P , and created our final

p-indexIP of sizesv·100% of Ih
P . We then calculated the fraction of guaranteed queries

in IP . We repeated the experiment for different values ofsh andsv. The result is shown

on Figure 5.17. The x-axis shows the index sizesh after applying horizontal pruning;

the y-axis shows the index sizesv after applying vertical pruning; the z-axis shows the

fraction of guaranteed queries after the two prunings. For example the point (0.2, 0.3,

0.4) means that if we apply horizontal pruning and keep20% of IF , and subsequently

on the resulting index we apply vertical pruning keeping30% (thus creating a p-index

of size20% · 30% = 6% of IF ) we will be able to guarantee40% of the queries.

By observing Figure 5.17, we can see that for p-index sizes smaller than50%, our

combined pruning does relatively well. For example, by performing 40% horizontal

and40% vertical pruning (which translates to a pruned index withs = 0.16) we can

provide a guarantee for about60% of the queries. In Figure 5.17, we also observe a

“plateau” forsh > 0.5 andsv > 0.5.

In order to investigate the combination of horizontal and vertical pruning in more

detail, we converted the graph of Figure 5.17 to a 2-dimensional version as shown in

Figure 5.18. The horizontal axis shows the eventual sizes of our p-index after the

two prunings; this is essentially a multiplication of a pairof sh andsv values from

Figure 5.17. The vertical axis shows the fraction of queriesthat we can guarantee

to be correct at a given sizes. In the parentheses we denote the(sh, sv) values that

correspond to a given point in the graph. If two or more pairs of sh and sv from

Figure 5.17 would yield the sames, we kept the pair with the highest guarantee. For

example, fors ≈ 0.1, we can guarantee aboutf(s) = 60% of the queries, if we apply

horizontal pruning withsh = 0.52 and then vertical pruning withsv = 0.2. The graph

shows that for p-index sizess < 0.3, we get the highest fraction of guaranteed queries

when we employ both horizontal and vertical pruning. In thisrange, vertical pruning

178



typically creates a p-index with sizesv between20 − 30%. For values ofs > 0.3,

horizontal pruning takes over; for this range of p-index sizes we can get the highest

fraction of guaranteed queries by simply performing horizontal pruning.

5.8 Related Work

For an overview ofinverted indexingin Web search engines and IR systems in general,

the reader may refer to [ACG01, BR99, WMB99]. Experimental studiesand analyses

of variouspartitioning schemesfor an inverted index are presented in [CML00, JO95,

MRY01, TG93]. The pruning algorithms that we have presentedin this dissertation

are independent of the partitioning scheme used.

The exactranking functionsthat are being used by current search engines are

closely guarded secrets. It is common knowledge, however, that the results are ranked

mainly based on a query-dependent relevance and a query -independent document

“quality” (as we discussed in Section 5.2). Query-dependent relevance can be calcu-

lated in a variety of ways (see [BR99, SM83, WMB99]). Similarly, there are a number

of works that measure the “quality” of the documents, typically as captured through

link-based analysis [Hav02, Kle99, LM00, RD02, PBM99]. Our work is independent

of the exact ranking function that is being used; our only requirement is the ranking

function to be monotonic.

There has been a great body of work ontop-k result calculationin the Databases

and IR community. The main idea is to either stop the traversal of the inverted lists

early, or to shrink the lists by pruning postings from the lists [BL85, Fag, Fag99,

WL93]. The works in [AKM01, CCF01, LS03, PZS96], are the most related to ours,

as they describe pruning techniques based on the idea of keeping the postings that con-

tribute the most in the final ranking. However, [AKM01, CCF01, PZS96] do not con-
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sider any query-independent quality (such as PageRank) in the ranking function. Long

and Suel, do investigate pruning algorithms that involve PageRank, in a work [LS03]

mainly geared towards optimizing query throughput and response time. The works

in [BGM02, CG96, GBK01], present algorithms for determining the top-k results

in (mainly multimedia) databases under different scenarios. For example [BGM02]

considers the case where (some of) the data are not sorted, while [CG96] devises ef-

ficient query plans within a relational database. Our work essentially extends that

of [AKM01, BGM02, CCF01, LS03, PZS96], by requiring our index toprovide acor-

rectness indicationalong with the result, and by proposing modifications to the prun-

ing techniques that make this possible. Our approach on the correctness indication was

inspired by [FLN01].

Search engines typically use various methods ofcachingas a means of reducing

the cost associated with every query. With result caching, we can take advantage of

repeated queries in the query stream by caching the computedresult [LM03, LM04,

Mar01, XO02]. Similarly, but operating at a lower level, we can cache frequently-

accessed inverted lists [LS05, SMZ01]. There have also beenproposed multi-level

caching schemes where we can cache both lists and results [SMZ01], or we can cache

lists, results and projection lists (i.e. pairs of frequentterms) [LS05] to improve query

response times. Determining which parts of an index to cacheis, in principle, similar to

pruning an index to keep the most important postings. In thisdissertation, we showed

how a pruned index can provide us with acorrectness indicationof the results. The

methods and algorithms that we presented can potentially beused to extend existing

caching schemes. The exact details can be an interesting avenue for future work.

As a final note, we should remark that various pruning or caching techniques are

most probably employed by current search engines. Since this kind of information is

kept confidential, we are not aware of the techniques appliedin a real search engine.
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5.9 Summary

Web search engines typically prune their large-scale inverted indexes in order to scale

to enormous query loads. While this approach may improve performance, by comput-

ing the top results from a pruned index we may notice a significant degradation in the

result quality.

In this chapter, we studied how we can avoid the degradation of search quality.

Our algorithms were explored in the context of the popularcluster architecturethat

search engines employ today. In particular, we studied new pruning techniques and

answer computation algorithms thatguaranteethat the top matching pages arealways

placed at the top of search results, although we use a pruned index. We provided

theoretical justification of our proposed techniques and experimental evaluation on real

Web data. Our results showed that both our horizontal and vertical pruning schemes

can effectively be used to to prune an inverted index withoutany degradation in the

quality of the results.
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CHAPTER 6

Content-based Spam Detection

6.1 Introduction

From its modest beginnings as a means to share Physics data, the Web has grown to

be a central part of cultural, educational and, most importantly, commercial life. Mil-

lions of users today are performing financial transactions on Web pages, varying from

buying goods, to booking travel and hotels, to applying for credit cards or mortgages.

Due to the astonishing amount of information available on the Web, users typically

locate useful Web pages by querying a search engine. Given a query, a search engine

identifies the relevant pages on the Web and presents the users with the links to such

pages, typically in batches of 10–20 links. Once the users see relevant links, they may

click on one or more links in order to visit the pages.

In the last few years, this model of reaching relevant information through the use

of search engines has become pervasive. Several sites on theWeb observe an ever-

increasing portion of their traffic coming from search engines referrals. For example,

Jacob Nielsen’s site HypertextNow, which attracts visitors interested in Web ratings

and usability, receives about a third of its traffic through such referrals [Nie], and

search engine referrals have increased by about 10% in the last year.

For many commercial Web sites, an increase in search engine referrals translates

to an increase in sales, revenue, and, one hopes, profits. According to the US Census

Bureau, total US e-Commerce sales in 2004 amounted to $69.2 billion (or 1.9% of
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total US sales), and Web-based e-Commerce continues to grow at a rate of 7.8% per

year [Cen]. Forrester Research predicts that online US business-to-consumer sales of

goods including auctions and travel will amount to $172 billion in 2005 [Joh], and will

grow to $329 billion in 2010, accounting for 13% of all US retail sales. In order for

commercial Web sites to tap into this accelerating market, they have to increase their

traffic, which is tantamount to showing up in the first few1 search engine results.

Given the large fraction of Web traffic originating from searches and the high po-

tential monetary value of this traffic, it is not surprising that some Web site operators

try to influence the positioning of their pages within searchresults. Some operators

attempt to influence their positioning through ethical, or white-hat, Search Engine Op-

timization (SEO) techniques, improving the quality and appearance of their content

and serving content useful to many users.

However, many Web site operators try to manipulate the ranking functions of

search engines by using less-ethical gray-hat and black-hat SEO techniques. These

include the creation of extraneous pages which link to a target page (link stuffing).

Using link stuffing, Web sites can increase the desirabilityof target pages to search

engines using link-based ranking. The content of other pagesmay be engineered so as

to appear relevant to popular searches, a technique known askeyword-stuffing. The

hope is that the target pages will rank high within the searchengine results for included

terms and thereby draw users to visit their Web sites. The practices of crafting Web

pages for the sole purpose of increasing the ranking of theseor some affiliated pages,

without improving the utility to the viewer, are called Web spam. Figure 6.1 shows an

example of a spam page: this page contains important keywords, however its content

is, on the whole, useless to a human viewer. In the context of search engines, spam

1A recent study [JS03] showed that approximately 80% of search engine users look at no more than
the first 3 batches of results. Therefore, unless a site is listed in the first few results, it is highly unlikely
to see its traffic increasing.
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can be a great nuisance for several reasons. First, since there are financial advantages

to be gained from search engine referrals, Web site operators generating spam deprive

legitimate sites of the revenue that they might earn in the absence of spam. To the ex-

tent that search engines allow spam to distort recommendations, they are unwittingly

complicit in this unfairness towards legitimate sites. Second, if a search engine returns

spam Web pages to its users, they will be confronted with irrelevant results, which may

lead to frustration and disappointment in the search engines services. Finally, a search

engine may waste significant resources on spam pages. Unlessdetected, the spam

pages are crawled (thus wasting network bandwidth), processed (thus wasting CPU

cycles), indexed (thus wasting storage space), and matchedagainst queries (wasting

CPU cycles and disk bandwidth in matching, and network bandwidth when returning

results). Given the amount of spam on the Web (estimated to be13.8% of English-

language pages, as shown in Section 6.3), a search engine which does not distinguish

spam wastes one-seventh of its resources for spam alone.

Creating an effective spam detection method is a challengingproblem. Given the

size of the Web, such a method has to be automated. However, while detecting spam,

we have to ensure that we identify spam pages alone, and that we do not mistakenly

consider legitimate pages to be spam. At the same time, it is most useful if we can

detect that a page is spam as early as possible, and certainlyprior to query processing.

In this way, we can allocate our crawling, processing, and indexing efforts to non-spam

pages, thus making more efficient use of our resources.

In this dissertation, we explore a variety of methods for detecting spam. Each

method is highly parallelizable, can run in time proportional to the size of the page, and

identifies spam pages by analyzing the content of every downloaded page. We present

experiments performed on a subset of a crawl performed by MSNSearch [MSN]

demonstrating the relative merits of every method. We also present how to employ
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machine learning techniques that combine our individual methods to create a highly

efficient and reasonably-accurate spam detection algorithm. The approaches described

in this dissertation extend previous work in identifying Web spam [FMN04, FMN05].

The remainder of this chapter is structured as follows: In Section 6.2 we describe

our experimental framework and the real-world data set thatwe used. In Section 6.3

we estimate the prevalence of spam in our data set. In Section6.4 we describe the

spam-detection methods that we explored and in Section 6.5 we examine how well

these methods can work in combination. In Section 6.6 we discuss related work, and,

finally, in Section 6.7 we offer some concluding remarks and outline directions for

future work.

6.2 Experimental framework and data set

In order to design and evaluate our spam detection algorithms, we used a collection of

105, 484, 446 Web pages, collected by the MSN Search [MSN] crawler, to serve as a

proxy for the Web at large. These pages were collected duringAugust 2004, and were

drawn arbitrarily from the full MSN Search crawl.

The MSN Search crawler discovers new pages using a roughly breadth-first explo-

ration policy, and uses various importance estimates to schedule recrawling of already-

discovered pages. Therefore, pages crawled using such a policy may not follow a uni-

form random distribution; the MSN Search crawler is biased towards well-connected,

important, and high-quality pages. In addition, the MSN Search crawler already uses

numerous spam detection heuristics, including many described in [FMN04].

Although our data set may not correspond to a random sample ofthe Web, we be-

lieve that our methods and the numbers that we report here still have merit for the fol-

lowing reasons. First, although our crawler focuses on well-connected and important
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Figure 6.1: An example spam page; although it contains popular keywords, the overall

content is useless to a human user.
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pages, these pages are typically ranked most-highly by search engines. Therefore, the

numbers on spam that we report in this dissertation approximate what will eventually

be perceived by users of search engines. Second, since the crawler already discards or

downgrades some of the spam, the numbers and metrics that we report in the following

sections are a conservative estimate of the impact of Web spam.

In the next section, we examine the distribution of spam on the Web in more detail,

while in Section 6.4 we present methods for detecting it.

6.3 How much spam?

In this section we seek to gain insight into how pervasive spam is on the Web and

whether some pages are more likely to be spam than others. To assess this, we per-

formed two experiments. In the first experiment we investigated whether some partic-

ular top-level domains were more likely to contain spam thanothers. To that end, we

drew uniform random samples (of varying sizes) from each of the eight most-popular

top-level domains, which cumulatively contain 80% of all pages in our collection.

Each page was manually classified as spam or non-spam.

Figure 6.2 shows the results of this experiment. The horizontal axis denotes the

top-level domain and the vertical axis shows the fraction ofspam within a particular

domain. The numbers in this graph are reported with a 95% confidence interval, rep-

resented by the vertical interval lines surmounting every bar. The confidence intervals

vary in size, due to the differing numbers of samples drawn indifferent domains.

Figure 6.2 indicates that the top-level domain in which the greatest percentage of

pages are spam is the.biz domain, where approximately 70% of all pages are spam;

the .us domain comes second with about 35% of its pages belonging to the spam

category. As one might expect, our sample set contains no spam pages from the .edu
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Figure 6.2: Spam occurence per top-level domain in our data set.
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Figure 6.3: Spam occurence per language in our data set.
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domain.

In our second experiment, we investigated whether pages written in some particular

language were more likely to be spam than those written in other languages. For this

experiment, we randomly selected pages from the five most popular languages in our

collection, which cumulatively account for 84% of all pages.Figure 6.3 shows this

experiment. The horizontal axis shows the language of the page and the vertical axis

shows the fraction of spam for pages written in a particular language. Again, the

numbers are reported with a 95% confidence interval. Figure 6.3 demonstrates that

among all the pages in our collection, pages written in French are the ones most likely

to be spam: approximately 25% of all French pages belong to the spam category.

Similarly, about 22% of German-language pages are spam.

These two experiments demonstrate that spam Web pages represent a significant

fraction of the overall pages on the Web. Additionally, certain domains (such as.biz)

are riddled with spam pages. These observations naturally lead us to search for effec-

tive spam detection methods, a search we undertake in the next section.

6.4 Content-based spam detection

In [FMN05], the authors examined a number of spam detection heuristics. Some of

these heuristics were completely independent of the content of the Web pages (instead

using features such as the hyperlink structure between pagesand the DNS records of

hosts), while others treated words as uninterpreted tokens(for example, by clustering

pages into sets of near-duplicates, and by measuring the rate of page evolution).

In this dissertation, we explore an additional set of heuristics, all of them based on

the content of Web pages. Some of these heuristics are independent of the language a

page is written in, others use language-dependent statistical properties.
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In our data set, the majority of the pages (about 54%) are written in the English

language, as determined by the parser used by MSN Search.2 We drew a uniform

random sample, henceforth named DS, of 17,168 pages out of the English-written

portion of the 105 million pages.3 We manually inspected every sampled page and

labeled it as spam or not. In DS, 2,364 pages (13.8%) were labeled as spam, while 14,

804 (86.2%) were labeled as non-spam. The remainder of this section describes most

of the content-based heuristics we explored in detail.

6.4.1 Number of words in the page

One popular practice when creating spam pages is keyword stuffing. During keyword

stuffing, the content of a Web page is augmented (or stuffed) with a number of popular

words that are irrelevant to the rest of the page. The hope is that by mixing extraneous

words with the legitimate content, the spam page will match against more queries, and

thereby be seen by more users.

In most cases, in order to maximize the chance of being returned to users, spam

pages augment their content with dozens or even hundreds of extraneous words. In

our first experiment we investigate whether an excessive number of words within a

Web page (excluding markup) is a good indicator of spam. To this end, we plotted the

distribution of the number of words for each Web page in our data set. The result is

shown in Figure 6.4.

This figure, like all figures in the remainder of this section,consists of a bar graph

and a line graph. The bar graph depicts the distribution of a certain aspect (in this case,

the number of non-markup words) of all English pages in our 105 million document

2The MSN Search crawler uses proprietary algorithms for determining the language of a page on the
Web, not just the meta-data on the page.

3We have evaluated our methods with samples written in other languages, such as French or German.
Our findings for the English Web roughly hold for these languages as well, although the details differ.
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collection. The horizontal axis depicts a set of value ranges (in Figure 6.4, the first

range holds the pages containing between 1 and 50 words). Theleft scale of the ver-

tical axis applies to the bar graph, and depicts the percentage of pages in our English

collection that fell into a particular range. The right scale of the vertical axis applies

to the line graph, and depicts the percentage of sampled pagesin each range that were

judged to be spam.

As can be observed in Figure 6.4, more than half of all Web pages contain fewer

than 300 words, and only 12.7% of all pages contain at least 1000 words. The dis-

tribution of the bar graph is vaguely Poisson, with a mode of 2words, a median of

281 words, and a mean of 429.2 words. Moreover, the prevalence of spam is higher

for pages with more words, although the line graph gets noisier towards the right, due

to the small number of sampled pages containing many words. While there is a clear

correlation between word count and prevalence of spam, counting words alone may

not make for a good heuristic, since it entails a very high rate of false positives: for

almost all word count ranges, the percentage of spam pages isbelow 50%.

6.4.2 Number of words in the page title

A common practice among search engines during the selectionof query results is to

consider the appearance of the query keywords in the title ofthe pages. Some search

engines give extra weight to the presence of query terms in page titles. In reaction,

another commonly used spam technique is keyword stuffing in the titles of pages.

In this experiment, we investigate whether excessive appearance of keywords in

the title of a page presages that the page is spam. Therefore,we have repeated the

previous experiment, but this time we plotted the distribution of the number of words

appearing within theTITLE tag of pages instead of their entire content.

The results are shown on Figure 6.5. The distribution appears lognormal, with a
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Figure 6.4: Prevalence of spam relative to number of words onpage.
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Figure 6.5: Prevalence of spam relative to number of words intitle on page.

mode of 3, a median around 5, and a mean of 5.96. Again, the prevalence of spam is

higher for pages with more words in the title, and the line graph gets noisier towards

the right. It is noteworthy that there appears to be a discontinuity for page titles with

24 words or more; pages with such long titles are more likely to be spam than not,

but alas account for only 1.2% of the overall Web. Comparing the rightmost portions

of Figures 6.4 and 6.5, we observe that an excessive number ofwords in the title of a

page is a better indicator of spam than the number of words in the full page.

6.4.3 Average length of words

One relatively uncommon practice that we observed within our manually tagged data

set is the use of composite words in spam pages. This technique takes keyword stuffing
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one step further, concatenating a small number (2 to 4) of words to form longer com-

posite words. Examples of such words are free pictures, download video, free mp3,

etc. Spam pages with such words are targeting a particular class of misspelled queries,

when a user omits the spacing between query words.

In order to further investigate this phenomenon, we calculated the average length

(in characters) of the non-markup words in every page, resulting in the distribution of

Figure 6.6. The horizontal axis represents the average number of words within a page.

The distribution is bell-shaped, with a mode, median, and mean of 5.0. Most of the

pages have an average word length between 4 and 6. For these pages the prevalence

of spam is typical, ranging from 10 to 20%. However, Figure 6.6 shows a correlation

between longer-than- typical average word length and the likelihood of spam. Most

notably, 50% of the pages with an average word length of 8 are spam, while every

sampled page with an average word length of 10 is spam.

6.4.4 Amount of anchor text

Another common practice among search engines is to considerthe anchor text of a link

in a page as annotation describing the content of the target page of that link. The main

idea is that if page A has a link with the anchor text computerspointing to page B, then

we may conclude that page B talks about computers, even if thatparticular keyword

appears nowhere in page B. Some search engines take this into account when ranking

pages, and might return page B as a result to a query containing the word computers,

particularly if the query is otherwise difficult to satisfy.

Consequently, some spam pages exist solely for the purpose ofproviding anchor

text for other pages. Such spam pages are often catalogs of links pointing to a number

of other pages. To investigate anchor-text-based spam in detail, we performed the

following experiment: for every Web page in our data set we calculated the fraction of
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Figure 6.6: Prevalence of spam relative to average word length of page.
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all words (excluding markup) contained in anchor text, and we plotted the distribution

of these anchor text fractions.

The result is shown on Figure 6.7. The horizontal axis represents ranges of anchor-

text fractions (e.g. 5%–5.99% of anchor text). The left-mostbar indicates that 14.1%

of all documents have less than 1% anchor text. The bars to theright show a gradual

decline in the fraction of pages, roughly consistent with anexponential decay until

reaching a natural upper-bound when all of the text on a page is anchor text. The mode

of the distribution is at 0%, the median at 15%, and the mean at21%. The spam-

probability line seems to have an upward trend, alas with a very mild slope. Overall,

higher fractions of anchor text may imply higher prevalenceof spam, but, similar to

Section 6.4.1, using anchor text alone to capture spam may lead to a high number of

false positives.

6.4.5 Fraction of visible content

In order to provide more relevant results to their users, some search engines use infor-

mation from certain HTML elements in the pages that are not rendered by browsers.

Such elements are, for example, comments within the body of apage, or theALT at-

tribute assigned to images orMETA tags in the header. Such elements are meant to be

used as hints to the nature of the page or image, but are often exploited by spam pages

as an invisible target for keyword stuffing.

To expose the role invisible content plays in spam, for everypage in our data set,

we calculated the fraction of visible content. We define the fraction of visible content

to be the aggregate length (in bytes) of all non-markup wordson a page, divided by

the total size (again in bytes) of the page. Figure 6.8 shows the distribution of these

fractions of visible content. As in previous figures such as Figure 6.5, the bar graph

is vaguely log-normal, with a mode of 4%, a median around 10%,and a mean around

197



Figure 6.7: Prevalence of spam relative to amount of anchor text of page.
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Figure 6.8: Prevalence of spam relative to fraction of visible content on page.

14%. The graph suggests that most Web pages consist primarily of markup, including

script and CSS blocks. It is apparent that the right tail is heavy compared to other

figures.

The line graph rises as the fraction of visible content increases; it ends at 82% visi-

ble content because our set of sampled pages contained no pages with a larger fraction.

This suggests that many spam pages contain less markup than normal Web pages. This

makes intuitive sense many spam pages are meant to be indexedby search engines for

the purpose of keyword stuffing, and are not intended for human consumption. Con-

sequently, little attempt is made at creating an aesthetically pleasing presentation.
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6.4.6 Compressibility

Some search engines give higher weight to pages containing the query keywords sev-

eral times. For example, for a given query term, a page that contains it ten times may

be higher ranked than a page that contains it only once. To take advantage of such

engines, some spam pages replicate their content several times in an attempt to rank

higher.

There are any number of methods for capturing repeated content or words with a

Web page, ranging from calculating word frequency distributions to shingling-based

techniques (as seen in [FMN05]). Our approach in this section to locating redundant

content within a page is to compress the page; to save space and disk time, search

engines often compress Web pages after indexing them, but before adding them to a

page cache. Given redundant data within a Web page, a compressor can represent a

second copy using a reference to the first, reducing the totalamount of storage needed.

More redundancy implies fewer bits per encoded byte. We measure the redundancy

of Web pages by the compression ratio, the size of the uncompressed page divided by

the size of the compressed page. We used GZIP [GZI] to compress pages, a fast and

effective compression algorithm.

Figure 6.9 depicts the correlation between the compressionratio of a page and the

likelihood that the page is spam. The bar graph in this figure is again bell-shaped,

with a mode of 2.0, a median of 2.1, and a mean of 2.11. 4.8% of all pages inflate (as

opposed to deflate) during compression; these pages are generally very short, and the

inflation is due to inclusion of header information and an initial dictionary.

The line graph, depicting the prevalence of spam, rises steadily towards the right

of the graph. The graph gets quite noisy beyond a compressionratio of 4.0 due to a

small number of sampled pages per range. However, in aggregate, 70% of all sampled

pages with a compression ratio of at least 4.0 were judged to be spam.
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Figure 6.9: Prevalence of spam relative to compressibilityof page.

201



6.4.7 Fraction of page drawn from globally popular words

Previous sections have presented a variety of means by whichkeyword stuffing might

be observed. Its easy to generate pages making random selections from a dictionary.

But where do the keywords in spam pages come from? Are they drawn randomly

from all English words, or from a restricted set representative of typical queries? An

example of this phenomenon was shown in Figure 6.4, where thegenerated phrases are

drawn from a focused vocabulary, missing the articles and conjunctions rarely found

in queries.

To attempt to examine this behavior, we examine pages for a surfeit or deficit in

the number of very common words. We first identified the N most frequent words in

our corpus. We then computed, for each page, the fraction of words contained in that

page found among the N most common words. We repeated this fora few choices of

N; in this section we show only the graph resulting from N = 200. The graphs for N =

100, 500, and 1000 are qualitatively similar.

Figure 6.10 is based on the fraction of words on a page that arecontained in the

set of 200 words that occur most frequently in the English portion of our 105 million

document corpus. The bar graph exhibits a vaguely Gaussian characteristic, with a

mode of 40%, a median around 38%, and a mean of 36.2%. The line graph rises

towards the left of the graph, suggesting that some class of spam pages is generated by

drawing words from a dictionary uniformly at random, as opposed to according to the

word frequency distribution of English.

6.4.8 Fraction of globally popular words

In Section 6.4.7, we examined the prevalence of spam in pages, based on the fraction

of stop-words that they contain. One easy way to fool this metric, would be to simply
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Figure 6.10: Prevalence of spam relative to fraction of words on page that are among

the most frequent 200 words in the entire corpus.
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include a single stop word several times within the content of a spam page. To account

for this potential pitfall, we will also measure the fraction of the N most popular words

contained within a particular page.

Although the two metrics of the current section and Section 6.4.7 may sound sim-

ilar, they are actually very different. To understand why, consider the following exam-

ple: assume the worda is one of the 500 most popular English words. With respect to

the metric used in Section 6.4.7, if a Web page contained justone word, and that word

wasa, that Web page would score 1, since 100% of the words on the Webpage were

popular. With respect to the metric used in the current section, however, if a Web page

contained just one word, and that word wasa, that Web page would score1
500

since

only 1 of the 500 most popular words were contained in that Webpage. The main

intuition is that, although the Web page should contain somenumber of stop words, at

the same time, these stop words should be relatively diverse.

Figure 6.11 is based on the fraction of the 500 most popular words that are con-

tained within a page. The bar chart shows a left-truncated Gaussian, with much of the

truncated mass appearing as a spike at the left-hand edge. The distribution has a mode

of 0%, a median of 13%, and a mean of 14.9%. The prevalence of spam is modest

throughout the range, with a dramatic spike for those few pages in which 75% or more

of the popular words appear on the page.

6.4.9 Independent n-gram likelihoods

A fair number of spam Web pages contain an assortment of wordsdrawn more or

less at random from a dictionary. If the words are drawn uniformly at random, the

technique described in Section 6.4.7 will flag those pages; however, if the words are

drawn according to the word frequency distribution of the language from which the

constituent words on the page are drawn, the abovementionedtechnique will not flag
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Figure 6.11: Prevalence of spam relative to fraction of the most frequent 500 words

from corpus that are among the words of a page.
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the page. Ideally, we would like to analyze the content of thepage for grammatical

and ultimately semantic correctness; however, the NLP techniques required for this

are computationally expensive. An alternative, more lightweight approach is to use a

statistical technique, looking for probabilistic local consistency.

More concretely, we segment each document from our large corpus into n-grams of

n consecutive words (where typical values for n are 3 or 4). Wedefine the probability

of occurrence of the n-gramwi+1 · · ·wi+n starting at wordi + 1 to be:

P (wi+1 · · ·wi+n) =
number of occurrences ofwi+1 · · ·wi+n

total no. of n-grams
(6.1)

Note that n-grams are overlapping; for example, the third word of a document is

covered by the first, second, and third tri-gram (assuming the document has at least 5

words). Nevertheless, we will make the simplifying assumption that n-grams are cho-

sen independently of each other. This assumption makes it easier (in terms of memory

consumption) to compute the independent probability of alln-grams. The probability

of a document withk n-grams (and hencek + n− 1 words), under the simplifying as-

sumption that the occurrence probabilities of the individual n-grams are independent

of each other, is the product of the individual probabilities. We can normalize for doc-

ument length by taking the k-th root of the product (in other words, by computing the

geometric mean of the individual n-gram probabilities:

k

√

√

√

√

k−1
∏

i=0

P (wi+1 · · ·wi+n) (6.2)

We can minimize computational effort and avoid underflow4 by computing the

4Virtually all contemporary microprocessors implement IEEE floating point arithmetic standard 754,
where numbers are expressed as fractional multiples of a power of 2, and the smallest possible value of
the exponent is -1023.
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logarithm of this quantity (and negating that number so as toend up with a positive

result), which allows us to rewrite the formula as follows:

IndepLH= −1

k

k−1
∑

i=0

log P (wi+1 · · ·wi+n) (6.3)

We call this metric the independent likelihood of a document; documents with a

high IndepLH value are composed of infrequently occurring n-grams.

Figure 6.12 illustrates the relationship between the distributions of the independent

likelihood of a document and the probability that it is spam.As in previous figures, the

bar graph is bell-shaped, with a mode of 18.7, a median of 18.5, and a mean of 17.7.

The line graph rises on both the left and right, meaning that documents composed of

frequently occurring n-grams are more likely to be spam, probably due to the self-

repetitive nature of some spam, and documents composed of improbable n-grams are

more likely to be spam, probably due to grammatical improbability of random text.

6.4.10 Conditional n-gram likelihoods

As mentioned above, the independent likelihood metric of Section 6.4.9 is based on

the simplifying assumption that the occurrence probabilities of the individual n-grams

are independent of each other. A better (but computationally more expensive way) to

model the likelihood of documents is to compute the probability of an ngram condi-

tioned on observing its (n − 1)-word prefix:

P (wi+n | wi+1 · · ·wi+n−1) =
P (wi+1 · · ·wi+n)

P (wi+1 · · ·wi+n−1)
(6.4)

Using this definition, and performing similar transformations as in Section 6.4.9,

we can define the conditional likelihood of a document as follows:
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Figure 6.12: Prevalence of spam relative to independent likelihood of word 3-grams

on the page.

208



Figure 6.13: Prevalence of spam relative to conditional likelihood of word 3-grams on

the page.

CondLH= −1

k

k−1
∑

i=0

log P (wi+n | wi+1 · · ·wi+n−1) (6.5)

Figure 6.13 illustrates the relationship between the distributions of the conditional

likelihood of a document and the probability that it is spam.The bar graph resembles

a reversed log-normal distribution, with a mode of 4.4, a median of 3.9, and a mean of

3.53; the line graph exhibits properties similar to that in Figure 6.12.
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6.5 Using classifiers to combine heuristics

In the previous section, we presented a number of heuristicsfor assaying spam Web

pages. That is, we measured several characteristics of Web pages, and found ranges

of those characteristics which correlated with a page beingspam. Nevertheless, when

used individually, no technique uncovers most of the spam inour data set without

flagging many non-spam pages as spam. For example, considering the compression

ratio heuristic described in Section 6.4.6, one of our most promising methods, the

average probability of spam for ratios of 4.2 and higher is 72%. But only about 1.5%

of all pages fall in this range. This number is far below the 13.8% of spam pages that

we identified in our data set. In this section, we study whether we can detect spam

more efficiently by combining our heuristics. Our hope is that if we apply multiple

spam detection heuristics and then combine the outcome of every heuristic we will be

able to detect more spam pages with greater accuracy.

One way of combining our heuristic methods is to view the spamdetection problem

as a classification problem. In this case, we want to create a classification model (or

classifier) which, given a Web page, will use the pages features jointly in order to

(correctly, we hope) classify it in one of two classes: spam and non-spam. In general,

constructing a classifier involves a training phase during which the parameters of the

classifier are determined, and a testing phase during which the performance of the

classifier is evaluated.

In order to train our classifier, we used the pages in the manually classified set DS

to serve as our training data set. For our feature set, we usedthe metrics described

in Section 6.4 along with their variants (e.g. we calculatedn-grams for n=2,4 and

5 in addition to 3-grams), 20 binary metrics that measure theoccurrence of specific

phrases (privacy policy, customer support, etc.), and 8 content-based features described

in [FMN05]. For every Web page (i.e. training sample) in DS, we calculated the value
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for each of the features, and we subsequently used these values along with the class

label for the training of our classifier.

We experimented with a variety of classification techniques:decision-tree based

techniques, rule-based techniques, neural nets and support vector machines. We found

that decision-tree based techniques performed best, but that the other techniques were

not far behind. Due to space constraints, we will report on only the best-performing

classification technique, namely a C4.5 decision tree classifier [Qui93]. The accuracy

numbers for other classifiers were slightly below C4.5.

At a high level, the C4.5 classification algorithm works as follows: given the train-

ing data set and the set of features, the algorithm creates a flow-chart-like tree structure.

Every internal node of the tree corresponds to a test of the value of a particular feature;

every edge is an outcome of the test; the leaves of the tree correspond to classes. For

every internal node, C4.5 picks the feature to test and its outcomes using the entropy-

based GainRatio metric [Qui93]. The features that best separate the training samples

(i.e. minimize the class entropy after the separation) are placed higher in the tree. For a

more elaborate description of C4.5, the interested reader can consult Quinlan [Qui93].

We trained our C4.5 classifier using the DS training set. A portion of the resulting

classification tree is shown in Figure 6.14. To apply the treeto a page, we check the

value of the property named in the root node of the tree, and compare it to the threshold

associated with the outgoing edges. Depending on the outcome, we follow the left or

right edge, and repeat the procedure until a leaf node is reached, assigning a class

to the page. For example, considering the tree in Figure 6.14, a page whose 5-gram

independent likelihood value (see Section 6.4.9) is less than 13.73 and which contains

at most 62 of the 1000 most-popular words is classified as non-spam.

In order to evaluate the accuracy of our classifier, we employed a technique known

as ten-fold cross validation. Ten-fold cross validation involves dividing the judged data
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Figure 6.14: A portion of the induced C4.5 decision tree for spam detection. The

ellipsis indicate elided portions of the tree.
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class recall precision

spam 82.1% 84.2%

non-spam 97.5% 97.1%

Table 6.1: Recall and precision of our classifier.

set randomly into 10 equally-sized partitions, and performing 10 training/testing steps,

where each step uses nine partitions to train the classifier and the remaining partition

to test its effectiveness.

Using a C4.5 classifier and ten-fold cross-validation, we evaluated each of the

heuristics in Section 6.4 individually. The compression ratio heuristic described in

Section 6.4.6 fared best, correctly identifying 660 (27.9%) of the spam pages in our

collection, while misidentifying 2,068 (12.0%) of all judged pages.

Using all of the aforementioned features, the classification accuracy after the ten-

fold cross validation process is encouraging: 95.4% of our judged pages were classi-

fied correctly, while 4.6% were classified incorrectly. Morespecifically, for the spam

class 1,940 out of the 2,364 pages, were classified correctly. For the non-spam class,

14,440 out of the 14,804 pages were classified correctly. Consequently, 788 pages

were classified incorrectly.

We can summarize the performance of our classifier using a precision- recall ma-

trix. The precision-recall matrix shows the recall (the true-positive and true-negative

rates, i.e. the fraction of positive (spam) and negative (non-spam) pages that were cor-

rectly classified) as well as the precision (the fraction of predicted spam and non-spam

pages that were actually in this class):

These results are encouraging for two reasons. First, usinga classifier to combine

our heuristic methods of Section 6.4 is useful in identifying Web spam (we were able

to correctly classify 82.1% of all spam). At the same time, our precision is also high, as
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out of all the pages that we classified as spam, 84.2% actuallybelonged to that class.

Second, our classifier is very good at ruling-out legitimatepages: it could correctly

identify 97.5% of all legitimate pages, with a precision of 97.1%. Overall, we can

capture most of the spam by penalizing very few legitimate pages.

6.5.0.1 Improving Classification Accuracy

We have also experimented with various techniques for improving the accuracy of

our classifier. Here, we will report on the two most popular ones: bagging [Bre96]

and boosting [FS95]. Both of these techniques essentially create a set of classifiers,

which are then combined to form a composite classifier. In most cases, the composite

classifier performs better than any individual classifier.

At a high level, bagging operates as follows: given the training set DS we generate

N training sets by sampling n random items with replacement (so some samples may

occur several times in a training set) from DS. For each of theN training sets, we now

create a classifier, thus obtaining N classifiers. In order toclassify a page, we have

each of the N classifiers provide a class prediction, which isconsidered as a vote for

that particular class. The eventual class of the page is the class with the majority of the

votes. For more details on bagging, please refer to [Bre96, Qui96].

For our spam classification task, we performed ten-fold cross validation of bagging

of C4.5 classifiers. Each training set had size 15, 453, leaving 1, 717 elements for

testing. We picked N = 10 and n = 15, 453, i.e. equal to the size of the training set.

The resulting precision/recall values are:

As we can see from the table, bagging improves our accuracy. For pages in the

spam class, 1, 995 out of 2, 364 pages were classified correctly. For the non-spam

class, 14, 611 out of 14, 804 pages were classified correctly.Consequently, 562 pages

were classified incorrectly, improving from 788 without bagging.
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class recall precision

spam 84.4% 91.2%

non-spam 98.7% 97.5%

Table 6.2: Recall and precision after bagging.

class recall precision

spam 86.2% 91.1%

non-spam 98.7% 97.8%

Table 6.3: Recall and precision after boosting.

The second classification improvement technique, namely boosting, operates as

follows. We assign a weight to every item in our training set.Initially all the items have

an equal weight of 1/n, where n is the size of the training set (n = 15, 453 in our case).

These weights represent the probability of occurrence of every item in the training set.

The boosting algorithm then proceeds in N iterations. In every iteration, the training

set along with the weights is used to generate a classifier. For every misclassified item

in the training set, we alter its weight such that the misclassified items are boosted, i.e.

they are given higher weights. In general, this process is repeated until N classifiers

are created. Finally, in order to classify a page, we again consider the prediction from

each of the N as a vote. However, in this case, we determine thefinal class based on a

weighted sum of the votes, instead of bagging’s majority voting. The interested reader

may find the details of boosting in [FS95, Qui96].

In our case, we again picked N = 10. After applying boosting tothe C4.5 classifier

described in the previous section we obtain the following precision/recall values:

The previous table shows a modest increase in the classification accuracy beyond

bagging. For pages in the spam class, 2, 037 out of 2, 364 pageswere classified cor-
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rectly. For the non-spam class, 14, 605 out of 14, 804 pages were classified correctly.

Consequently, 526 pages were classified incorrectly, improving from 562 with bag-

ging.

6.6 Related Work

Web spam as a phenomenon is nearly as old as the Web itself. Webspam has become

more prevalent in the last few years, as more Web site operators use it as a means for

increased traffic, hoping that it will also increase revenue. Nonetheless, Web spam

has started to receive attention from the academic community only recently. Here, we

discuss prior studies that exhibit commonalities with our own.

Machine learning techniques, similar to the C4.5 classifier that we used in Sec-

tion 6.5, have been successfully used to fight email spam (e.g. [Hid02, SDH98]). Here,

we confirm the potential of machine learning to identify spamtext, but we focus on

the orthogonal problem of Web spam, where the text is meant for search engine con-

sumption and not human readers.

Regarding the general role and mechanics of Web spam, Henzinger et al. [HMS02]

acknowledged the great impact of Web spam on search engine quality. Perkins [Per01]

defines a number of spamming techniques, in a paper advocating ethical behavior.

Gyöngyi and Garcia-Molina provide a more formal taxonomy of Web spam [GG05b].

Metaxas and DeStefano [MD05] point out the relationship between Web spam and

other sources of untrustworthy information, namely propaganda. In general, these

studies attest that there are mainly three kinds of Web spam:link spam, content spam

andcloaking.

Link spam is the practice of adding extraneous and misleading links to the Web

pages. An early paper to investigate link spam is Davison et al. [Dav05], which con-
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sidered nepotistic links. Since then, a number of papers have focused on link spam and

ways to detect it and ameliorate its effect on link-based ranking algorithms. Amitay

et al. [ACD03] feed the connectivity features of pages into a rule-based classifier, in

order to identify link spam. Baeza-Yates et al. [BCL05] presenta study of collusion

topologies aiming at boosting PageRank [PBM99] and Adali et al. [ALM05] show that

generating pages with links targeting a single page is one ofthe most effective ways

of link spam. To this end, Zhang et al. [ZGG04] show how to makePageRank robust

against attacks; Gÿongyi et al. [GGP04] introduce TrustRank which finds non-spam

pages by following links from an initial seed of trusted pages; Bencźur et al. [BCS05]

show how to penalize pages that have “suspiciously” increased their PageRank. Wu

and Davison [WD05] and Gÿongyi and Garcia-Molina [GG05a] study how to detect

link farms(i.e. sites exchanging links for mutual benefit). In [FMN04]Fetterly et al.

showed ways of identifying link spam based on diversion of sites from power laws.

Finally, Mishne et al. [MCL05] present a probabilistic method operating on word fre-

quencies, which identifies the special case of link spam within blog comments. Our

work in this dissertation is complementary to these studies, since we are focusing on

spam in the content of the pages as opposed to links.

Content spam is the practice of “engineering” the content of Web pages so that they

appear relevant to popular searches. In [FMN04] Fetterly etal. studied the prevalence

of spam based on certain content-based properties of Web sites. We found that features

such as long host names, host names containing many dashes,dots and digits, little

variation in the number of words in each page within a site, and content overhauls of

pages after successive visits, are, in most cases, good indicators of spam Web pages.

In [FMN05] Fetterly et al. investigated the special case of “copy-and-paste” content

spam, where Web pages are mosaics of textual chunks copied from legitimate pages

on the Web, and presented methods for detecting such pages byidentifying popular

shingles. In this dissertation, we present a variety of content spam detection methods

217



that essentially extend the previous work of [FMN04, FMN05].

Cloaking, finally, is the practice of serving separate copiesof a Web page, depend-

ing on whether the visitor is a crawler or a user. Gyöngyi and Garcia-Molina [GG05b]

present an overview of the current cloaking techniques. Wu and Davison [WD05],

demonstrate the effectiveness of a cloaking detection method that is based on calculat-

ing common words among three separate copies of a page.

6.7 Summary

We have studied various aspects of content-based spam on theWeb using a real-world

data set from the MSN Search crawler. We have presented a number of heuristic meth-

ods for detecting content-based spam. Some of our spam detection methods are more

effective than others, however when used in isolation our methods may not identify

all of the spam pages. For this reason, we combined our spam-detection methods to

create a highly accurate C4.5 classifier. Our classifier can correctly identify 86.2% of

all spam pages, while flagging very few legitimate pages as spam.
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CHAPTER 7

The HiddenSeekHidden-Web Search Engine

7.1 Introduction

As part of this dissertation we have implemented theHiddenSeekHidden-Web search

engine. The goal ofHiddenSeekis to allow users access to the information in the

Hidden Web. HiddenSeekcurrently indexes approximately26 million Hidden-Web

pages from various free Hidden-Web sources that are available online. Within our

search engine, we have incorporated ideas and insights thatwe have presented in the

previous sections of this dissertation.

In this chapter, we briefly describe the architectural components and the user inter-

face ofHiddenSeek.

7.2 The Architecture of HiddenSeek

We now briefly describe the overall architecture ofHiddenSeek. Overall,HiddenSeek

is implemented in collaboration with Infocious [NCC05], a Websearch engine that

employs linguistic analysis to improve search relevance.

An overview of the main modules and their interaction is shown on Figure 7.1.
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Figure 7.1: The architecture of HiddenSeek.
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7.2.1 Crawling the Hidden-Web

The crawler is the part of a search engine that handles the task of retrieving pages from

the Web and storing them locally for processing. Our distributed crawler behaves like

other typical crawlers in the sense that it can discover and follow the links inside a

Web page in order to download other Web pages.

However, we have extended our crawler with the ideas of Chapter 2, in order to be

able to retrieve the pages from the Hidden Web. In addition, we have incorporated in

our crawler the sampling-based policy of Chapter 4 in order tomaintain a fresh subset

of the Web pages with a minimal overhead [CN02].

Once the crawler downloads a page from the Hidden Web it performs two tasks.

First it extracts all the links from the page and sends them tothe link database, de-

scribed next. Second, it hands the page off to the linguisticanalysis component.

7.2.2 The Link Database

The link database performs two functions. First it manages the task of assigning a

globally unique ID for every link that the crawler has identified. The second func-

tionality is to store various static properties of the URLs that HiddenSeekis aware of.

Such information includes the number of incoming links to a Web page, the number of

outgoing links, a content signature, a concept list signature, and the quality of the text

described earlier. This information is used during the ranking of results, as well as for

rescheduling crawls.

7.2.3 Linguistic Processing

This module performs the linguistic analysis that is described in [NCC05] for every

page that the crawler downloads. In summary, this componentapplies various Natural

221



Language Processing (NLP) [MS99] techniques, in order to improve search relevance

later. For example, this module helps our search engine to distinguish between Jaguar

(the car brand) and jaguar (the animal). The exact details ofthis module is out of the

scope of this dissertation, but the interested reader may refer to [NCC05].

7.2.4 Inverted Indexes

As we described in Chapter 5, an inverted index is the typical data structure used for

retrieving documents that are relevant to one or more particular keywords. Given a

collection of Web pages, the inverted index is essentially aset of lists (called inverted

lists), one for each term found in the collection. For every term, a record (also called

a posting) is maintained at its corresponding list. Every posting stores the document

ID that contains a particular term. Additionally, every posting contains the number of

occurrences of the term in the document, along with a list of positional information of

the term.

Along with every positional record, we maintain information regarding the format-

ting of a term (i.e., whether the term should be rendered in bold, what is the font size,

the color, etc.) Furthermore, the index stores functional attributes such as whether the

term appears in the URL of the document, whether it appears in the title, etc.

Finally, for every term occurrence in a document we store in the index any associ-

ated NLP annotations as identified by the linguistic analysis component.

7.2.5 Page Summaries

This module stores and retrieves the HTML-stripped versionof the Web pages that

HiddenSeekindexes. The module takes as input the data from the linguistic processing

modules and stores the pages in a compressed format. Upon returning a document as
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a search result, the document’s summary is retrieved from this module to display the

context around the query words.

7.2.6 Answering a Query

HiddenSeeksupports the standard keyword and phrase searching while returning re-

sults from the Hidden-Web. We should note that the default query semantics in our

search engine is the ANDing of the keywords. That is, similarly to other Web search

engines, we return documents which must contain all of the keywords that the user

specified.

Given a list of documents that contain the user’s keywordsHiddenSeekranks and

sorts the result list so that the most relevant documents aredisplayed first. Ranking

is probably the single most important component of a search engine and is also the

most challenging. It is also an ongoing process that needs tobe constantly tuned and

tailored to the dynamic nature of the Web.

Within HiddenSeekwe take a variety of factors into account for ranking the results.

Such factors include the frequency of the keyword in a document, whether the keyword

appears in the URL of a page, whether it appears in the title of the page, its relative

font size to the rest of the document, etc.

In addition to the above, we use the output of the linguistic analysis module to

return pages of greater quality to the user. The main idea is that if a page is composed

of well-written textual content, it will be promoted, whilethe opposite will happen for

a page with poor textual content (such as spam).
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Figure 7.2: The homepage ofHiddenSeekshowing the default user interface
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Figure 7.3: After issuing querythyroid cancer to HiddenSeekthe user sees

a list of results from Hidden-Web sites. In this figure, results from webmd.com,

pubmed.com anduspto.gov are shown.
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7.2.7 User Interface

HiddenSeekoperates similar to the Web search engines prevalent on the Web. The user

is presented with a search box, as shown in Figure 7.2. The user is free to type any

textual query in the search box and search the Hidden-Web sites thatHiddenSeekhas

currently indexed. For example, Figure 7.3 shows the results returned for the query

thyroid cancer.
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CHAPTER 8

Conclusion and Future Work

8.1 Conclusion

An ever-increasing amount of valuable information on the Web today is hidden behind

search interfaces. This information is collectively called the Hidden Web.

In this dissertation, we studied how we can effectively collect the data from the

Hidden Web and enable the users to search for information within the collected data.

More specifically, we addressed some of the main challenges involved in creating a

search engine for the Hidden Web:

• Crawling the Hidden Web. We studied how to build an effective Hidden-Web

crawler that can facilitate the collection of information from the Hidden Web.

Since there are no links to the Hidden-Web pages, our crawlerneeds to automat-

ically come up with queries to issue to the Hidden-Web sites.

We proposed three different query generation policies for the Hidden Web: a

policy that picks queries atrandomfrom a list of keywords, a policy that picks

queries based on theirfrequencyin a generic text collection, and a policy which

adaptivelypicks a good query based on the content of the pages downloaded

from the Hidden-Web site. The best of our policies, theadaptivepolicy could

download more than90% of a Hidden-Web site after issuing approximately100

queries.
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• Updating the Hidden-Web pages.The information on the Web today is con-

stantly evolving. Once our crawler has downloaded the information from the

Hidden-Web, it needs to periodically refresh its local copyin order to enable

users to search for up-to-date information. We studied the evolution of search-

able Web sites, and we proposed an efficient sampling-based policy for updating

the pages.

• Indexing and searching the Hidden Web. Once we have downloaded the

Hidden-Web pages, we can enable the users to search for useful information.

Search engines typically do this by maintaining large-scale inverted indexes

which are replicated dozens of times for scalability and which are then pruned

in order to reduce the cost of operation.

We showed that the current approaches employed by the searchengines may re-

sult in significant degradation in the quality of results. Toalleviate this problem,

we have proposed modifications to current pruning techniques so that we avoid

any degradation in quality, while realizing the benefit of lower cost of operation.

• Fighting Web spam. In the last few years, several sites on the Web observe

an ever-increasing portion of their traffic coming from search engine referrals.

Given the large fraction of Web traffic originating from searches and the high

potential monetary value of this traffic, some Web site operators try to influence

the positioning of their pages within search results by crafting spamWeb pages.

We studied the prevalence of spam on the Web and we developed anumber of

techniques to detect Web spam. When combined, our techniquescan effectively

capture 86% of spam with 91% accuracy.

As part of this dissertation, we have also developed a Hidden-Web search engine

prototype. We now briefly discuss some avenues for future research.
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8.2 Future Work

8.2.1 Hidden-Web Crawling

Multi-attribute Databases In Chapter 2 we developed techniques for automatically

querying single-attribute search interfaces. One interesting problem however would be

to investigate how to extend our ideas tostructured multi-attributedatabases. While

generating queries for multi-attribute databases is clearly a more difficult problem, we

may exploit the following observation to address this problem: When a site supports

multi-attribute queries, the site often returns pages thatcontain values for each of the

query attributes.

For example, when an online bookstore supports queries ontitle, author

andisbn, the pages returned from a query typically contain the title, author and

ISBN of corresponding books. Thus, if we can analyze the returned pages and extract

the values for each field (e.g,title = ‘Harry Potter’, author = ‘J.K.

Rowling’, etc), we can apply the same idea that we used for the textual database:

estimate the frequency of each attribute value and pick the most promising one. The

main challenge is to automatically segment the returned pages so that we can identify

the sections of the pages that present the values corresponding to each attribute. Since

many Web sites follow limited formatting styles in presenting multiple attributes —

for example, most book titles are preceded by the label “Title:” — we believe we may

learn page-segmentation rules automatically from a small set of training examples.

8.2.2 Update of Pages

In Chapter 4 we assumed that we sample a few pages from eachWeb site. However,

there is no inherent reason to sample at the level of a site. What if we sample a few

pages from eachdirectory? What if we group Web pages based on theircontentsand
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sample a few pages from each group? Would we get better performance?

On a separate note, if we want to maximize performance, we maywant to combine

a sampling-based policy with the change-frequency-based policy. That is, we start with

a sampling-based policy in the beginning, and once we collect enough change history

data, we start using the frequency-based policy. When we should start this transition?

What can we do if the change frequency itself may change over time?

We plan to study the above research problems in the future.

8.2.3 Spam Detection

Some of the methods for spam detection presented in this dissertation may be easily

fooled by spammers. For example, the metric of Section 6.4.7, may be fooled by

adding frequent words to otherwise meaningless content. Although we believe that

it will be relatively hard for a spam Web page to fool all of ourtechniques, we may

see some degradation of the classification performance overtime. To accommodate for

this we plan to study how we can use natural language techniques [MS99] to recognize

artificially generated text.

Additionally, the heuristic methods that we presented in this dissertation may very

well serve as part of a multi-layered spam detection system.In the first layer, we can

apply the computationally cheap methods presented in this dissertation to capture most

of the spam. After that, we can apply more computationally expensive techniques

(such as shingling [FMN05]), or link analysis to capture theremaining spam pages.

Therefore, we plan to investigate how we can build and evaluate such a layered spam-

detection system.
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It is our hope that the findings and ideas presented in this dissertation will pave

the way for improvements in search engine technology and provide for a better user

experience on the Web.
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[GGP04] Z. Gÿongyi, H. Garcia-Molina, and J. Pedersen. “Combating Web Spam
with TrustRank.” InInternational Conference on Very Large Data Bases,
2004.

[GGT99] L. Gravano, H. Garcia-Molina, and A. Tomasic. “GlOSS: text-source
discovery over the Internet.”ACM Transactions on Database Systems,
24(2):229–264, 1999.

[gooa] “Google Directoryhttp://dir.google.com.”.

[goob] “Google Search.http://www.google.com.”.

[GS05] A. Gulli and A. Signorini. “The indexable web is more than 11.5 billion
pages.” InWWW 2005: Special interest tracks and posters of the 14th
international conference on World Wide Web, 2005.

[GZI] “GZIP.” http://www.gzip.org.

[Hav02] T. H. Haveliwala. “Topic-sensitive PageRank.” InProceedings of the
Eleventh International World Wide Web Conference, Honolulu, Hawaii,
2002.

[HC03] B. He and K. C.-C. Chang. “Statistical Schema Matching across Web
Query Interfaces.” InSIGMOD Conference, 2003.

[Hid02] J. Hidalgo. “Evaluating cost-sensitive Unsolicited Bulk Email categoriza-
tion.” In 2002 ACM Symposium on Applied Computing, 2002.

[HMS02] M. Henzinger, R. Motwani, and C. Silverstein. “Challenges in Web Search
Engines.” InSIGIR Forum, 2002.

[HN99] A. Heydon and M. Najork. “Mercator: A Scalable, Extensible Web
Crawler.” Word Wide Web, 2(4):219–229, December 1999.

[HNS95] P. J. Haas, J. F. Naughton, S. Seshadri, and L. Stokes. “Sampling-Based
Estimation of the Number of Distinct Values of an Attribute.” In Proceed-
ings of the International Conference on Very Large Databases(VLDB), pp.
311–322, 1995.

[IAJ06] P. G. Ipeirotis, E. Agichtein, P. Jain, and L. Gravano. “To search or to
crawl?: towards a query optimizer for text-centric tasks.”In Proceedings
of the International Conference on Management of Data (SIGMOD), 2006.

237



[IG02] P. Ipeirotis and L. Gravano. “Distributed search overthe hidden web: Hi-
erarchical database sampling and selection.” InVLDB, 2002.

[IGS01] P. G. Ipeirotis, L. Gravano, and M. Sahami. “Probe, Count, and Classify:
Categorizing Hidden Web Databases.” InSIGMOD, 2001.

[int] “The Internet Archivehttp://www.archive.org.”.

[JO95] B.-S. Jeong and E. Omiecinski. “Inverted File Partitioning Schemes in
Multiple Disk Systems.” IEEE Transactions on Parallel and Distributed
Systems, 6(2), 1995.

[Joh] C. Johnson. “US eCommerce: 2005 To 2010.http://www.
forrester.com/Research/Document/Excerpt/∼∼∼∼∼∼0,
7211,37626,00.html (dated Sept. 2005, visited Sept. 2005).”.

[JS03] B. J. Jansen and A. Spink. “An Analysis of Web DocumentsRetrieved and
Viewed.” In International Conference on Internet Computing, 2003.

[KB94] N. Krishnakumar and A. Bernstein. “Bounded Ignorance: ATechnique
for Increasing Concurrency in a Replicated System.”ACM TODS, 19(4),
December 1994.

[Kle99] J. Kleinberg. “Authoritative sources in a hyperlinked environment.”Jour-
nal of the ACM, 46(5):604–632, September 1999.

[KRR00] R. Kumar, P. Raghavan, S. Rajagopalan, D. Sivakumar, A. Tomkins, and
E. Upfal. “Stochastic Models for the Web Graph.” InIEEE Symposium on
Foundations of Computer Science (FOCS), 2000.

[Lex] LexisNexis. “LexisNexis, law, public records, company data, government,
academic and business news sourceshttp://www.lexisnexis.
com.”.

[LG98] S. Lawrence and C. L. Giles. “Searching the World Wide Web.” Science,
280(5360):98—100, 1998.

[Lib] “Library of Congress,http://www.loc.gov.”.

[LLC04] V. Z. Liu, R. C. Luo, J. Cho, and W. W. Chu. “DPro: A Probabilistic
Approach for Hidden Web Database Selection Using Dynamic Probing.”
In ICDE, 2004.

[LLS94] R. Ladin, B. Liskov, L. Shrira, and S. Ghemawat. “Providing High Avail-
ability Using Lazy Replication.”ACM Transactions on Computer Systems,
November 1994.

238



[LM00] R. Lempel and S. Moran. “The stochastic approach for link-structure anal-
ysis (SALSA) and the TKC effect.” Computer Networks (Amsterdam,
Netherlands: 1999), 33(1–6), 2000.

[LM03] R. Lempel and S. Moran. “Predictive caching and prefetching of query
results in search engines.” InProceedings of the International World-Wide
Web Conference, 2003.

[LM04] R. Lempel and S. Moran. “Optimizing result prefetching in web search
engines with segmented indices.”ACM Trans. Inter. Tech., 4(1), 2004.

[LMZ01] X. Liu, K. Maly, M. Zubair, and M. L. Nelson. “Arc - An OAI Service
Provider for Digital Library Federation.”D-Lib Magazine, 7(4), 2001.

[LMZ02] X. Liu, K. Maly, M. Zubair, and M. L. Nelson. “DP9-An OAI Gateway
Service for Web Crawlers.” InIEEE and ACM Joint Conference on Digital
Libraries (JCDL), 2002.

[Loo] “Looksmart Inc.http://www.looksmart.com.”.

[LS01] C. Lagoze and H. V. Sompel. “The Open Archives Initiative: Building a
low-barrier interoperability framework.” InIEEE and ACM Joint Confer-
ence on Digital Libraries (JCDL), 2001.

[LS03] X. Long and T. Suel. “Optimized Query Execution in Large Search En-
gines with Global Page Ordering.” InProceedings of the International
Conference on Very Large Databases (VLDB), 2003.

[LS05] X. Long and T. Suel. “Three-level caching for efficient query processing
in large Web search engines.” InProceedings of the International World-
Wide Web Conference, pp. 257–266, New York, NY, USA, 2005. ACM
Press.

[LWP01] L. Lim, M. Wang, S. Padmanabhan, J. S. Vitter, and R. C. Agarwal. “Char-
acterizing Web Document Change.” InProceedings of the Second Interna-
tional Conference on Advances in Web-Age Information Management, pp.
133–144. Springer-Verlag, 2001.

[LWP03] L. Lim, M. Wang, S. Padmanabhan, J. S. Vitter, and R. Agarwal. “Dy-
namic Maintenance of Web Indexes Using Landmarks.” InProceedings of
the Twelfth WWW Conference, Budapest, Hungary, 2003.

[Man] B. B. Mandelbrot.Fractal Geometry of Nature. W. H. Freeman & Co.

239



[Mar01] E. P. Markatos. “On caching search engine query results.” Computer Com-
munications, 24(2), 2001.

[MCL05] G. Mishne, D. Carmel, and R. Lempel. “Blocking Blog Spam with Lan-
guage Model Disagreement.” In1st International Workshop on Adversar-
ial Information Retrieval on the Web, 2005.

[MD05] P. Metaxas and J. DeStefano. “Web Spam, Propaganda and Trust.” In1st
International Workshop on Adversarial Information Retrieval on the Web,
2005.

[MM00] B. H. Murray and A. Moore. “Sizing the Internet.” White paper, Cyveil-
lance, Inc., 2000.

[Moe92] W. Moen. “The ANSI/NISO Z39.50 Protocol: Information Retrieval in
the Information Infrastructure,http://www.cni.org/pub/NISO/
docs/Z39.50-brochure/50.brochure.toc.html.”, 1992.

[MRY01] S. Melnik, S. Raghavan, B. Yang, and H. Garcia-Molina.“Building a
distributed full-text index for the web.”ACM Trans. Inf. Syst., 19(3):217–
241, 2001.

[MS99] C. D. Manning and H. Schutze.Foundations of Statistical Natural Lan-
guage Processing. The MIT Press, 1999.

[MSN] “MSN Search.”http://search.msn.com.

[NCC05] A. Ntoulas, G. Chao, and J. Cho. “The Infocious Web SearchEngine:
Improving Web Searching through Linguistic Analysis.” InProceedings
of the International World-Wide Web Conference, 2005.

[NCO04] A. Ntoulas, J. Cho, and C. Olston. “What’s new on the web?:the evolu-
tion of the web from a search engine perspective.” InProceedings of the
International World-Wide Web Conference, 2004.

[New04] New York Times. “Old Search Engine, the Library, Tries to Fit Into
a Google World. Available at:http://www.nytimes.com/2004/
06/21/technology/21LIBR.html. Last accessed: 06/30/2006.”,
June 2004.

[Nie] J. Nielsen. “Statistics for Traffic Referred by Search Engines
and Navigation Directories to Useithttp://useit.com/about/
searchreferrals.html (dated April 2004, visited Sept. 2005).”.

240



[NNM06] A. Ntoulas, M. Najork, M. Manasse, and D. Fetterly. “Detecting Spam
Web Pages Through Content Analysis.” InProceedings of the Interna-
tional World-Wide Web Conference, 2006.

[NW01] M. Najork and J. L. Wiener. “Breadth-first crawling yields high-quality
pages.” InProceedings of the International World-Wide Web Conference,
2001.

[NZC04] A. Ntoulas, P. Zerfos, and J. Cho. “Downloading HiddenWeb Content.”
Technical report, UCLA, 2004.

[ocl] “Online Computer Library Centerhttp://wcp.oclc.org.”.

[odp] “Open Directory Projecthttp://www.dmoz.org.”.

[Ols02] S. Olsen. “Does search engine’s power threaten Web’s independence?”
http://news.com.com/2009-1023-963618.html, 2002.

[OW02] C. Olston and J. Widom. “Best-Effort Cache Synchronization with Source
Cooperation.” InProceedings of the International Conference on Manage-
ment of Data (SIGMOD), May 2002.

[PBL00] A. Paepcke, R. Brandriff, R. Larson, B. Ludaescher, S. Melnik, and
S. Raghavan. “Search Middleware and the Simple Digital Library Inter-
operability Protocol.”D-Lib Magazine, 6(3), 2000.

[PBM99] L. Page, S. Brin, R. Motwani, and T. Winograd. “The PageRank
Citation Ranking: Bringing Order to the Web.” Technical Report
1999-66, Database Group, Computer Science Department, Stanford Uni-
versity, November 1999.http://dbpubs.stanford.edu/pub/
1999-66.

[Per01] A. Perkins. “The Classification of Search Engine Spam.”, 2001.

[PP97] J. Pitkow and P. Pirolli. “Life, Death, and Lawfulness on the Electronic
Frontier.” In Proceedings of the ACM Conference on Human Factors in
Computing Systems, Atlanta, Georgia, 1997.

[Pub] “PubMed Medical Library,http://www.pubmed.org.”.

[PZS96] M. Persin, J. Zobel, and R. Sacks-Davis. “Filtered Document Retrieval
with Frequency-Sorted Indexes.”Journal of the American Society of In-
formation Science, 47(10), 1996.

[Qui93] J.R. Quinlan.C4.5: Programs for Machine Learning.Morgan-Kaufman,
1993.

241



[Qui96] J. R. Quinlan. “Bagging, Boosting, and C4.5.” In13th National Confer-
ence on Artificial Intelligence and 8th Innovative Applications of Artificial
Intelligence Conference, 1996.

[RD02] M. Richardson and P. Domingos. “The Intelligent Surfer: Probabilistic
Combination of Link and Content Information in PageRank.” InAdvances
in Neural Information Processing Systems, 2002.

[RG01] S. Raghavan and H. Garcia-Molina. “Crawling the Hidden Web.” In
Proceedings of the International Conference on Very Large Databases
(VLDB), 2001.

[SDH98] M. Sahami, S. Dumais, D. Heckerman, and E. Horvitz. “A Bayesian Ap-
proach to Filtering Junk E-Mail.” Technical report, 1998.

[SM83] G. Salton and M. J. McGill.Introduction to modern information retrieval.
McGraw-Hill, first edition, 1983.

[SMZ01] P. C. Saraiva, E. S. de Moura, N. Ziviani, W. Meira, R. Fonseca, and
B. Riberio-Neto. “Rank-preserving two-level caching for scalable search
engines.” InSIGIR ’01: Proceedings of the 24th annual international ACM
SIGIR conference on Research and development in information retrieval,
2001.

[TG93] A. Tomasic and H. Garcia-Molina. “Performance of Inverted Indices in
Shared-Nothing Distributed Text Document Information Retrieval Sys-
tems.” In Proceedings of 2nd International Conference on Parallel and
Distributed Information Systems, 1993.

[USP] “United States Patent and Trademarks Office.”http://www.uspto.
gov.

[WAA01] Y.-L. Wu, D. Agrawal, and A. El Abbadi. “Using the Golden Rule of
Sampling for Query Estimation.” InProceedings of the International Con-
ference on Management of Data (SIGMOD), 2001.

[WD05] B. Wu and B. Davison. “Identifying Link Farm Spam Pages.”In Proceed-
ings of the International World-Wide Web Conference, 2005.

[Web] “WebArchive Project.”http://webarchive.cs.ucla.edu.

[WL93] W. Y. P. Wong and D. L. Lee. “Implementations of PartialDocument
Ranking Using Inverted Files.”Information Processing and Management,
29(5), 1993.

242



[WMB99] I. H. Witten, A. Moffat, and T. C. Bell. Managing gigabytes (2nd ed.):
compressing and indexing documents and images. Morgan Kaufmann
Publishers Inc., San Francisco, CA, USA, 1999.

[WMS97] D. D. Wackerly, W. Mendenhall, and R. L. Scheaffer.Mathematical Statis-
tics With Applications. PWS Publishing, 1997.

[XO02] Y. Xie and D. O’Hallaron. “Locality in Search Engine Queries and Its
Implications for Caching.” InInfocom, 2002.

[ZGG04] H. Zhang, A. Goel, R. Govindan, K. Mason, and B. Van Roy. “Making
Eigenvector-Based Systems Robust to Collusion.” In3rd International
Worksop on Algorithms and Models for the Web Graph, 2004.

[Zip49] G. K. Zipf. Human Behaviour and the Principle of Least Effort: an Intro-
duction to Human Ecology. Addison-Wesley, first edition, 1949.

[ZL94] Q. Zhu and P.-A. Larson. “A Query Sampling Method of Estimating Lo-
cal Cost Parameters in a Multidatabase System.” InProceedings of the
International Conference on Data Engineering (ICDE), 1994.

243


