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ABSTRACT OF THEDISSERTATION

Crawling and Searching the Hidden Web

by

Alexandros Ntoulas
Doctor of Philosophy in Computer Science
University of California, Los Angeles, 2006

Professor Junghoo Cho, Chair

An ever-increasing amount of valuable information on the Weday is hidden

behind search interfaces. This information is collecyivelled the Hidden Web.

In this dissertation, we study how we can effectively cdltbe data from the Hid-
den Web and enable the users to search for information wvitieicollected data. More
specifically, we address some of the main challenges indatvereating a search en-

gine for the Hidden Web:

Crawling the Hidden Web. We study how to build an effective Hidden-Web
crawler that can facilitate the collection of informatiaom the Hidden Web. Since
there are no links to the Hidden Web pages, our crawler neeastomatically come
up with queries to issue to the Hidden Web sites. We propase tthifferent query
generation policies for the Hidden Web: a policy that pickermes arandomfrom a
list of keywords, a policy that picks queries based on tfregiuencyin a generic text
collection, and a policy whicldaptivelypicks a good query based on the content of
the pages downloaded from the Hidden-Web site. We compareffiactiveness of our

policies by crawling a number of real Hidden-Web sites.

Updating the Hidden-Web pages. The information on the Web today is con-

stantly evolving. Once our crawler has downloaded the médiron from the Hidden-

XXili



Web, it needs to periodically refresh its local copy in ortieenable users to search
for up-to-date information. We study the evolution of seafilk Web sites using real
data collected from the Web over a period of one year. We aispgse an efficient

sampling-based policy for updating the pages.

Indexing and Searching the Hidden Web.Once we have downloaded the Hidden-
Web pages, we can enable the users to search for useful etfiorm Search en-
gines typically do this by maintaining large-scaleerted indexewhich are replicated
dozens of times for scalability and which are then pruneddeoto reduce the cost of
operation. We show that the current approaches employelebgeiarch engines may
result in significant degradation in the quality of resulis.alleviate this problem, we
propose modifications to current pruning techniques soviieadvoid any degradation

in quality, while realizing the benefit of lower cost of opira.

Fighting Web spam. In the last few years, several sites on the Web observe an
ever-increasing portion of their traffic coming from seaectyine referrals. Given the
large fraction of Web traffic originating from searches ameliigh potential monetary
value of this traffic, some Web site operators try to influetieepositioning of their
pages within search results by craftisgamWeb pages. In the case of the Hidden
Web, these malicious Web site operators may try to polluteirmdex for their own
benefit by injecting spam content in their Hidden-Web dagabaso that our crawler
can download it. In this dissertation, we study the prevedesf spam on the Web and
we present a number of techniques to detect Web spam. Weladgo®ow to use
machine learning techniques to combine our techniquesciet@ting a more effective

spam detection mechanism.

The techniques proposed in this dissertation have beerparied in a prototype

search engine that currently indexes a few million pageas fitee Hidden Web.
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CHAPTER 1

Introduction

An ever-increasing amount of information on the Web todaynca be reached by
following links [BerO1, CHLO3]. In particular, a large part die Web is “hidden”
behind search forms, and is reachable only when users typesét of keywords, or
gueries to the forms. These pages are often referred to aditthden WelFLM98] or
theDeep WelhBer01], because search engines typically cannot indexabgegand do
not return them in their results (thus, the pages are esdlgritiidden” from a typical

Web user).

According to many studies, the size of the Hidden Web in@gaapidly as more
organizations make their valuable content accessibleerthrough an easy-to-use
Web interface [BerO1]. In [CHLO3], Chang et al. estimate thatlweer 100,000
Hidden-Web sites currently exist on the Web. Moreover, theea provided by many
Hidden-Web sites is often of very high quality and can beesrily valuable to many
users [Ber01]. For example, PubMed [Pub] hosts many highitgjyeipers on medical
research that were selected from careful peer-review psese while the site of the
US Patent and Trademarks Office [USP] makes existing patentrdents available,

helping potential inventors examine “prior art.”

In this dissertation, we study how we can build a search enfginthe Hidden Web
i.e., how we can effectively collect the data from the Hiddéeb and enable the users
to search for information within the collected data. A Hide&/eb search engine can

bring tremendous benefits to the users including the fofigwi



e Tapping into unexplored information: Our Hidden-Web search engine will al-
low an average Web user to easily explore the vast amountafimation that is
mostly “hidden” at present. Since a majority of Web userng oelsearch engines
to discover pages, when pages are not indexed by searchesntiey are un-
likely to be viewed by many Web users. Unless users go dyreztHidden-Web

sites and issue queries there, they cannot access the pagesites.

e Improving user experience Even if a user is aware of a number of Hidden-
Web sites, the user currently has to waste a significant anedtime and effort,
visiting all of the potentially relevant sites, queryingcbhaf them and exploring
the result. By making the Hidden-Web pages searchable atteat&cation,
we can significantly reduce the user’s wasted time and eiffiosearching the

Hidden Web.

e Reducing potential bias Due to the heavy reliance of many Web users on
search engines for locating information, search enginfigeince how the users
perceive the Web [OIs02]. Users dotnecessarily perceive what actuadlyists
on the Web, but what isndexedby search engines [OIs02]. According to a
recent article [New04], several organizations have rezeghthe importance of
bringing information of their Hidden-Web sites onto thefaae, and committed
considerable resources towards this effort. By downloadimgHidden-Web

information and making it accessible we hope to remove sdrttgobias.



1.1 Challenges in creating a Hidden-Web search engine

Given the enormous size of the Hidden Web and the fact thahtbemation is only
accessible through a search form, building a search enginled Hidden Web imposes

many important challenges, including the following:

1. Crawling the Hidden Web. Crawlersare programs that traverse the Web auto-
matically and download pages for search engines. Convexttivawlers today
rely mainly on the hyper-links on the Web to discover and doad pages. Due
to the lack of links pointing to the Hidden-Web pages, theentrsearch engines

cannot index the Hidden-Web pages.

Given that the only “entry” to the Hidden-Web pages is thtougierying a
search form, the main challenge to implementing an effeckivdden-Web
crawler is to automatically generateeaningfulqueries so that it can discover

and download the Hidden-Web pages.

2. Updating the Hidden-Web pages.The information on the Web today is highly
volatile. New and improved content is constantly added teestihe users’ needs
in a better way. At the same time, the potentially useful enhis removed from

the Web at an administrator’'s whim.

Once our crawler has downloaded the information from thedelidWeb, it
needs to periodically refresh its local copy in order to émalsers to search
for up-to-date information. However, because pages chamtgpendently and
at different rates, it is very important for the crawler tdese carefully which
pages to refresh: if the crawler downloads pages that hawehaoged, then itis
simply wasting time and bandwidth instead of updating oaael@opy. There-
fore, one challenge that the crawler has to face is beingtaligentify which

pages on the Hidden-Web have changed and download themrmieky tnanner.



3. Indexing and searching the Hidden Web. Once we have downloaded the
Hidden-Web pages, we can enable the users to search forl ugefunation.
Search engines typically do this by maintaining largeesdaerted indexes
which are replicated dozens of times for scalability. Gitlea enormous size
of available information on the Hidden Web, this task canobee very costly.
One way to reduce the cost is to replace some of the full iadaridexes with
smaller,prunedinverted indexes [CCFO01, LS03], where the most frequently-
accessed portions of the index are stored. While this appnoay give signifi-
cant improvement in performance, it also leads to notieedbfradation in the
quality of the search results, when the top answers are ct@unly from the

pruned index [CCFO01, LS03].

Since our goal is to provide the users with Hidden-Web resofltthe highest
quality, this degradation is clearly undesirable. Theamfdhe challenge that
we have to address is how to ava@dy degradation of result quality due to the

pruning-based performance optimization, while still idab most of its benefit.

4. Fighting Web spam. In the last few years, several sites on the Web observe an
ever-increasing portion of their traffic coming from seaetlyine referrals. For
many commercial Web sites, an increase in search engingaisféranslates
to an increase in sales, revenue, and profits. Given the feaggon of Web
traffic originating from searches and the high potential atary value of this
traffic, some Web site operators try to influence the posiigmf their pages
within search results by crafting “bogus” spamWeb pages which aim solely

at manipulating search engines and are useless to any hisean u

In the case of the Hidden-Web, these malicious Web site tmrsranay try to
pollute our index by injecting spam content in their Hidd&keb databases so

that our crawler can download it. Therefore, one challeringe e have to



address is to create an effective Web spam detection mathodjer to ensure

the quality of the data that we return to our users.

1.2 Organization and contributions of the dissertation

In this dissertation we address the aforementioned clggleiby designing, imple-
menting and evaluating the architectural components odaéh-Web search engine.
As part of this dissertation we built a Hidden-Web searchirengrototype called
HiddenSeekvhich currently indexes a few million Hidden-Web pages freanious
sources online. In this dissertation we address the clykethat we encountered dur-
ing the realization oHiddenSeelkand we present our experimental and algorithmic

solutions that address these challenges.
The remainder of this dissertation is organized as follows:

Chapter 2: Crawling the Hidden Web. We start by studying how we can build
a Hidden-Web crawler that can automatically download pdges the Hidden Web,
so that search engines can index them. In particular, wey $taal our crawler can
automatically come up with meaningful queries for a seaochfin order to discover

and download the Hidden-Web pages.

In Chapter 2, we provide a theoretical framework to investighe Hidden-Web
crawling problem and propose effective ways of generatungyigs automatically. We
also evaluate our proposed solutions through experimemducted orreal Hidden-

Web sites. In summary, in Chapter 2 we make the following doumtions:

1. We present a formal framework to study the problem of Hiddétp crawling.

2. We investigate a number of crawling policies for the Hidd&eb, including

the optimal policy that can potentially download the maxmoumber of pages



through the minimum number of interactions. We show thatojbtemal policy

is NP-hard and cannot be implemented in practice.

3. We propose a new adaptive policy that approximates thienappolicy. Our
adaptive policy examines the pages returned from previoesies and adapts

its query-selection policy automatically based on them.

4. We evaluate various crawling policies through experitmem real Web sites.
Our experiments show the relative advantages of variowsliogpolicies and
demonstrate their potential. The results from our expanisare very promis-
ing. In certain cases, our adaptive policy downloaded mioa& ©90% of the

pages within a Hidden-Web site after issuing fewer than 1{#¥igs.

Chapter 3: Evolution of the Hidden Web. We study various aspects of the evolv-
ing Hidden Web, by monitoring pages in 154 Web sites that ntfadde full set of pages
available through search forms. We monitor the sites on a ldslsis for one year

and we analyze the evolution of these sites.

Our contributions can be summarized as follows:

1. We estimate that new pages are created at the rate of 8%eedr VAssuming
that the current Web has at least 11.5 billion pages [GS0%,result corre-

sponds to 920 million new pages every week.

2. We also estimate that only 20% of the pages available tadape still acces-

sible after one year.

3. While a large number of new pages are created every weeketh@ages seem
to “borrow” a significant portion of their content from exig pages. We observe
that about 5% of “new content” is being introduced every wéa¥kerall, after a

year, about 50% of the content is new.



4. The link structure of the Web is significantly more dynathian the content on
the Web. Every week, about 25% new links are created. Afteraa, yabout 80%

of the links on the Web are replaced with new ones.

5. Our results indicate that once a page is created, the pdigely to go through
either minor changes or no change at all. Out of all pagesatteastill available
after one year, half of them do not change at all during that.yEven for the

pages that do change, the changes are very minor.

6. Frequency of changaVe show that that the frequency of change of the pages is
not a good “predictor” of the degree of change in the pagess fEsult implies
that existing refresh algorithms for search engines maybeoa good choice
if we want to maximize the degree of change that the searclesngletect.
Most existing algorithms use the frequency of change as finediction mech-

anism [CGO00a, CLW98].

7. Degree of changeThe past degree of change of a page exhibits a strong cor-
relation with the future degree of change. We also obseraktkte correlation
varies significantly between the sites. While some siteshéixhivery strong

correlation some sites do not.

Chapter 4. Sampling-based Page Updateln Chapter 4 we study how we can
detect and download as many changed Web pages as we can, wehpages are
updated independently. Our main idea to address this clgalés to usesampling
That is, we first download a small number of data items from ekth source which
serve asamples After that, we use the samples to decide which of the soukees

should contact in order to download more data items.

Our contributions are the following:



1. We present a framework to study the change detection andldad problem.
We discuss various change-detection policies and presahiation metrics for

comparing different policies.

2. We propose two sampling-based policigmportionalandgreedy and analyze
their effectiveness. We also derive the optimal sample thiazemaximizes the

effectiveness of a sampling-based policy.

3. We propose an adaptive-sampling policy that can dynalyiadjust the sample
size, based on the changes detected so far. We also investigacenario where
we cannot sample enough pages from each data source dueuerguimited

download resources.

4. We experimentally compare our sampling-based policiesters, including the
state-of-the-art frequency-based policy. Our experisishbw that our sampling

policy is often significantly better than existing ones.

Chapter 5: Inverted Index Pruning with Correctness Guarantee.In Chapter 5
we study how we can efficiently index and search the enormowsiats of informa-
tion on the both the Visible and the Hidden Web while avoidamy degradation of

search quality due to index pruning.

Overall, we make the following contributions:

1. We study new pruning techniques and answer computaganigdms thaguar-
anteethat the top matching pages alsvaysplaced at the top of search results,
even if we compute the first batch of answers from a prunedxinaest of the

time.

2. We provide a framework to determine the optimal size ofpptheed index for

top-answer computation that minimizes the overall cost afaming queries



under the cluster architecture.

3. We provide theoretical justification of our proposed teghes and experimental

evaluation on real Web data.

Chapter 6: Content-based Spam Detectionln Chapter 6, we explore a variety
of methods for detecting spam. Each method is highly paizdlele, can run in time

proportional to the size of the page, and identifies spam gagasalyzing the content

of every downloaded page.

Overall, we make the following contributions:

1. We present experiments performed on real pages colléxedthe Web that
demonstrate the amount of spam on the Web, as well as theseetagrits of

every spam-detection method.

2. We demonstrate how to to employ machine learning teclesiquat combine
our individual methods to create a highly efficient and reatdy-accurate spam

detection algorithm.

3. When combined, our methods correctly identify 86.2% ofsih@m pages while
misidentifying only 3.1% of all the pages.

Chapter 7: The HiddenSeekHidden-Web Search Engine.Finally, in Chapter 7
we conclude by describing the overall architecture of a HidilVeb search engine
prototype which incorporates the research contributiorsgnted in this dissertation.
To the best of our knowledge this is the first search enginedahables the users to

search information from the Hidden Web.



CHAPTER 2

Crawling the Hidden Web

2.1 Introduction

In this chapter, we study how we can build an effectdidden-Web crawlethat can
automatically download pages from the Hidden Web, so thaaickengine can index
them. Crawlersare the programs that traverse the Web automatically anchidag
pages for search engines. Conventional crawlers rely onytperlnks on the Web
to discover pages. Unfortunately, since there are no lioksting to the Hidden-Web
pages, current search engines cannot index those pages awd ikturn them to the

users.

Given that the only “entry” to Hidden-Web pages is througlerying a search
form, there are two core challenges to implementing an efeelidden-Web crawler:
(a) The crawler has to be able to understand and model a queryaice, and (b) The
crawler has to come up with meaningful queries to issue tajtley interface. The
first challenge was addressed by Raghavan and Garcia-MaliffRG01], where a
method for learning search interfaces was presented. Mer@resent a solution to
the second challenge, i.e. how a crawler can automaticaltgigate queries so that it

can discover and download the Hidden-Web pages.

Clearly, when the search forms list all possible values fouary (e.g., through
a drop-down list), the solution is straightforward. We exdtauely issue all possible

gueries, one query at a time. When the query forms have a ‘@sd€ihput, however,
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I Search I PubMed j for Iliver El

Figure 2.1: A single-attribute search interface

aninfinite number of queries are possible, so we cannot exhaustivalg sll possible
gueries. In this case, what queries should we pick? How aaordwler automatically
come up with meaningful queries without understanding draantics of the search

form?

In this chapter, we provide a theoretical framework to itigade the Hidden-Web
crawling problem and propose effective ways of generatirgyigs automatically. We
also evaluate our proposed solutions through experimemducted orreal Hidden-

Web sites.

2.2 Framework

We start by presenting a formal framework for the study oftidden-Web crawling
problem. In Section 2.2.1, we describe our assumptions ddéi-Web sites and ex-
plain how users interact with the sites. Based on this intenaegnodel, we present
a high-level algorithm for a Hidden-Web crawler in Sectiof.2. Finally in Sec-

tion 2.2.3, we formalize the Hidden-Web crawling problem.

2.2.1 Hidden-Web database model

There exists a variety of Hidden Web sources that providarmétion on a multitude
of topics. Depending on the type of information, we may categ a Hidden-Web
site either as #extual databaser astructured databaseA textual database is a site
that mainly contains plain-text documents, suckPabMedandLexis-Nexigan online

database of legal documents [Lex]). Since plain-text danisido not usually have
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Author: SERTERNGE)

Title:
ISBN:

Figure 2.2: A multi-attribute search interface

Display ISumma[y | Show:|20 j|Sort | Sendto |Text -

Items 1-20 of 592376 Page of 29619 Next

I~ 1: CruzA Padillo FJ, GranadosJ, Tunez I, Munoz MC, Briceno J, Pera-Madrazo C, Montilla P. Related Articles, Links

Effect of melatonin on cholestatic oxidative stress under constant light exposure.
Cell Biochem Funct. 2003 Dec;21(4):377-80.
PMID: 14624477 [PubMed - in process]

I~ 2: Erisir M, BeytutE, Ozan S, Aksakal M. Related Articles, Links

r3:

Effects of dietary vitamin E and selenium on arginase activity in the liver, kidneys, and heart of rats treated
with high doses of glucocorticoid.

Cell Biochem Funct. 2003 Dec;21(4):331-5.

PMID: 14624471 [PubMed - in process]

Yilmaz 8, Ozan S, Benzer F. Canatan H. Related Articles, Links

Oxidative damage and antioxidant enzyme activities in experimental hypothyroidism.
Cell Biochem Funct. 2003 Dec;21(4):325-30.
PMID: 14624470 [PubMed - in process]

I~ 4: Peres CM, Homem De Bittencourt PI Jr. Mendonca JR. Curi R. Related Articles, Links

r7:

Evidence that macrophages transfer arachidonic acid and cholesterol to tissues in vivo.
Cell Biochem Funct. 2003 Dec;21(4):317-23.
PMID: 14624469 [PubMed - in process]

: Avdemir EO, Var A. Uyanik BS, [lkgul O, Aydede H. Sakarya A Related Articles, Links

The protective mechanisms of defibrotide on liver ischaemia-reperfusion injury.
Cell Biochem Funct. 2003 Dec;21(4):307-10.
PMID: 14624467 [PubMed - in process]

: Cavalieri B, Perrelli MG, Aragno M, Ramadori P, Poli G, Cutrin JC. Related Articles, Links

Ischaemic preconditioning modulates the activity of Kupffer cells during in vivo reperfusion injury of rat
liver.

Cell Biochem Funct. 2003 Dec;21(4):299-305.

PMID: 14624466 [PubMed - in process]

Kim JO, Kim HN. Hwang MH, Shin HL Kim SY. Park RW, Park EY. Kim [S, Van Wiinen AJ, Stein JL. Lian JB.  Related Articles, Links
Stein GS, Choi JY.

Differential gene expression analysis using paraffin-embedded tissues after laser microdissection.
J Cell Biochem. 2003 Dec 1;90(5):998-1006.
PMID: 14624459 [PubMed - in process]

(a) List of matching pages for query “liver”.

: Br J Surg. 2004 Nov 1 [Epub ahead of print] Related Articles, Links

Radioisotope bone scans in the preoperative staging of hepatopancreatobiliary cancer.
Sheth H, Javed SS, Hilson AJ, Buscombe JR, Davidson BR.

University Department of Surgery, Royal Free Hospital, London, UK.

BACKGROUND:: The aim of the study was to determine the value of radioisotope bone scans in the preoperative staging of patients with
hepatopancreatobiliary (HPB) cancer. METHODS:: Bone scanning was performed as part of a routine staging protocol in 402 consecutive
patients with HPB cancer over a period of 5 years. Patients with positive bone scans underwent coned radiography, computed tomography with
review on bone windows, or abone biopsy. Bone scans were reviewed along with staging investigations, surgical and histological findings.
Patients were followed for a minimum of & months, RESULTS:: There were 171 patients with colorectal liver metastases, 106 with suspected
pancreatic cancer, 47 with hepatocellular cancer, 52 with gallbladder cancer of cholangiocarcinoma, and 26 with other types of HPB cancer,
Bone scans were negative in 277 patients (92.8 per cent) and positive in 25 patients (6.2 per cent). Of the 25 positive scans, 16 were falsely
positive as aresult of degenerative bone disease. Of nine patients with a true-positive bone scan, four had locally irresectable disease and four
distant metastases. [n only one patient did the bone scan result alone influence the decision to resect the HPB cancer. Owerall sensitivity was
100 per cent, specificity 95.9 per cent, positive predictive value 36.0 per cent and negative predictive walus 100 per cent. CONCLUSION::
Bone scanning should not be included in the routine staging protocol for HPB cancer. Copyright (¢) 2004 British Journal of Surgery Sociaty
Ltd. Published by John Wiley & Sons, Ltd,

WID: 15521077 [PubMed - a5 supplied by publisher]

(b) The first matching page for “liver”.

Figure 2.3: Pages from the PubMed Web site.
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well-defined structure, most textual databases providmplsisearch interface where
users type a list of keywords insanglesearch box (Figure 2.1). In contrast, a struc-
tured database often contains multi-attribute relaticlah (e.g., a book on the Ama-
zon Web site may have the fields t| e=* Harry Potter’, aut hor="J. K
Rowl i ng’ andi sbn=" 0590353403’ ) and supportsnulti-attribute search inter-
faces (Figure 2.2). Here, we will mainly focus axtual databasethat supporsingle-

attribute keyword queries.

Typically, the users need to take the following steps in otdeaccess pages in a

Hidden-Web database:

1. Step 1. First, the user issues a query, say “liver,” through the dearterface

provided by the Web site (such as the one shown in Figure 2.1).

2. Step 2. Shortly after the user issues the query, she is presentédamisult
index page That is, the Web site returns a list of links to potentialyervant

Web pages, as shown in Figure 2.3(a).

3. Step 3. From the list in the result index page, the user identifieptges that
look “interesting” and follows the links. Clicking on a link&ds the user to the
actual Web page, such as the one shown in Figure 2.3(b) hbaiser wants to

look at.

2.2.2 A generic Hidden-Web crawling algorithm

Given that the only “entry” to the pages in a Hidden-Web sitéts search from, a
Hidden-Web crawler should follow the three steps describéfie previous section.
That is, the crawler has to generate a query, issue it to thesitéslownload the result
index page, and follow the links to download the actual palyesiost cases, a crawler

has limited time and network resources, so the crawler tsflease steps until it uses

13



Algorithm 2.2.1 Crawling a Hidden-Web site

Procedure

(1) while (there are available resources ) do

/] select a term to send to the site

(2) q; = SelectTerm()

/I send query and acquire result index page
3) R(q;) = QueryWebsSite{; )
/I download the pages of interest

(4) Download(R(g;) )

(5) done

Figure 2.4: Algorithm for crawling a Hidden-Web site.

up its resources.

In Figure 2.4 we show the generic algorithm for a Hidden-Wetwber. For sim-
plicity, we assume that the Hidden-Web crawler issues sitgim queries only. The
crawler first decides which query term it is going to use (8, issues the query,
and retrieves the result index page (Step (3)). Finallyebam the links found on the
result index page, it downloads the Hidden-Web pages frasite (Step (4)). This

same process is repeated until all the available resoureassad up (Step (1)).

Given this algorithm, we can see that the most critical decithat a crawler has
to make is what query to issue next. If the crawler can issgeessful queries that
will return many matching pages, the crawler can finish iesuting early on using

minimum resources. In contrast, if the crawler issues cetepl irrelevant queries

LFor most Web sites that assume “AND” for multi-keyword qesyisingle-term queries return the
maximum number of results. Extending our work to multi-keyd/queries is straightforward.
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Figure 2.5: A set-formalization of the optimal query sel@ctproblem.

that do not return any matching pages, it may waste all oegsurces simply issuing
gueries without ever retrieving actual pages. Therefoogy the crawler selects the
next query can greatly affect its effectiveness. In the sextion, we formalize this

guery selection problem.

2.2.3 Problem formalization

Theoretically, the problem of query selection can be foireal as follows: We assume
that the crawler downloads pages from a Web site that hasd pafjesS (the rect-
angle in Figure 2.5). We represent each Web pageas a point (dots in Figure 2.5).
Every potential query; that we may issue can be viewed as a subsét abntaining
all the points (pages) that are returned when we igsue the site. Each subset is
associated with a weight that represents the cost of isshaquery. Under this for-
malization, our goal is to find which subsets (queries) covermaximum number of
points (Web pages) with the minimum total weight (cost).sIioblem is equivalent

to theset-coveringproblem in graph theory [CLRO1].

There are two main difficulties that we need to address inftnmmalization. First,

in a practical situation, the crawler does not know which \fWages will be returned by

15



which queries, so the subsets®fire not known in advance. Without knowing these
subsets the crawler cannot decide which queries to pick tamize the coverage.
Second, the set-covering problem is known to be NP-Hard [C,Rfilan efficient

algorithm to solve this problem optimally in polynomial #nhas yet to be found.

In this dissertation, we will present approximation algorithnthat can find a
near-optimal solution at a reasonable computational c@air algorithm leverages
the observation that although we do not know which pagesheilteturned by each
guerygq; that we issue, we cgoredict how manyages will be returned. Based on this
information our query selection algorithm can then seleet‘best” queries that cover
the content of the Web site. We present our prediction megimodour query selection

algorithm in Section 2.3.

2.2.3.1 Performance Metric

Before we present our ideas for the query selection probleahnefly discuss some

of our notation and the cost/performance metrics.

Given a queryy;, we useP(qg;) to denote the fraction of pages that we will get back
if we issue queryy; to the site. For example, if a Web site has 10,000 pages in total
and if 3,000 pages are returned for the qugry- medi ci ne, thenP(¢;) = 0.3. We
useP(q; A go) to represent the fraction of pages that are returned frommdgaindq,

(i.e., the intersection oP(q;) and P(q2)). Similarly, we useP(q; V ¢2) to represent
the fraction of pages that are returned from eitheor ¢, (i.e., the union ofP(¢,) and

P(q2)).

We also use&ost(q;) to represent the cost of issuing the queryDepending on
the scenario, the cost can be measured either in time, netvamdwidth, the number
of interactions with the site, or it can be a function of altleése. As we will see later,

our proposed algorithms are independent of the exact costifun.
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In the most common case, the query cost consists of a numiestofs, including
the cost for submitting the query to the site, retrieving tesult index page (Fig-
ure 2.3(a)) and downloading the actual pages (Figure 2.3(#§ assume that submit-
ting a query incurs a fixed cost of. The cost for downloading the result index page is
proportional to the number of matching documents to theyguwehile the cost; for

downloading a matching document is also fixed. Then the dvewat of queryy; is

Cost(q;) = ¢q + & P(qi) + caP () (2.1)

In certain cases, some of the documents figmnmay have already been downloaded
from previous queries. In this case, the crawler may skiprdoading these documents

and the cost of; can be

Cost(q;) = ¢y + ¢ P(q:) + caPrew(q:). (2.2)

Here, we usé,..,(¢;) to represent the fraction of tmewdocuments frong; that have
notbeen retrieved from previous queries. Later in Sectiorl2a& will study how we

can estimatd’(q;) and P,..,,(¢;) to estimate the cost af.

Since our algorithms are independent of the exact costibmate will assume a
generic cost functiof'ost(q;) here. When we need a concrete cost function, however,

we will use Equation 2.2.

Given the notation, we can formalize the goal of a Hidden-\falwler as follows:

Problem 2.2.1 Find the set of querieg, . . ., g, that maximizes
Pl@ V-V a)

under the constraint
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) Costg) < t.
=1

Here,t is the maximum download resource that the crawler has.

2.3 Keyword Selection

How should a Hidden-Web crawler select the queries to is€kig@n that the goal is
to download the maximum number of unique documents from aéxlatabase, we

may consider one of the following options:

¢ RandomWe select random keywords from, say, an English dictioaayissue
them to the database. The hope is that a random query withratbeasonable

number of matching documents.

e Generic-frequencyWe analyze a generic document corpus collected elsewhere
(say, from the Web) and obtain the generic frequency digioh of each key-
word. Based on this generic distribution, we start with thesnirequent key-
word, issue it to the Hidden-Web database and retrieve thétraVe then con-
tinue to the second-most frequent keyword and repeat tbrsegs until we ex-
haust all download resources. The hope is that the freqegmidcds in a generic
corpus will also be frequent in the Hidden-Web databasermatg many match-

ing documents.

e Adaptive We analyze the documents returned from the previous qsseed
to the Hidden-Web database and estimate which keyword islikely to return
the most documents. Based on this analysis, we issue the mashising”

query, and repeat the process.
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Among these three general policies, we may consider theoramblicy as the
base comparison poirsince it is expected to perform the worst. Between the generic
frequency and the adaptive policies, both policies may stiowvlar performance if the
crawled database hagganericdocument collection without a specialized topic. The
adaptive policy, however, may perform significantly bettemn the generic-frequency
policy if the database has a very specialized collectiohistdifferent from the generic

corpus. We will experimentally compare these three pdioeSection 2.4.

While the first two policies (random and generic-frequenclicpes) are easy to
implement, we need to understand how we can analyze the daded pages to iden-
tify the most “promising” query in order to implement the athee policy. We address

this issue in the rest of this section.

2.3.1 Estimating the number of matching pages

In order to identify the most promising query, we need taneate how many new doc-
uments we will download if we issue the quegyas the next query. That is, assuming
that we have issued querigs ..., ¢;_; we need to estimat®(q¢; V --- V ¢;_1 V ¢),

for every potential next query; and compare this value. In estimating this number,

we note that we can rewrite(q; V - -+ V ¢;i—1 V ¢;) as:

P((q1 V- Vaqi-1) V)
=PV --Vag-1)+Plg)—P(a V- Va-1)Nag)
:P(ql\/---\/qi_1)+P(Qi>

— Pl V- Vag1)P(ala V-V ag) (2.3)

In the above formula, note that we can precisely measire Vv --- V ¢;_;) and

P(gi | 1V ---V qi—1) by analyzing previously-downloaded pages: We kg, Vv
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-+-V¢;_1), the union of all pages downloaded fram. . . , ¢;_1, Since we have already
issuedy, . . ., ¢;_1 and downloaded the matching pagesle can also measure(q; |

¢ V -+ V gi—1), the probability thaty; appears in the pages from,...,q¢_1, by
counting how many timesg; appears in the pages from,...,q,_;. Therefore, we
only need to estimat®(q;) to evaluateP(q; V --- V ¢;). We may consider a number

of different ways to estimat®(q; ), including the following:

1. Independence estimatovwWe assume that the appearance of the tgris inde-

pendent of the termg,, ..., ¢;,_;. Thatis, we assume th#&t(q;) = P(q¢;|q1 V

V).

2. Zipf estimator In [IG02], Ipeirotis et al. proposed a method to estimates ho
many times a particular term occurs in tletire corpus based on a subset of
documents from the corpus. Their method exploits the faat tiie frequency
of terms inside text collections follows a power law distition [Zip49, Man].
That is, if we rank all terms based on their occurrence fraquéwith the most
frequent term having a rank of 1, second most frequent a riRlete.), then the

frequencyf of a term inside the text collection is given by:

f=alr+5)7 (2.4)

wherer is the rank of the term and, 3, and~ are constants that depend on the

text collection.

We illustrate how we can use the above equation to estimat®h;) values

through the following example:

2For exact estimation, we need to know the total number of pagthe site. However, in order to
compare only relative values among queries, this inforomas not actually needed.
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Example 2.3.1 Assume that we have already issued queriesli sk, ¢,=] ava,
gs=conput er to a text database. The database contains 100,000 documents
total, and for each query,, ¢, andgs, the database returnez 000, 1, 100, and
6,000 pages, respectively. We shad¥g;) for each query in the second column
of Figure 2.6(a). For example&?(computer) = % = 0.06. We assume that
the documents retrieved frogn, ¢; andgs do not have a significant overlap, and
we downloaded a total & 000 unique documents from the three queries. Given
this, P(computer|q1 V q2 V q3) = g:g% = 0.75, etc. We showP(q;|q1 V g2 V q3)

for every query in the third column of Figure 2.6(a).

Within the retrieved documents, we can count how many tinhes tdrmst,’s
appear (i.e.,P(tx|¢1 V ¢2 V ¢3)) and we also show these numbers in the third
column. For examplejat a appears in 3,200 documents out of 8,000 retrieved
documents, s@(datalq; V ¢z V q3) = 0.4. However, we do not know exactly
how many times the terohat a appears in the entire database, so the value of
P(data) is unknown. We use question marks to represent unknown vaues.

goal is to estimate these unknown values.

For estimation, we first rank each tertpbased on it (tx|¢1 V g2 V g3) value.
The rank of each term is shown in the fourth column of Figuréad.6-or exam-
ple, the ternconput er appears most frequently within the downloaded pages,

soitsrankis 1.

Now, given Equation 2.4, we know that the raRi,) and the frequency’ ()

of a term roughly satisfies the following equation:
P(ty) = o[R(ty) + 8] . (2.5)

Then using the knowR(¢,) values from previous queries, we can compute the
constantsy, 5, and~. That is, given the?(computer), P(disk), and P(java)

values and their ranks, we can find the the best-fitting cunvEdoiation 2.4(b).
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This curve fitting results in the following constants:= 0.08, 8 = 0.25, v =
1.15. In Figure 2.6(b), we show the fitted curve together with the&kraheach

term.

Once we have obtained these constants, we can estimate albwnkn(t,)

values. For example, sinde(data) is 2, we can estimate that

P(data) = a[R(data) + 5]~ (2.6)

= 0.08(2 + 0.25)" "% = 0.031. (2.7)

After we estimate”(¢;) and P(g;|¢1 V - - - V ¢;—1) values, we can calculate(q; Vv
-V ¢g;). In Section 2.3.3, we explain how we can efficiently compBte;|¢; vV - - - V
¢;—1) by maintaining a succinct summary table. In the next secti@nfirst examine
how we can use this value to decide which query we should issxieto the Hidden-

Web site.

2.3.2 Query selection algorithm

The goal of the Hidden-Web crawler is to download the maxinmumber of unique
documents from a database using its limited download ressur Given this goal,
the Hidden-Web crawler has to take two factors into acco(f)tthe number of new
documents that can be obtained from the quegnd (2) the cost of issuing the query
¢;- For example, if two queries, andg;, incur the same cost, by returns more
new pages thag,, ¢; is more desirable thag. Similarly, if ¢; andg; return the same
number of new documents, bytincurs less cost theqy, ¢; is more desirable. Based
on this observation, the Hidden-Web crawler may use thevatig efficiencymetric

to quantify the desirability of the query:

Efficiencyq;) = ];;:((Z)) (2.8)
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¢1 = di sk, g, = ava, gz = conput er

Termt, | P(ty) | P(telan V @2 V q3) | R(tk)
comput er | 0.06 0.75 1
dat a ? 0.4 2
di sk 0.02 0.25 3
nmenory ? 0.2 4
j ava 0.011 0.13 5

(a) Probabilities of terms after queries g, gs.
Fraction of Documents

’ Known P(q) from queries issued

Il P(a,lq,V..Va,_) (always known)

l)
7 Unknown P(q,)

computer data disk memory java ... Rank of Terms

(b) Zipf curve of example data.

Figure 2.6: Fitting a Zipf Distribution in order to estimai&q;).
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Algorithm 2.3.1 Greedy SelectTerm()
Parameters:

T The list of potential query keywords
Procedure

(1) Foreacht, inT do

(2)  Estimate Efficiendy,) = %g:))

(3) done

(4) returnt; with maximum Efficiengy;)

Figure 2.7: Algorithm for selecting the next query term.

Here,P,..,(¢;) represents the amount méwdocuments returned fat (the pages that
have not been returned for previous querigsyst(q;) represents the cost of issuing

the queryy;.

Intuitively, the efficiency ofg; measures how many new documents are retrieved
per unit cost, and can be used as an indicator of how well owuress are spent
when issuingy;. Thus, the Hidden-Web crawler can estimate the efficienagvefy
candidatey;, and select the one with the highest value. By using its ressumore
efficiently, the crawler may eventually download the maxmmuumber of unique doc-
uments. In Figure 2.7, we show the query selection functia tises the concept of
efficiency. In principle, this algorithm takesgaeedy approach and tries to maximize

the “potential gain” in every step.

We can estimate the efficiency of every query using the etithmamethod de-

scribed in Section 2.3.1. That is, the size of the new doctsneam the queryy;,
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Pnew (QZ) y iS

Pnew(Qi) (2-9)
=PV VgaVg) —Pl@aV---Vag-) (2.10)
=P(¢;) — Pl V- Vgi1)P(@lan V-V gi1) (2.11)

from Equation 2.3, wher&(g;) can be estimated using one of the methods described

in section 2.3. We can also estimatest(q;) similarly. For example, itCost(g;) is
COS(QZ') = cq + Crp(qz) + CdPnew(Qi) (212)

(Equation 2.2), we can estimaté&st(q;) by estimatingP(¢;) and P,...,(¢:).

2.3.3 Efficient calculation of query statistics

In estimating the efficiency of queries, we found that we riecheasureP(q;|q; V
.-V q;_1) for every potential query;. This calculation can be very time-consuming if
we repeat it from scratch for every quepyin every iteration of our algorithm. In this
section, we explain how we can compuitéy;|q; V- - -V¢;_1) efficiently by maintaining

a small table that we call guery statistics table.

The main idea for the query statistics table is tFdt;|¢; VvV --- V ¢;_1) can be
measured by counting how many times the keywgrdppears within the documents
downloaded fromyy,...,q;_1. We record these counts in a table, as shown in Fig-
ure 2.8(a). The left column of the table contains all potmuery terms and the right
column contains the number of previously-downloaded damntscontaining the re-
spective term. For example, the table in Figure 2.8(a) shibatsve have downloaded
50 documents so far, and the tenndel appears in 10 of these documents. Given

this number, we can compute thatmode|q; V - -- V ¢;_1) = 12 = 0.2

We note that the query statistics table needs to be updatedevar we issue a
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Termty, N(tx) Termt,, N(ty)

nmodel 10 nodel 12
conput er 38 conput er 20
di gi tal 50 di sk 18

Total pages50 New pages20

(a) Afterqy,...,q,_1  (b) New fromg; = computer

o7

Termty, N (ty)

nodel 10+12 =22

conmput er | 38+20 =58
di sk 0+18=18

digital 50+0 =50
Total pages50 + 20 = 70

(c) Afterqy, ..., q;
Figure 2.8: Updating the query statistics table.

new queryg; and download more documents. This update can be done effffcéen

we illustrate in the following example.

Example 2.3.2 After examining the query statistics table of Figure 2.8(a¢ have
decided to use the tergonput er as our next query;. From the new query; =
conput er , we downloaded0 more new pages. Out of thege,contain the keyword
nodel and18 the keywordli sk. The table in Figure 2.8(b) shows the frequency of

each term in the newly-downloaded pages.

We can update the old table (Figure 2.8(a)) to include thie/ meformation by
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simply adding corresponding entries in Figures 2.8(a) amd The result is shown on
Figure 2.8(c). For example, the keywamddel exists inl0 + 12 = 22 pages within
the pages retrieved from, . . ., ¢;. According to this new tabld?(model|q, V- - -V ¢;)

is now% =0.3.

2.3.4 Crawling sites that limit the number of results

In certain cases, when a query matches a large number of,ghgddidden-Web site
returns only a portion of those pages. For example, the Oprectory Project [Dmo]

allows the users to see only up10, 000 results after they issue a query.

Obviously, this kind of limitation has an immediate effect our Hidden-Web
crawler. First, since we can only retrieve up to a specific Inemof pages per query,
our crawler will need to issue more queries (and potentiaiily use up more re-
sources) in order to download all the pages. Second, the geézction method that
we presented in Section 2.3.2 assumes that for every paltejpteryq;, we can find
P(qgilg1 VvV --- Vv q;—1). Thatis, for every query; we can find the fraction of documents

in thewholetext database that contaigswith at least one of, ..., q;_1.

However, if the text database returned only a portion of #sailts for any of the
¢, ---,qi—1 then the valueP(¢;|¢; V - -+ V ¢;—1) is not accurate and may affect our
decision for the next query;, and potentially the performance of our crawler. Since
we cannot retrieve more results per query than the maximumbeu the Web site
allows, our crawler has no other choice besides submittingemueries. However,
there is a way t@stimatethe correct value foP(g;|q; V - -+ V ¢;—1) in the case where

the Web site returns only a portion of the results.

Again, assume that the Hidden-Web site we are currentlylorgws represented
as the rectangle on Figure 2.9 and its pages as points in the fij\ssume that we

have already issued querigs. .., ¢;_1 which returned a number of results less than
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Figure 2.9: A Web site that does not return all the results.

the maximum number than the site allows, and therefore we Hawnloaded all the
pages for these queries (big circle in Figure 2.9). That ithiatpoint, our estimation
for P(qilq1 vV --- V q;—1) is accurate. Now assume that we submit qugty the Web
site, but due to a limitation in the number of results that welaack, we retrieve the set
q; (small circle in Figure 2.9) instead of the ggt(dashed circle in Figure 2.9). Now
we need to update oguery statistics tablso that it has accurate information for the
next step. That is, although we got the geback, for every potential query,, we

need to findP(g;+1|¢1 V - -+ V ¢;):

P(gislan V-V qi)

1

P(Q1\/"'\/Qi) [ <Q+1 (Q1 q 1))+

P(Gi1 AN @) = P(Geri NG AN (@ V-V gim1))] (2.13)

In the previous equation, we can filtlg, V - - - V ¢;) by estimatingP(g;) with the
method shown in Section 2.3. Additionally, we can calculate, .1 A (g1 V- --Vg;i—1))

andP (g1 Aqg: A (q V-V q_1)) by directly examining the documents that we have
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downloaded from queries, . .., ¢;_1. The termP(g; 1 A ¢;) however is unknown and

we need to estimate it. Assuming thiais a random sample af, then:

P(giv1 Ag) _ Pla) (2.14)

P(giyi Nq)  Plg)

From Equation 2.14 we can calcula®q; .1 A ¢;) and after we replace this value

to Equation 2.13 we can finB(q;1|q1 V - - - V ;).

2.4 Experimental Evaluation

In this section we experimentally evaluate the performasfdée various algorithms
for Hidden-Web crawling presented in this dissertation.r @oal is to validate our
theoretical analysis through real-world experiments, taywing popular Hidden-Web
sites of textual databases. Since the number of documesitsate discovered and
downloaded from a textual database depends on the selettioa words that will be
issued as querié$o the search interface of each site, we compare the varest®n
policies that were described in section 2.3, namely&nelom generic-frequencyand

adaptivealgorithms.

The adaptivealgorithm learns new keywords and terms from the documéuats t
it downloads, and its selection process is driven by a costeinas described in Sec-
tion 2.3.2. To keep our experiment and its analysis simptleigpoint, we will assume
that the cost for every query is constant. That is, our gotd ilmaximize the number
of downloaded pages by issuing the least number of queriater,Lin Section 2.4.4
we will present a comparison of our policies based on a makeoehte cost model.

In addition, we use thandependence estimat{®ection 2.3.1) to estimate(q;) from

3Throughout our experiments, once an algorithm has sulnirdtiguery to a database, we exclude
the query from subsequent submissions to the same databasthe same algorithm.
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downloaded pages. Although tiredependence estimatis a simple estimator, our

experiments will show that it can work very well in practice.

For thegeneric-frequencyolicy, we compute the frequency distribution of words
that appear in a 5.5-million-Web-page corpus downloadeh ft54 Web sites of vari-
ous topics [NCOO04]. Keywords are selected based on theiedsitrg frequency with
which they appear in this document set, with the most fretjoea being selected first,

followed by the second-most frequent keyword, ‘etc.

Regarding theandompolicy, we use the same set of words collected from the Web
corpus, but in this case, instead of selecting keywords baséukir relative frequency,
we choose them randomly (uniform distribution). In ordefudher investigate how
the quality of the potential query-term list affects thedam-based algorithm, we con-
struct two sets: one with this, 000 most frequent words of the term collection used
in the generic-frequency policy (hereafter, the randomcgakith the set of 16,000
words will be referred to asandom-16K, and another set with the million most
frequent words of the same collection as above (hereadteerred to asandom-1M).
The former set has frequent words that appear in a large nushdecuments (at least
10,000 in our collection), and therefore can be considered of “faghlity” terms.
The latter set though contains a much larger collection afd®oamong which some

might be bogus, and meaningless.

The experiments were conducted by employing each one of treraéntioned
algorithms (adaptive, generic-frequency, random-16H, iamdom-1M) to crawl and
download contents from three Hidden-Web sites: The PubMediddéLibrary [Pub],
Amazon [Ama], and the Open Directory ProjectiDmo]. Accoglio the information
on PubMeds Web site, its collection contains approximatély million abstracts of

biomedical articles. We consider these abstracts as theutfdents” in the site, and in

“We did not manually excludstop words(e.qg., the, is, of, etc.) from the keyword list. As it turns
out, all Web sites except PubMed return matching documenthé stop words, such ae.
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each iteration of the adaptive policy, we use these abstescinput to the algorithm.
Thus our goal is to “discover” as many unique abstracts asilplesby repeatedly
guerying the Web query interface provided by PubMed. ThedelidWeb crawling
on the PubMed Web site can be considered as topic-specitctadiine fact that all

abstracts within PubMed are related to the fields of medianebiology.

In the case of thédmazonWeb site, we are interested in downloading all the hid-
den pages that contain information on books. The queryifgntazon is performed
through the Software Developer’s Kit that Amazon providasiiiterfacing to its Web
site, and which returns results in XML form. The generic “weyd” field is used for
searching, and as input to the adaptive policy we extracptbduct description and
the text of customer reviews when present in the XML replypc8iAmazon does not
provide any information on how many books it has in its cajal® we use random
sampling on the 10-digit ISBN number of the books to estimlagesize of the collec-
tion. Out of thel0, 000 random ISBN numbers queriedf; are found in the Amazon
catalogue, therefore the size of its book collection igested to bq% 101" = 4.6
million books. It's also worth noting here that Amazon posesupper limit on the

number of results (books in our case) returned by each qwéigh is set ta32, 000.

As for the third Hidden-Web site, th@pen Directory Projec(hereafter also re-
ferred to agimo3, the site maintains the links to 3.8 million sites togetéh a brief
summary of each listed site. The links are searchable thraugyword-search inter-
face. We consider each indexed link together with its briefisiary as the document
of thedmogzsite, and we provide the short summaries to the adaptiveitigoto drive
the selection of new keywords for querying. On the dmoz Wedy gie perform two
Hidden-Web crawls: the first is on its generic collectiorB@-million indexed sites,
regardless of the category that they fall into. The othewtria performed specifi-

cally on the Arts section ofimoz(htt p: // dnoz. or g/ Art s), which comprises

31



Cumulative fraction of uniqgue documents - PubMed website

1
~adaptive  + Vg
09 - generic-frequency < oot XA
: random-16K  x
random-1IM o -
7 0.7 [ et
T e
£ 0.6 [T
>
Q
o
I €20 T o A
o
c EVRVYS S
Q
© **x*%***
=
0.3 ,I_>e->< T
>'<I
0.1 ey e
.X'
0 ﬁﬁﬁﬁﬁ s o 00 e DO e DS o O e O o O e OO e O o OO [ 2T e TV ree PO OO e Y MO e PO e DO e PO A e e e e xRy
0 50 100 150 200

qguery number

Figure 2.10: Coverage of policies for Pubmed

of approximately429, 000 indexed sites that are relevant to Arts, making this crawl
topic-specific, as in PubMed. Like Amazaimozalso enforces an upper limit on the

number of returned results, whichiig, 000 links with their summaries.

2.4.1 Comparison of policies

The first question that we seek to answer is the evolutionetdreragemetric as we
submit queries to the sites. That is, what fraction of théectibn of documents stored
in the Hidden-Web site can we download as we continuouslyyqgfee new words
selected using the policies described above? More forma#lyare interested in the

value of P(q; V- -+ V ¢;_1 V ¢;), after we submityy, . . ., ¢; queries, and asincreases.

In Figures 2.10, 2.11, 2.12, and 2.13 we present the covenagygc for each pol-
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Figure 2.11: Coverage of policies for Amazon

icy, as a function of the query number, for the Web sites of\fedh, Amazon, general
dmozand the art-specifidmoz respectively. On the y-axis the fraction of the total doc-
uments downloaded from the website is plotted, while theig-gepresents the query
number. A first observation from these graphs is that in génire generic-frequency
and the adaptive policies perform much better than the mradoased algorithms. In
all of the figures, the graphs for the random-1M and the ran@6K are significantly

below those of other policies.

Between the generic-frequency and the adaptive policiesaneee that the latter
outperforms the former when the site is topic specific. Fanaple, for the PubMed
site (Figure 2.10), the adaptive algorithm issues only 8&igs to download almost
80% of the documents stored in PubMed, but the generic-&regyualgorithm requires
106 queries for the same coverage,. For the dmoz/Arts craglife 2.13), the differ-
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Figure 2.12: Coverage of policies for general dmoz
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Figure 2.13: Coverage of policies for the Arts section of dmoz

35




ence is even more substantial: the adaptive policy is abiiewmload 99.98% of the
total sites indexed in the Directory by issuing 471 quendsje the frequency-based
algorithm is much less effective using the same number ofiggieand discovers only
72% of the total number of indexed sites. The adaptive algori by examining the
contents of the pages that it downloads at each iterati@hlésto identify the topic of
the site as expressed by the words that appear most freguretitle result-set. Con-
sequently, it is able to select words for subsequent quénegsare more relevant to
the site, than those preferred by the generic-frequenagypevhich are drawn from a
large, generic collection. Table 2.1 shows a sample of 1W&eys out of 211 chosen
and submitted to the PubMed Web site by the adaptive algoyitiut not by the other
policies. For each keyword, we present the number of thatiter, along with the

number of results that it returned. As one can see from tHe,tkese keywords are
highly relevant to the topics of medicine and biology of théokc Medical Library,

and match against numerous articles stored in its Web site.

In both cases examined in Figures 2.10, and 2.13, the ratd@®d policies per-
form much worse than the adaptive algorithm, and the geffierguency. It is worthy
noting however, that the random-based policy with the smoatefully selected set of
16, 000 “quality” words manages to download a considerable fractib42.5% from
the PubMed Web site after 200 queries, while the coveragaéohrts section of dmoz
reaches 22.7%, after 471 queried keywords. On the other, l@mdandom-based ap-
proach that makes use of the vast collection afillion words, among which a large
number is bogus keywords, fails to download even a mere 1%eofatal collection,

after submitting the same number of query words.

For the generic collections of Amazon and theozsites, shown in Figures 2.11
and 2.12 respectively, we get mixed results: The geneegtiency policy shows

slightly better performance than the adaptive policy fer Amazon site (Figure 2.11),
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Iteration Keyword Number of Results
23 depart nment 2,719,031
34 patients 1,934,428
53 clinical 1,198,322
67 t reat nent 4,034, 565
69 nmedi cal 1, 368, 200
70 hospi t al 503, 307
146 di sease 1,520,908
172 protein 2,620,938
174 nol ecul ar 951, 639
185 di agnosi s 4,276,518

Table 2.1: Sample of keywords queried to PubMed exclusivglthe adaptive policy

and the adaptive method clearly outperforms the geneemguiency for the general
dmogzsite (Figure 2.12). A closer look at the log files of the two #a-Web crawlers
reveals the main reason: Amazon was functioning in a very fleky when our adap-
tive crawler visited it: for certain queries a large numbéresults would result in
errors and could not be retrieved from Amazon’s Web site.sTe suspect that the
slightly poor performance of the adaptive policy is due te txperimental variance.
At the same time, this observation indicates that, in pcactvhen implementing a real
system for performing Hidden-Web crawling, it is very imfzont to be able to handle
such unpredictable situations as they can significantlgcatihe performance of our
Hidden-Web crawler. Aside from this experimental varigribe Amazon result indi-
cates that if the collection and the words that a Hidden-Vikgbcentains are generic
enough, then the generic-frequency approach may be a goddlassalgorithm for

effective crawling.
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As in the case of topic-specific Hidden-Web sites, the rantdased policies also
exhibit poor performance compared to the other two algovitivhen crawling generic
sites: for the Amazon Web site, random-16K succeeds in dmdinhg almost 36.7%
after issuing 775 queries, alas for the generic collectibdneoz, the fraction of the
collection of links downloaded is 13.5% after the 770th gud¥inally, as expected,
random-1M is even worse than random-16K, downloading o#!$% of Amazon and

0.3% of the generic dmoz.

In summary, the adaptive algorithm performs remarkablyl wedll cases: it is
able to discover and download most of the documents storefididen-Web sites by
issuing the least number of queries. When the collectionsdtea specific topic, it
is able to identify the keywords most relevant to the topithefsite and consequently
ask for terms that is most likely that will return a large nwenlof results . On the
other hand, the generic-frequency policy proves to be aifextive too, though less
than the adaptive: it is able to retrieve relatively fastrgésportion of the collection,
and when the site is not topic-specific, its effectivenessreach that of adaptive (e.g.
Amazon). Finally, the random policy performs poorly in gexieand should not be

preferred.

2.4.2 Impact of the initial query

An interesting issue that deserves further examinationhisther the initial choice
of the keyword used as the first query issued by the adaptyeridim affects its
effectiveness in subsequent iterations. The choice okiysvord is not done by the
selection of the adaptive algorithm itself and has to be ralyset, since its query
statistics tables have not been populated yet. Thus, theti®i is generally arbitrary,
so for purposes of fully automating the whole process, sodagianal investigation

Seems necessary.
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1
pubmed  +
data X
0.9 r information *
return O
0,8 o

fraction of documents

0 10 20 30 40 50 60
query number

Figure 2.14: Convergence of the adaptive algorithm usinfgreint initial queries for

crawling the PubMed Web site
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For this reason, we initiated three adaptive Hidden-Welwlens targeting the
PubMed Web site with different seed-words: the wded a, which returns 1,344,999
results, the word “information” that repor268, 474 documents, and the wordet ur n
that retrieves29, 707 pages, out of 14 million. These keywords represent varying
degrees of term popularity in PubMed, with the first one beahdpigh popularity,
the second of medium, and the third of low. We also show redaltthe keyword
pubned, used in the experiments for coverage of Section 2.4.1, dndhweturns
695 articles. As we can see from Figure 2.14, after a smallbeurof queries, all four
crawlers roughly download the same fraction of the colatctregardless of their start-
ing point: Their coverages are roughly equivalent from thtn2juery. Eventually, all
four crawlers use the same set of terms for their querieaydégss of the initial query.
In the specific experiment, from the 36th query onward, all fmawlers use the same
terms for their queries in each iteration, or the same temmsised off by one or two
guery numbers. Our result confirms the observation of [CCUQt] tthe choice of the
initial query has minimal effect on the final performance. vém explain this intu-
itively as follows: Our algorithm approximates the optinsatt of queries to use for
a particular Web site. Once the algorithm has issued a significumber of queries,
it has an accurate estimation of the content of the Web stgrdless of the initial
guery. Since this estimation is similar for all runs of thgalthm, the crawlers will

use roughly the same queries.

2.4.3 Impact of the limit in the number of results

While the Amazon and dmoz sites have the respective limit @2 and 10,000
in their result sizes, these limits may be larger than thogmsed by other Hidden-
Web sites. In order to investigate how a “tighter” limit inetihesult size affects the

performance of our algorithms, we performed two additiacralwls to the generic-
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Figure 2.15: Coverage of general dmoz after limiting the neinds results to 1,000
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dmoz site: we ran the generic-frequency and adaptive psliocut we retrieved only
up to the top 1,000 results for every query. In Figure 2.15 loethe coverage for the
two policies as a function of the number of queries. As onentregpect, by comparing
the new result in Figure 2.15 to that of Figure 2.12 where #sailt limit was 10,000,
we conclude that the tighter limit requires a higher numbegueries to achieve the
same coverage. For example, when the result limit was 10i@@0adaptive policy
could download 70% of the site after issuing 630 queriesjenhhad to issue about
4,000 queries to download 70% of the site when the limit w@9@., On the other
hand, our new result shows that even with a tight result Jimits still possible to

download most of a Hidden-Web site after issuing a reasenabiber of queries.
The adaptive policy could download slightly more than 70%he&f site after issuing
4,000 queries when the limit was 1,000. Finally, our reshtivés that our adaptive
policy consistently outperforms the generic-frequenclicgaegardless of the result
limit. In both Figure 2.15 and Figure 2.12, our adaptive pplshows significantly

larger coverage than the generic-frequency policy for #mesnumber of queries.

2.4.4 Incorporating the document download cost

For brevity of presentation, the performance evaluatisalte provided so far assumed
a simplified cost-model where every query involved a constast. In this section
we present results regarding the performance of the a@aptid generic-frequency
algorithms using Equation 2.2 to drive our query selectioycpss. As we discussed
in Section 2.2.3.1, this query cost model includes the aossd@ibmitting the query to
the site, retrieving the result index page, and also dovenhgathe actual pages. For
these costs, we examined the size of every result in the ipdge and the sizes of
the documents, and we chogg = 100, ¢, = 100, andc; = 10000, as values for

the parameters of Equation 2.2, and for the particular exygant that we ran on the
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PubMed website. The values that we selected imply that thfopissuing one query
and retrieving one result from the result index page arehlyutpe same, while the
cost for downloading an actual page is 100 times larger. Weugethat these values

are reasonable for the PubMed Web site.

Figure 2.16 shows the coverage of the adaptive and genezguéncy algorithms
as a function of the resource units used during the downloackegs. The horizontal
axis is the amount of resources used, and the vertical atieisoverage. As it is
evident from the graph, the adaptive policy makes more efftause of the available
resources, as it is able to download more articles than thergefrequency, using the
same amount of resource units. However, the differenceverage is less dramatic
in this case, compared to the graph of Figure 2.10. The sntifference is due to
the fact that under the current cost metric, the downloatlafadocuments constitutes
a significant portion of the cost. Therefore, when both petaclownloaded the same
number of documents, the saving of the adaptive policy isasalramatic as before.
That is, the savings in the query cost and the result indexntiad cost is only a
relatively small portion of the overall cost. Still, we olbge noticeable savings from
the adaptive policy. At the total cost of 8000, for examphe, tcoverage of the adaptive
policy is roughly 0.5 while the coverage of the frequencyigyois only 0.3.

2.4.5 Other observations

Another interesting side-effect of the adaptive algoriikitine support for multilingual
Hidden-Web sites, without any additional modification. br attempt to explain the
significantly better performance of the adaptive algoritiomthe generic dmoz Web
site (which is not topic-specific), we noticed that the ad@palgorithm issues non-
English queries to the site. This is because the adaptieeitg learns its vocabulary

from the pages it downloads, therefore is able to discowguent words that do not
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necessarily belong to the English dictionary. On the cowtthe generic-frequency
algorithm is restricted by the language of the corpus that am@alyzed before the
crawl. In our case, the generic-frequency algorithm usedanrdllion English word

corpus, so as a result, it was limited to querying documedmrds ¢ould match only

English words.

2.5 Related Work

In this section we review the literature related to the tepi@at we covered in the cur-
rent chapter. The various approaches proposed by the cesganmunity for making
the information on the Hidden Web widely accessible can badily divided based on

two dimensions.

The first dimension is whether the Hidden-Web repositoniesaoperativeor un-
cooperative If the Hidden-Web repositories aoeoperativethey allow direct access
to a third-party application interested in downloading thieden-Web data. How-
ever, since this is typically done through the use of spiedlprotocols (e.g. Z39.50
[Moe92], SDLIP [PBLOQ]), the application needs to implemtrdse protocols in or-
der to communicate with the Hidden-Web site. In the case evadtidden-Web site is
uncooperativewe need to issue queries through the site’s Web interfacause there

is no direct access to the Hidden-Web data.

The second dimension is whether our goal in making the Hidtfeh data widely
accessible is to perform “on-the-flydata integrationor download the Hidden-Web
data to a centratlata warehouseind make it accessible from this central location.
When we perforndata integration the main idea is to direct a user’s query to a num-
ber of sources and then aggregate the relevant results. &edata integrationis

typically performed in real time it generally leads to freshesults. However, because
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Cooperative sources

Uncooperative

sources

Data integration

Z39.50 [Moe92],
SDLIP [PBLO0]

Gloss [GGT99],[IGS01
[1G02],[CS96],
[LLCO4], [HCO3]

|

Data warehousing

OAI [LSO01],
ARC [LMZO01],
DP9 [LMZ02]

[NZCo4],
[CCD99], [CCO1],
[BFO4], [RGO1],

[CCHO3], [IAJO6]

Table 2.2: Related work organized according to whether tlueléti-Web sources are

cooperativeand whether we are interested in informatiotegrationor warehousing

we are contacting the Hidden-Web sources every time thereser query, we can put

significant processing burden to the Hidden-Web sourcesh®ather hand, when we

create a centradata warehousewe answer the user queries based on our own local

copy of the data, but we need to periodically update our copy.

Overall, Table 2.2 shows the related work organized basdtetwo dimensions

that we have just discussed. In the remainder of this seetmigo over the related

work and compare it to the ideas that we covered in the cuateagpter. In our work,

we mainly focused on enabling access to uncooperative IHifdeb sources by down-

loading their data at a central location.
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2.5.1 Cooperative data sources
2.5.1.1 Data integration

In order to make documents in multiple textual databasesssdale from a central lo-
cation, the research community has proposed a number obpaerability approaches,
such as the Z39.50 protocol [Moe92] or the Simple Digitalraily Interoperability
Protocol (SDLIP) [PBLOO].

Z39.50 [Moe92] provides an application-layer client/sgrgrotocol for the auto-
mated communication between computers while performifgramation search and
retrieval tasks. Z39.50 defines a wide range of functionsh i a machine- inde-
pendent representation of queries, a wide collection obates that can be used in
queries, or capabilities for retrieving document fragnse®DLIP [PBLOOQ] is an inter-
operability protocol similar to Z39.50, but is more lightglet and was created mainly

for the exchange of information over the Web.

Both protocols, are geared towasoperativadata sources where we can perform
data integrationand are best suited for systems that manage bibliograpkec da
brary of Congress [Lib] implements Z39.50 today, and UC Beak@rovides SDLIP-
based access to the University of California’s library acadgPBLO00]. Our approach
described in this chapter may not be directly applicablééoctaises where the Hidden-
Web sites provide sequential access to their whole calleaif data (e.g. through the
Scanoperation of Z39.50). However, our ideas can still be usedtibpnof an inter-
operability protocol for the cases where only query-basaess is available, or the

Hidden-Web sites impose a limit in the number of the retumesailts.
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2.5.1.2 Data warehousing

For the cases where, instead of performing “on-the-fly"grééion, we are interested
in downloading the information fromooperativeHidden-Web sources at a central lo-
cation, the research community has proposed metadatag$targ” approaches, such
as the Dublin Core [Dub], the Open Archives Initiative (OALS01], ARC [LMZ01]
and DP9 [LMZ02].

OAI [LSO01] is a generic framework that facilitates the cotien of content from
different Web sources. At a high level, it defines methodshiarvesting metadata
records from repositories by using HTTP and XML. The mairaifleMZ01] is to col-
lect standardized metadata (e.g. based on the Dublin Coradstzt Initiative [Dub]),
at a central location and then create useful services bas#uscentrally harvested
data. DP9 [LMZO02] is a gateway service that aims at creaiimgslto the documents
within OAl-compliant repositories, so that typical cravlecan discover the data by

following links.

Metadata harvesting approaches essentially assume é¢hdidtien-Web databases
willingly share some of their metadata and/or documentsetp h third-party search
engine to index the documents. Our approach assumes unatiepeiatabases that do
not share their data publicly and whose documents are abteessly through search
interfaces. The metadata harvesting approaches can beatflggnefit when index-
ing repositories from educational and bibliographic damdiecause they typically
contain information of great quality. Unfortunately, m#a#a harvesting implementa-
tions (such as OAI [LS01]) are not very popular in the ovevédlb today mainly due
to the fact that search engines tend to discard the metdadtdtayi come from Web

repositories that cannot be trusted.
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2.5.2 Uncooperative data sources

2.5.2.1 Data integration

There exists a large body of work studying how to identify thast relevant databases
given a user’s query [GGT99, IGS01, IG02, CS96, LLC04, HCO03],mthe databases
areuncooperativeproviding only query-based access to their data. This lebayork

is often referred to ametasearching@r database selectioproblem over the Hidden
Web. The main idea is to direct a user’s query to a multitudeslgvantdatabases,

retrieve the results, aggregate them and then present thigra tisers in a unified way.

For example, GIOSS [GGT99] usesntent summarie§.e. document frequency
lists) and selects the databases that are more similar tostétrés query. The method
presented in [IGS01] exploits only the number of matchesefdueries in order to
identify the topical category of a database. [IG02] suggtst use ofocused probing
to classify databases into a topical category, so thatpgavguery, a relevant database

can be selected based on its topical category.

[CS96] presents a system that can construct topic-specérardthies from text
documents using a rule-based classifier, and then deriwgegurom the hierarchy in
order to retrieve additional content. In [LLCO04] the systeomtacts some databases
adaptively, on-the-fly, in order to acquire a better view bieth databases it should se-
lect for querying. In [HCO3], the authors present a methodrfgrating the different

schemas that the Hidden-Web sites employ.

One of the benefits of accessing the Hidden-Web through ematasing, is that the
retrieved results are typically up-to-date because weavesirding the user queries to
the Hidden-Web sites and retrieve the results from the gsurncreal time. Overall, our
vision is different from the metasearching body of work iattbur goal isdownload

andindexthe Hidden pages at a central location in advance, so thed naa access
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all the information at their convenience from one singleatoan. In Chapter 4 we
study effective methods of updating our central repositidriidden-Web pages and

maintain it up-to-date, so that we can also provide frestrin&tion to the users.

2.5.2.2 Data warehousing

The idea of automatically issuing queries to a database amtldading the results

has been previously used in different contexts.

For example, in [CCD99, CCO01], Callan and Connel try to acquiracourate
language moddby collecting a uniform random sample from the database.GDB]
Lawrence and Giles issue random queries to a number of WebtSEragines in order

to estimate théraction of the Web that has been indexed by each of them.

In a similar fashion, Bharat and Broder [BB98] issue random @seio a set of
Search Engines in order to estimate tkeétive size and overlapf their indexes.
In [BFO4], Barbosa and Freire experimentally evaluate mettfod building multi-

keyword queries that can return a large fraction of a documarection.

Our work differs from the previous studies in two ways. Fimir work described
in this chapter provides a theoretical framework for anialythe process of generating
gueries for a database and examining the results, whichelarul better understand
the effectiveness of the methods presented in the previouds \Becond, we apply our
framework to the problem of Hidden-Web crawling and dematstthe efficiency of
our algorithms.

In [IAJO6], Ipeirotis et al. study Hidden-Web sites that &@h searchablg(i.e.
they provide their content through a query-based intejface crawlable (i.e. they
also provide links to their content). They present algongtor determining whether it

is best to issue queries or follow links in order to retriegeen portion (e.g. 70%) of
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the Hidden-Web site. Our work is applicable to Hidden-Webssthat do not provide

link-based access and our goal is to retrieve all of a giveldet-Web site’s pages.

In a recent study, Raghavan and Garcia-Molina [RGO01] presemtrehitectural
model for a Hidden-Web crawler. The main focus of this wortoiearn Hidden-Web
guery interfaces, not to generate queries automaticaltlg.pbtential queries are either
provided manually by users or collected from the query fatss. In contrast, our

main focus is to generate queries automatically withoutrampan intervention.

Cope et al. [CCHO03] propose a method to automatically detectheha particular
Web page contains a search form. This work is complementaryrs; once we detect
search interfaces on the Web using the method in [CCHO3], weusaypur proposed

algorithms to download pages automatically from those Wels si

Reference [AIGO03] reports methods to estimate what fraabioa text database
can be eventually acquired by issuing queries to the datalagAGO03] the authors
study query-based techniques that can extedational datafrom large text databases.

Again, these works study orthogonal issues and are complamnyeto our work.

2.6 Summary

Traditional crawlers normally follow links on the Web to diver and download pages.
Therefore they cannot get to the Hidden-Web pages whichrdyeaccessible through
guery interfaces. In this chapter, we studied how we cardl@lidden-Web crawler
that can automatically query a Hidden-Web site and downjoagkes from it. We
proposed three different query generation policies forHigglen Web: a policy that
picks queries atandomfrom a list of keywords, a policy that picks queries based
on theirfrequencyin a generic text collection, and a policy whiadaptivelypicks

a good query based on the content of the pages downloadedttieididden-Web

51



site. Experimental evaluation on 4 real Hidden-Web sitesvstthat our policies have
a great potential. In particular, in certain cases dldeptivepolicy can download
more tharb0% of a Hidden-Web site after issuing approximatély) queries. Given
these results, we believe that our work provides a potem@ghanism to improve the

search-engine coverage of the Web and the user experieiéelngearch.

52



CHAPTER 3

Evolution of Searchable Web Sites

3.1 Introduction

Given that Web pages are changing constantly, search engeed to update their
index periodically in order to keep up with the evolving Wém obsolete index leads
to irrelevant or “broken” search results, wasting usersgtiand causing frustration. In
this dissertation, we study the evolution of a set of Web sitasprovide query-based
access to their pages. In this way we can get a better undénsggpon how our search

engine should cope with the evolving pages on the Hidden Web.

A number of existing studies have already investigated tlodugon of the Web
[FMNO3, BC00, MM0O, CG00a, DFK97]. While some parts of our studyehaom-
monalities with the existing work, we believe that the fallog aspects make our study

unique, revealing new and important details of the evolWieb.

e Searchable Web siteSince we are interested in building a Hidden-Web search
engine, we focused on Web databases that provide searel-hesess to their
Web pages. Overall, our study and experiments involved &a4dckable Web

sites, which we monitored weekly for a period of one year.

e Link-structure evolution Search engines rely on both the content and the link
structure of the Web to select the pages to return. For ex@n@ogle uses

PageRank as their primary ranking metric, which exploitS/led link structure
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to evaluate the importance of a page [BP98]. In this respeetevolution of the
link structure is an important aspect that search enginesldtknow, but not
much work has been done before. As far as we know, our worleifirt study

investigating the evolution of the link structure.

e New pages on the WelWhile a large fraction of existing pages change over
time, a significant fraction of “changes” on the Web are duadw pages that
are created over time. In this dissertation, we study howynmew pages are
being created every week, how much new “content” is beingpthtced and

what are the characteristics of the newly-created pages.

e Search-centric change metrigVe study the changes in the existing Web pages
using metrics directly relevant to search engines. Searges typically use
variations of TF.IDF distance metric to evaluate the refeeaof a page to a
guery, and they often use an inverted index to speed up thearste compu-
tation. In our dissertation, we measure the changes in tistirex pages using
both 1) the TF.IDF distance metric and 2) the number of newdsantroduced
in each update. The study of the TF.IDF distance will sheltt lan how much
“relevance” change a page goes through over time. The nuofbew words

will tell us what fraction of an inverted index is subject todating.

3.2 Experimental setup

To collect Web history data for our evolution study, we dovaded pages from 154
“popular” searchable Web sites (e.qa¢¢m org, hp.com oreilly. com see
[Web] for a complete listing) every week from October 200&Iudctober 2003, for a
total of 51 weeks. In this section, we explain how we selethedsites for our study

and describe how we conducted the crawls of those sites. 3bgpedsent a few general
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statistics about the data we collected.

3.2.1 Selection of the sites

In selecting the sites to monitor, we wanted to pick a “repnégtive” yet “interesting”
sample of the searchable Web. By representative, we meamuhsémple should span
various parts of the Web, covering a multitude of togid®y interesting, we mean that
a reasonably large number of users should be interesteé sitds, as search engines

typically focus their resources on maintaining these sitesmost up to date.

To obtain such a sample, we decided to pick roughly the fiveaojed pages from
a subset of the topical categories of the Google Directoop@} Google Directory
reuses the data provided by the Open Directory Project [@i maintains a hierar-
chical listing of Web sites categorized by topic. Sites witach category are ordered
by PageRank, enabling users to identify sites deemed to bigloirhportance easily.
From the Web sites inside Google Directory, we picked onbséhsites that provided
a search interface over their contents, thus considermgdhtents of those Web sites
as “hidden” behind their respective search interfaces. Bgctsag sites from each
topical category, we believe we made our sample “represeataBy picking only
top-ranked sites, we believe we make our sample “intergSthcomplete list of sites

included in our study can be acquired from [Web].

3.2.2 Download of pages

From the 154 Web sites we selected for our study, we downtbpdges every week

over a period of almost one year. Our weekly downloads of itles svere thorough in

LOur dataset constitutes a representative sample of thealagitegories on the Web. As we will see
later in Section 3.3.2.1, the trends that we observed frontlataset still hold for a completely random
sample of the Web.
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all but a few cases: starting from the root pages of the Wels site downloaded in a
breadth-first order eitheall reachable pages in each site, or all pages until we reached
a maximum limit of 200,000 pages per site. Since only four \8ks (out of 154)
contained more than 200,000 padgese have captured a relatively complete weekly
history of these sites. Capturing nearly complete snapsvatiyy week is important

for our purposes, as one of our main goals is to study theioreat new pages.

The total number of pages that we downloaded every week saingm 3 to 5
million pages, with an average of 4.4 million pages. The sizzach weekly snapshot
was around 65 GB before compression. Thus, we currently hawtal of 3.3 TB
of Web history data, with an additional 4 TB of derived datactsas links, shingles,
etc.) used for our various analyses. When we compress thdysredpshots using the

standard zlib library, the space footprint is reduced tauhboe third of the original.

Table 3.1 reports the fraction of pages included in our stihdy belong to each
high-level domain. Themn sc category contains other domains including regional
ones such asuk, . dk, . j p etc. The distribution of domains for pages in our study

roughly matches the general distribution of domains foumthe Web [BBCO00].

3.3 What's new on the Web?

In this section, we focus on measuring what is new on the Weh eeek. In par-
ticular, we attempt to answer questions such as: How manyps@es are created
every week? How much new content is created? How many newdiftke begin by

studying the weekly birth rate of pages.

For our analysis in Sections 3.3.1 and 3.3.2 we treat eacjuarRL as a distinct

unit. Then, in Section 3.3.3 we measure the shift in the ctlecontent of all pages,

2The sites containing more than 200,000 pages weke eonl i ne. com www. ht i . umi ch.
edu, ww. pbs. or g andww. i nt el i heal t h. com

56



Domain | Fraction of pages in domain
.com 41%
.gov 18.7%
.edu 16.5%
.org 15.7%
.net 4.1%
.mil 2.9%
misc 1.1%

Table 3.1: Distribution of domains in our crawls.

to filter out the effect of content duplication among URLSs.

3.3.1 Weekly birth rate of pages

We first examine how many new pages are created every weel is[Har every
snapshot, we measure the fraction of the pages in the srajsttchave not been
downloaded before and we plot this number over time. Thistifsa represents the
“weekly birth rate” of Web pages. We use the URL of a page asdestity, and
consider a page “new” if we did not download any page with #ime URL before.
Under this definition, if a page simply changes its locatiamf URL Ato URL B, we
consider that a new padgzhas been created. (Later in Section 3.3.3 we measure how

much new “content” is introduced every week, which factarstbis effect.)

In Figure 3.1 we show the weekly birth rate of pages, with walkekg the hori-
zontal axis. The line in the middle of the graph gives the agerof all the values,
representing the “average weekly birth rate” of the pagesmRhe graph we can ob-
serve that the average weekly birth rate is about 8%. Th&¥%sof pages downloaded

by an average weekly crawl had not been downloaded by anyopieerawl. Scaling
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up from our data (which, by design, is biased toward popudayeg), and assuming
the entire Web consists of roughly 11.5 billion pages [GS0&]conjecture that there
may be around 920 million new pages created every week (imgiLcopies of existing

pages and relocated pages). Admittedly, this number mayenitly accurate because

our study focuses on popular pages. However, it does givebali-park figure.

We also observe that approximately once every month, theoauf new pages
being introduced is significantly higher than in previous keed-or example, the bars
are higher in weeks 7, 11, 14, etc. than their previous weldlkst of the weeks with
the higher birth rate fall close to the end of a calendar moiithis fact implies that
many Web sites use the end of a calendar month to introducepages. Manual
examination of the new pages in these “high birth rate” weekealed that a number
of such pages contain job advertisements or portals leadiagchived pages in a site.
For the most part, however, we could not detect any specifienpeor topical category

for these pages.

3.3.2 Birth, death, and replacement

In our next experiment, we study how many new pages are creattand how many
disappear over timé. We also measure what fraction of pages on our Web sites is
replaced with new pages after a certain period. For thegsopas, we compare our
weekly snapshots of the pages against the first snapshot easune 1) how many
pages in the first snapshot still remain in thih-week snapshot, and 2) how many
pages in thexith week snapshot do not exist in the first snapshot. For altdimepar-

isons presented here, the URLSs of the crawled pages wereicaliped.

Figure 3.2 shows the result. The horizontal axis of this alpts the week and the

3We assume that a page disappeared if our crawler receive@ &R B4 response for that particular
page, or we could not download the page (due to timeout$,after three attempts.
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Figure 3.1: Fraction of new pages between successive soigpsh

vertical axis shows the number of pages that we crawled igithen week. The bars
are normalized such that the number of pages in the first veemkd. (We downloaded
4.8 million pages in the first week.) The dark bars represemntumber of first-week
pages that were still available in the given week. The ligitslrepresent the number
of pages that were created since the first week (i.e., the ghgesxist in the given
week but did not exist in the first week). For example, the sizthe second-week
snapshot was about 80% of that of the first week, and we dowatbabout 70% of

the first-week pages in the second week.

The observable fluctuations in our weekly crawl sizes (mosicaable for week
45) are primarily due to technical glitches that are diffi¢alavoid completely. While
collecting our data, to minimize the load on the Web sites@ndocal network, we
ran our crawler in a slow mode. It took almost a full week foe trawler to finish

each crawl. During this time, a Web site may have been temipouamavailable or our
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Figure 3.2: Fraction of pages from the first crawl still exigtaftern weeks (dark

bars) and new pages (light bars).
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Figure 3.3: Normalized fraction of pages from the first crawll existing aftern

weeks (dark bars) and new pages (light bars).
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local network connection may have been unreliable. To basthgainst short-lived
unavailabilities our crawler makes up to three attemptsoerdoad each page. Still,
in certain cases unavailabilities were long-lived and samer was forced to give up.
Since these glitches were relatively minor in most casesef@xn the 45th week when
one of our crawling machines crashed), we believe that aultseeare not significantly

affected by them.

By inspecting the weeks with the highest bars in Figure 3.2alkidg glitches with
our crawling into account, we find that the total number ofgsmgvailable from the
154 sites in our study remained more or less the same over tine Bh-week period
of our study. However, they are not all the same pages. Insexdgting pages were
replaced by new pages at a rapid rate. For example, after onthraf crawling (week
4), only 75% of the first-week pages were still available kdaortion of the graph at

week 4), and after 6 months of crawling (week 25), about 528/ aailable.

A normalized version of our graph is shown in Figure 3.3, with humbers for
each week normalized to one to allow us to study trends inrtetiébn of new and
old pages. After six months (week 25), roughly 40% of the gatmvnloaded by our
crawler were new (light bars) and around 60% were pages tbatogcurred in our
first crawl (dark bars). Finally, after almost a year (week darly 60% of the pages
were new and only slightly more than 40% from the initial setsvstill available. It
took about nine months (week 39) for half of the pages to biacep by new ones

(i.e., half life of 9 months).

To determine whether the deletion rate of pages shown inr&igu3 follows a sim-
ple trend, we used linear regression to attempt to fit our aisiteg linear, exponential,
and inverse-polynomial functions. The deletion rate ditfih@ny of these trends well.
The best match was with a linear trend, but the R-squared vedigestill very low at

0.8.
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3.3.2.1 Generalizing to the entire Web

Our results can be combined with results from recent studghbyOnline Computer
Library Center (OCLC) [ocl] to get a picture of the rate of chanf¢he entire Web.
The OCLC collects an annual sample of the Web and studiesugatiiends pertaining
to the nature of Web sites. One of the experiments that the OkdsCconducted
over the last few years is to estimate how the number of availieb sites changes
over time. From years 1998 to 2002, OCLC has performed sysiepelling of IP
addresses to estimate the total number of available Web 3Jitey have also measured

what fraction of Web sites are still available afteyears.

The result of this OCLC study is shown on Figure 3.4. In the ggthe horizontal
axis represents the year of measurement. The overall h&figath bar shows the total
number of Web sites available at the given year, relativeeésmtumber of sites available
in 1998. In 1998 the number of the publicly-accessible Wedssvas estimated to be
1.4 million. The dark bottom portion of the bar represents fitaction of the Web
sites that existed in 1998 and were still available in thegiyear. The light portion
represents the fraction of new Web sites that became alagdter 1998. From the
graph, we can see that about 50% of Web sites go offline every feaexample, in

1999, half of the 1998 Web sites were still accessible.

Combining this result with ours, we may get an idea of how maayes on the
entire Web will still be available after a certain period oh¢. The OCLC study
shows that about 50% of existing Web sites remain availalbde ahe year. Our study
shows that roughly 40% of the pages in each Web site remailableaafter one year.
Therefore, we can speculate that only about 5G8%—20% of today’s Web pages

will be accessible after one year.

Given this low rate of “survival” of Web pages, historicathiving as performed

by, e.g., the Internet Archive [int], is of critical importee for enabling long-term
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Figure 3.4: Percent of IP addresses identifying a Web sit¥eiar A also iden-
tifying a Web site in Year B. For example, 56% of IP addressesntifying a

Web site in the 1998 sample also identified one in 1999 samplaken from

http://wecp. oclc.org/.
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access to historical Web content. A significant fraction afjgs accessible today are
unlikely to be available after one year. Another implicatmf our finding applies to
standard search engines that do not focus on access tadastmntent. Since search
engine users tend to be very intolerant of broken links irrcteaesults, it is very
important for search engines to keep abreast of page dedediod omit deleted pages
from search results (or, alternatively, point to “cachedpies as Google [goob] and

other search engines sometimes do, which effectively dstére lifetime of pages).

Finally, from Figure 3.4, we observe that growth in the numifethe Web sites
has slowed significantly in recent years. While the numbervailable Web sites
increased by 50% between year 1998 and 1999, the total nushbeailable sites did
not change much since year 2000. Given that the number of paties popular sites
does not appear to grow significantly over time (our findingcdssed above), there

are two remaining potential sources of growth on the Web.

First, it may be the case that relatively unpopular sitegganeving. Although our
study does not focus on the behavior of unpopular sites, el side project we did
measure growth for a small random sample of 100 sites on theoaba period of
two months. Our findings for those sites matched those foulposites: the overall
number of pages remained nearly constant over time. Funileassurements over a

larger scale are needed to verify this preliminary and aggeinclusive finding.

The second potential source of growth on the Web may stemifiorease in the
size of pages. While the total number of pages may be levelingerhaps it is the
case that pages are growing larger over time. In Figure 3.plotehe average page
size of each of our snapshots. The horizontal axis plots #ekvand the vertical axis
shows the average page size in a given week, normalized saubiage size in the
first week equals one. While we see wide fluctuations, a cleaatgptrend exists in

the graph, although it has very mild slope. Given these tgswle suspect that the
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Figure 3.5: Average page sizes in our snapshots over time.

current growth of the Web is mainly driven by the increasehim $ize of pages over

time.

3.3.3 The creation of new content

While we measured the rates of creation and deletion of Websegprevious sec-
tions, we did not address how much “new content” is beinguohiiced over time. That
is, even when a new page is created, the page may be a mere ftapyegisting
page in which case it does not contribute any new contenetd\thb. To quantify the
amount of new content being introduced, we use the shinggicignique as described
in [BDG95, BGM97]. From every page we exclude the HTML markugd are view
the page as an ordered sequence of lower-cased wordsskingle is a contiguous
ordered subsequence ofwords. That is, we group adjacent words of the page to
form aw-shingle, possibly wrapping at the end of the page, so thatalds in the

page start a shingle.

To measure how much content is created we computed the shifgl all pages

included in our study and compared how many new unique stsngte introduced
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over time. We wanted to answer the following questions: Quatllounique shingles
that existed in the first week, how many of them still existhe tth week? How
many unigue shingles in theh week did not exist in the first week? By measuring
the number of unique existing and newly appearing shingleszan learn how much
“new content” is being introduced every week. For the experits presented in this
section we used a shingle sizewt= 50, which roughly corresponds to the number of

words in a typical paragraph.

The result of our shingle measurements is shown in Figurelé horizontal axis
plots time in weeks and the vertical axis shows the total remalb unique shingles
present each week, relative to the first week. The first weekppoximately 4.3 bil-
lion unique shingles. The darkly colored, lower portion ofle@dar shows the number
of first-week shingles available in theh week. The lightly colored, upper portion
shows the number of new shingles that did not exist in theiirestk. To factor out
fluctuation in the total number of shingles and focus on tkads in relative terms,
we show a normalized version of the graph in Figure 3.7, whiegdotal number of

unique shingles in each weekly crawl is normalized to one.

By comparing Figure 3.7 with Figure 3.3, we can see that nengés are created
at a slower rate than new pages. It takes nine months for 508eopages to be
replaced with new ones, but even after nearly one year, rhare30% of the shingles
are still available. On average, each week around 5% of tiguarshingles were
new, i.e., not present in any previous week. It is intergstm contrast this figure
with our finding from Section 3.3.1 that, on average, roud@®y of pages each week
were new (when identified solely based on URLs). By combinimgtivo results, we
determine that at most 588%—=62% of the content of new URLs introduced each

week is actually new.
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Figure 3.6: Fraction of shingles from the first crawl stilisting aftern weeks (dark

portion of bars) and shingles newly created (light portion)
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Figure 3.7: Normalized fraction of shingles from the firsawl still existing aftern

weeks (dark portion of bars) and shingles newly createdt(jpgrtion).

69



Fracti on of Links

1.2 -4

|

©
o

©
o

©
IN

©
N

Week

5 10 15 20 25 30 35 40 45 50

Figure 3.8: Fraction of links from the first weekly snapshok existing aftern weeks
(dark/bottom portion of the bars), new links from existinages (grey/middle) and

new links from new pages (white/top).

3.3.4 Link-structure evolution

The success of Google has demonstrated the usefulness WBfethdink structure in

measuring the importance of Web pages. Roughly, Google'sfRak algorithm esti-
mates the importance of a page by analyzing how many othe&sgagnt to the page.
In order to keep up with the changing importance and populafiWeb pages, it is
thus important for search engines to capture the Web linicgtre accurately. In this
section we study how much the overall link structure chamgestime. For this study,
we extracted all the links from every snapshot and measuredrhany of the links

from the first snapshot existed in the subsequent snapsmtscav many of them are

newly created.
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Figure 3.9: Normalized fraction of links from the first wegldnapshot still exist-
ing aftern weeks (dark/bottom portion of the bars), new links from &ngs pages

(grey/middle) and new links from new pages (white/top).
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The result of this experiment is shown in Figure 3.8. Thezwrial axis shows the
week and the vertical axis shows the number of links in themgiveek. The height of
every bar shows the total number of links in each snapshativelto the first week.
The dark-bottom portion shows the number of first-week lithieg are still present in
the given week. The grey and white portions represent the lihat did not exist in
the first week: The grey portion corresponds to the new lirdtaing from the “old”
pages (the pages that existed in the first week), while théewdartion corresponds
to the new links coming from the “new” pages (the pages thndt exist in the first
week). Figure 3.9 is the normalized graph where the totalbmrmof links in every

snapshot is one.

From the figure, we can see that the link structure of the Weslgrsficantly more
dynamic than the pages and the content. After one year, @y & the initial links
are available. On average, we measure that 25% new linksr@ated every week,
which is significantly larger than 8% new pages and 5% newesdnt This result
indicates that search engines may need to update link-lvaskohg metrics (such as
PageRank) very often. For example, given the 25% new linky/eveek, a week-old

ranking may not reflect the current ranking of the pages vealy. w

3.4 Changes in the existing pages

The previous experiment demonstrated that every week rausgrages disappear
from our weekly snapshots and another set of pages is creadtesl pages that ap-
pear repeatedly in our weekly snapshots, however, do noemdain static. In this
section we study the way in which the content of pages cagpttepeatedly by our

weekly snapshots changes over time.
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3.4.1 Change frequency distribution

In our first experiment, we investigate how often Web pagesgk on average. We
begin by using the simplest definition of a change: we consigralteration to a
page as constituting a change. Later, we will consider a meirged notion of change

(Section 3.4.2).

For this experiment we conducted a scan of our weekly snapsbaletermine,
for each page that appeared in all snapshots, the averageahbetween successive
changes. For example if a particular page changed twicenglur 51-week mea-
surement period, its average change interval i2525.5 weeks. We then grouped
pages by change interval and obtained the distribution showigure 3.10. Average
change interval is plotted on the horizontal axis. The gattaxis shows the fraction
of pages having each average change interval. Pages thadtditiange at all during
our 51-week measurement period are counted in the bar oatthigit, marked “inf.”
The large gaps between bars toward the right side of Figafechrrespond to average

change intervals that cannot arise in a 51-week experiment.

From Figure 3.10 we observe that a significant fraction oeggground 50%) that
occurred in each weekly snapshot remained unchanged tiwatithe course of our
study. Another quite large portion of pages changed vegnofapproximately 15%
of pages underwent at least one change between each weekijodo. These two
extremes account for more than 65% of the pages. The rermggaiges occurring in
all snapshots have average change intervals ranging abespectrum in a roughly
U-shaped pattern, with most pages concentrated near oine divb extremes. The

tendency is that most pages either change very frequentigrgrinfrequently.
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Figure 3.10: Distribution of the average change intervatb® pages.

3.4.2 Degree of change

In our previous experiment we used a very simple definitioohainge that only cap-
tures thepresenceof change, ignoring whether changes are major or minor ohes.
delve deeper into the nature of changes undergone by Wels pagetime, we now

report on experiments designed to measlagreeof change.

From the point of view of a Web search engine, degree of charagimportant as,
if not more important than, presence of change. Due to theeins@ scale and highly
dynamic nature of the Web, search engines are faced withstreamed optimization
problem: maximize the accuracy of the local search repgsaod index, given a
constrained amount of resources available for (re)dovdahmapages from the Web
and incorporating them into the search index. Search esdha ignore degree of

change may waste precious resources downloading pagesa@tchanged in only
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trivial ways and have little impact on the quality of the s#eservice. Effective search
engine crawlers ignore insignificant changes and devotauress to incorporating

important changes instead.

Our goal with these experiments was to get a handle on hoved@gichange may
influence the design of highly effective search engine eesviIHence, we measured
the distribution of degree of change using two metrics thatoh relevance to typical

search engines:

1. TFIDF Cosine DistanceGiven two versions of a page sayp; andps, we
calculate the TF.IDF cosine distance [SM83] betwegandp,. More precisely,
supposing; andv, are the TF.IDF weighted vector representations,dndp,

(excluding any HTML markup), we compute cosine distanceods\frs:

V1 * Uy

Dcos(p17p2) =1—- —
[llo]]va |,

wherew; - v, is the inner product ofy, v, and||v;||, is the second norm, or

length, of vecton,.

2. Word Distance Given two versions of a page p; andp,, we measure how
many words of text ip’s content have changed (we exclude any HTML markup).

The word distance between andp is defined as:

2 - |common words
lwords inp; | + |words inp,|

Dword(pl;pQ) =1

Note that both degree of change metrics are normalized salthalues are between
zero and one, with O corresponding to no change and 1 indgc#tat the two versions

differ completely.
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The TF.IDF cosine distance metric (in its various forms)he most commonly
used method of determining relevance of documents to seprehes based on con-
tent. Search engines typically rank search results usirgr@imation of cosine dis-
tance and other factors (including link-based importan@&asures as discussed in
Section 3.3.4). A small cosine distance change for a pagergky translates to a

relatively minor effect on result ranking for most searcleges.

Word distance is also important from the perspective ofdeangine design. Word
distance reflects the amount of work required to bring theckemdex up to date,
assuming modifications are made incrementally to allow imatedearchability as in
[LWPO03]. Both metrics ignore the order in which terms appeaa@age, i.e. they
treat pages as “bags of words.” Doing so is consistent wighaty in which typical
search engines treat documents (with the exception of hmasching). In contrast,
the shingles metric (which we used in Section 3.3.3; it i alsed by [FMNO3])) is

highly sensitive to the exact order of terms.

The distribution of TF.IDF cosine distance for all changeshown in Figure 3.11.
To ensure proper comparability across multiple weeks wknapshots contained dif-
ferent numbers of pages, we selected a representative week 1) from which to
obtain IDF weights to use in all of our TF.IDF calculationsheThorizontal axis of
Figure 3.11 shows cosine distance and the vertical axis stiwsvfraction of changes
corresponding to the given distance. The dark bars showigtebdtion of cosine

distances; the light bars give the cumulative distribution

By examining Figure 3.11 we can see that most changes are wety, &nd con-
centrated on the far left portion of the graph. More than 83%illochanges resulted
in a new version whose cosine distance was less than 0.2 frewid version. In fact,
65% of the changes had a cosine distance of less than 0.0&ghtrof this finding,

we conclude that over half of the total changes recorded byepeated crawls were
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Figure 3.11: Distribution of cosine distance for all chasmgeach dark bar corresponds
to changes with cosine distance between the respectives¥alie and the previous
one. For example, bifi.1 corresponds to changes with cosine distance bet@w&én

and0.1. The light bars show the cumulative distribution.
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Figure 3.12: Distribution of word distance values for alaoges. Each dark bar cor-
responds to changes with word distance between the regpeetixis value and the
previous one. For example, binl corresponds to changes with word distance be-

tween0.05 and0.1. The light bars show the cumulative distribution.

78



induced by operations that altered the content of a pageshgitly. Such operations
might be modifications to advertising material, counterastiupdated” tags, etc. We

provide evidence to support this conjecture in Sectior33.4.

Our finding coincides with that of [FMNO3], which measuredjcee of change by
counting the number of “shingles” affected by a change aetuwe. However, we feel
that the metric we have selected, TF.IDF cosine distance jpmayore directly relevant
to search engine crawler design. The observation that mest pélge modifications
influence cosine distance (and thus ranking accuracy fot quesies) very little may
have important implications. In particular, in light of $hfiact it is crucial that search
engine crawlers facing resource limitations consider ggree of change, not just the
presence of change, when choosing among pages to downldadaorporate into
the search index. Of course, fine-grained degree of charigeriation can only be
leveraged in a traditional search engine context if it is mahde to prediction. We

study predictability of degree of change later in Sectidn 3.

We now turn to measurements of word distance. Figure 3.1&stie distribution
of word distances for all changes detected. We again sedhbatast majority of
changes are relatively minor ones, although this phenomenkess pronounced for
word distances than it is for cosine distances. The difiegdretween Figures 3.11 and
3.12 indicates that a moderate fraction of changes induaanaiwal word distance
(such as 0.2) while having almost no impact on cosine distaitese are changes
that primarily affect words with high document frequencgttare typically given low
weight in search result ranking functions. Incorporatinghschanges into a search
index incurs moderate overhead while adding relativetlellienefit in terms of search
result quality. This phenomenon and its implications faarsh engine design merit

further study.
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3.4.3 Degree and frequency of change

Our findings in Section 3.4.2 indicate that most changesaagively minor ones, so it
is important for search engine crawlers to take degree ofgehanrio account. We now
investigate whether there is any correlation between grgy of change and degree of
change. If so, then perhaps degree of change can be estimdiredtly by measuring
frequency of change. For example, perhaps it is the cas@éyas that are modified
very often (say, once every day) usually experience onlyreondegree of change with
each modification (e.g., swapping advertisements). Coelerserhaps pages that are
only modified occasionally (say, twice per year) undergorgeacale overhaul with

each modification.

In our next experiment we aimed to determine whether suchraletion exists.
To check for correlation we grouped pages based on theiagedrequency of change
(based on the “all-or-nothing” notion of change) and coreduhe average degree of
change for changes in each group. Degree of change was redassing both the

TF.IDF cosine distance and word distance metrics desciib8ection 3.4.2.

The result is shown in Figure 3.13. The horizontal axis repnés the number of
times (1 to 50) a page changed over the course of our 51 dodslo@he vertical
axis shows the average degree of change, for each changgonddy pages in each
category. The line foD,.,, corresponds to the cosine distance metric; the line for
D..rq COrresponds to word distance. Under both metrics, the higlvesage degree
of change per change occurrence is experienced by pagesttietchange very fre-
qguently (far right of the graph) or change very rarely (leftesof the graph). This
fact implies that the content of the pages that change vegugntly (at least once per
week) is significantly altered with each change. The sameuesfor the pages that

change infrequently. Otherwise, no discernible trend agnt.

To study the relationship between degree and frequencyasfgehin more depth,
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Figure 3.13: Relationship between degree of change andenegof change.

we also measuredumulativedegree of change grouped by change frequency: Fig-
ure 3.14 plots overall degree of change between the firstastdérsion of each page,

averaged across all pages within each change frequency @notizontal axis).

By comparing Figures 3.13 and 3.14 we can see that for pagestihaged at
least weekly (i.e. 50 times during our 51-week measuremenog), although each
week a roughly 17% degree of change was measured on averggee(B.13), the
cumulative degree of change after 50 weeks was only arouttdu@ler both metrics
(Figure 3.14). This finding suggests that the vast majofitpadifications to these fre-
guently updated pages tend to occur in the same portion{sggfage. We inspected a
small sample of such pages by hand, and found that in mang cageated modifica-
tion of a restricted portion of the content corresponds peeats such as: weather, stock
market, “news of the day” reports, counters, advertisematerial containing small

text strings (recall that our measurements factor out hagg timages, etc.), and “last
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Figure 3.14: Relationship betweenmulativedegree of change and frequency of

change.
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updated on...” snippets (these are often generated autathaand in some cases do
not coincide with any actual content modification). For thepmses of most search

engines, changes such as these can safely be ignored.

In stark contrast, pages that underwent modifications 188 and 40 times dur-
ing our 51-week measurement period tended to exhibit afgignt cumulative degree
of change (above 50% on average), even though on averageneadication only in-
curred a 5-10% degree of change. This discrepancy implies that alththese pages
tend to change only moderately with each modification, sspeesnodifications of-
ten target different portion(s) of the page. As a resultciimaulative degree of change
increases substantially over time. Pages in this catedpatyare prone to experience
the most substantive and durable alterations in conteat) though the frequency of
change is not the highest. From a search engine perspeitiege moderately fre-
guent changes are likely to be worthwhile to capture, whemeasy of the very high
frequency changes may not be, as suggested dbblie.question of how well the two
classes of changes can be differentiated based solely quieiney of change statistics

remains open.

3.5 Predictability of degree of change

As we concluded in Section 3.4, most of the changes detentedin experiments
were very minor. Search engines may be able to exploit thuiskg only redown-
loading pages that have undergone significant revisioreshne last download. When

resources are scarce it is important to avoid wasting resswn pages whose minor

“Note that [CGO0Oc] suggests that search engines optimizingJerall freshness should, when
resources are scarce, ignore high-frequency modificasiotisat resources can be used more profitably,
even when all modifications are assumed to incur the samee&efichange. Here, we are pointing out
that many high-frequency modifications may be of little iett to search engin@strinsically, not just
because resources can be saved by not incorporating them.
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changes yield negligible benefit when incorporated intosts@& ch index. However,
given the pull-oriented nature of the Web, the capabilitgiféerentiate between mi-
nor and major changes hinges on the ability to predict degirebange successfully.
In this section we study theredictability of degree of change in Web pages. In partic-
ular, we seek to determine whether past degree of changeoisdaiigdicator of future
degree of change, in terms of TF.IDF cosine distance. Ouwltsesbtained for the

word distance metric were very similar so we omit them.

3.5.1 Overall predictability

We begin our analysis of predictability by studying the @letrends across all pages
collected by our crawler. Later, in Section 3.5.2, we wiltesxd our analysis to a finer
granularity by inspecting individual sites. Figure 3.15¢aows three scatter plots,
each plotting cosine distance measured over a particuianvad of time (one week,

one month, and three months) on the horizontal axes. Th&aksixes plot cosine

distance measured over the ensuing time interval of the shmaion. Each page
contributes exactly one dot to each plot (although the vagonty are masked due
to occlusion). These plots enable us to gauge the degreerelaion between suc-
cessive time intervals. Points aligned along the diagomal (©nes that satisfy the
equationy = x) exhibit the same degree of change in successive measureeren

ods, and hence highly predictable degree of change. Therefar dataset manifests

high predictability if most dots lie close to the diagonal.

To help us judge degree of predictability, we rank pagesraaeg to its straight-

line distance from the diagona} & ) and divide them into four groups:

e Group A: The top 80% of pages in terms of proximity to the diagonal.

e Group B: Pages that fall between the top 80% and the top 90% in terms of
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proximity to the diagonal.

e Group C: Pages that fall between the top 90% and the top 95% in terms of

proximity to the diagonal.

e Group D: All remaining pages.

We plot each group using a different color in Figure 3.15:°fed Group A, yellow
for Group B, green for Group C, and blue for Group D. For exanfpben the red dots
in left-most graph of Figure 3.15(c), we see that Group A @0po of pages) from
www. eonl i ne. comlie in a band betweep = x + 0.06 andy = x — 0.06 from the
diagonal. The narrower this band is, the more predictatldeldgree of change is. To
make the “width” of each band easier to see, we plot the distaf members of each
group from the diagonal (shown below each scatter plotadcst is normalized to the
range [0, 1]).

It is clear from Figure 3.15(a) that most pages captured mstudy change in a
highly predictable manner, in terms of cosine distance. éample, from the yel-
low band (Group B, top 90%) in the second graph of Figure 3.1%{@)can see that
for 90% of the pages, we can predict their future degree of gghavith £8% error;
yellow dots lie in the bang = x + 0.08. Not surprisingly, the degree of predictabil-
ity decreases somewhat as we move to longer time intervalswidths of the bands
grow larger as the interval becomes longer. The fact thatedsgf change appears to be
highly predictable, especially over the short term, is goeds for search engines. By
relying on simple predictive methods to estimate degree ahgh accurately, search
engines may be able to take degree of change into account sdbecting pages to

redownload and reincorporate into the search index. Asesigd by our results in

5In case this dissertation is viewed in grayscale, the reskleuld refer to the color legend at the
bottom of Figure 3.15 for the color of each group of pages.
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Section 3.4, doing so may enable search engines to use cesauore effectively and

ultimately achieve higher quality search results.

There are some caveats, however. First, as can be seen e Big6(a), the ability
to predict degree of change accurately degrades mildlytover the distance of every
group from the diagonal grows over time. Second, a small batmegligible fraction
of pages defy even short-term prediction. Third, our cosiolus are only valid over
the pages considered in our study, which are drawn from popAeb sites. Further
investigation will be necessary to determine whether ourchusions extend to less

popular sites.

Fetterly et al. [FMNO3] drew similar conclusions as to thegictability of degree
of change, using number of changed shingles to measure ehdingy only studied
short-term predictability over two successive week-lorgqgas, however. Our results
in Figure 3.15(a) show that even over a fairly lengthy spatinoé (successive three-
month quarters), 80% of the pages are within a radius of 5%eofltagonal (recall that
the diagonal represents exact predictability for cosistadice). It may not be feasible
for certain search engines to monitor all pages of concera areekly basis, and
the ability to rely on long-term predictability may help terably with download

scheduling and resource management.

3.5.2 Predictability for individual sites

Having shown that degree of change tends to be highly padaetfor most pages
included in our study, we turn to an investigation of prealulity at the granular-
ity of individual Web sites. After examining our data, we esgkd two sites that
are representative of the range of site-level predictghpiresent in our datamwn.

col unbi a. edu (an educational site) an@ww. eonl i ne. com(an entertainment

magazine site). Scatter plots of cosine distance predityafor the two sites are
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shown in Figures 3.15(b) and (c). (For brevity we omit simibots obtained for other
sites.) Both sites exhibit good predictability overall, tin¢ degree of predictability
of pages frommwv. col unbi a. edu is significantly better than that of pages from
www. eonl i ne. com Moreover, in the shortterm, pages frewwv. eonl i ne. com
tend to change much less predictably than the majority oépag our overall study
(Figure 3.15(a)). The degree of change of many pageswn eonl i ne. comeither
accelerated or decelerated between the first and second vwaeeis especially appar-
ent for group D in the graphs. Perhaps this characteristiggiwrepresents an outlier
among the sites we studied, can be attributed to the fagdpaature of trends and hot

topics in the entertainment world.

From these examples we conclude that the ability to prediaté degree of change
from past behavior can vary a fair amount from site to sitee @hfirmed that there
is moderate variation in the general degree of predictgtakross other sites not dis-
cussed here due to space constraints.) Therefore, seajtciegmay want to avoid
heavy reliance on prediction for certain sites, and indexccértain “rogue” pages
that defy prediction even when other pages on the same sitbielighly predictable
behavior. Establishing reliable methods for identifyingt\sites and individual pages
for which prediction of degree of change is not likely to seed (i.e., predicting pre-

dictability) is an important topic for future work.

3.6 Related Work

Others have studied Web evolution. We are not aware of any work on character-
izing the evolution of the link structure of the Web experiradly. However, previous
studies do touch upon aspects related to our measuremethis loirth, modification,
and death of individual pages over time. Here we discusg gtigdies that exhibit

some commonalities with our own.
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In the first related study we are aware of to focus on degredhange, Lim et
al. [LWPO01] measured edit distance between two successrggwns of around 6000
Web pages. More recently, Fetterly et al. [FMNO3] repeateldwnloaded some 151
million Web pages and measured, among other things, defi@eange by counting
the number of changed “shingles.” The study of [FMNO3] spha larger collection
of pages than ours, but over a shorter period of time (elee@mbbads over a period

of roughly two months).

Aside from those differences, our study differs from [FMN@8two significant
ways. First, by recrawling sites from scratch each week, weevable to measure
rates of web page creation (Fetterly et al. only measurestidalrates), which, inter-
estingly, appear to match deletion rates closely. Secamdstady concentrates specif-
ically on aspects relevant to search engine technologygimg out many implications

for the design of search engine crawlers.

In particular, when measuring degree of change we focusedFdBF weighted
cosine distance, which typically forms the basis for sea@mfjine ranking functions.
Some of our results mirror those of [FMNO3, LWPO01] under a cementary distance
metric, strengthening our shared conclusions. In addibanwork probes the follow-
ing issues impacting search engine crawler design: We medshie correlation (or
lack thereof) between frequency and degree of change. druntite, we studied the
predictability of degree of change at a fine granularity,chiturns out to vary signif-
icantly across domains. Finally, we measured the evoluifdhe hyperlink structure
of the Web, which is a vital concern for modern search engihas combine link-
based importance measures with traditional relevancengcor their ranking func-
tions [BP98]. Although there has been a rich body of theaaktiork on Web growth
models, e.g., [BKM00, CDK99, KRRO0O] to the best of our knowledge,work is the

first to study the evolution of Web link structure experinagiyt
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An earlier large-scale study of the evolutionary propsrté¢ the Web was per-
formed by Brewington and Cybenko [BCO0O0]. That study focused ge paodification
rates and times, and did not consider link structure evariutA Boolean, “all or noth-
ing” notion of page modification was used, in contrast to dudg which measured
degree of change in continuous domains. Using statistiodieting, [BCO00] estimated
the growth rate of the Web and determined the growth in thelraurof pages to be ex-
ponential, under the assumption of exponential growtheémiimber of Web hosts. A
white paper from Cyveillance, Inc. [MMOO] published in the sayear also reported
superlinear growth in the number of pages on the Web (alth¢itMOO0] does not
reveal the methods used). These results are in oppositibnouri finding, which is
based on analysis of our data in conjunction with new evidefh@estagnation in the

growth rate of the number of Web hosts in recent years [ocl].

In [CGO0O0a], lifespans and rates of change of a large numbereif pages were
measured in order to assess the viability of adopting arnrémental” strategy for
Web crawling. Changes were detected by comparing checksamasyas thus re-
stricted to “all or nothing.” Degree of change was not meedurEarlier, Douglis
et al. [DFK97] also studied Web page modification rates, gyaly statistics useful
from the point of view of designing an effective Web cachingxy. As a result of
their focus on caching, the measurements of [DFK97] cedtareund the extent of
replication of content across multiple pages and intevastbetween access patterns
and modification patterns. Again, degree of change was nasuned. Furthermore,

neither [CG00a] nor [DFK97] measured page creation rataslostructure evolution.

Pitkow and Pirolli [PP97] studied statistical charactigess of a single Web site
for which they had access to user activity logs in additiondotent snapshots. They
characterized pages in terms of user access patterns aihton patterns. The co-

citation analysis was performed over a static snapshotefite—analysis of link
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structure evolution was not undertaken. However, the éaolwf individual pages
in the site was studied, and correlations were found betvireguency of modifica-
tion and page lifetime, and between source of access (altgersus external) and
page lifetime. Creation rates of new pages and degree of ehaage not measured
in [PP97].

3.7 Summary

We have studied aspects of the evolving searchable Web awee-gear period that
are of particular interest from the perspective of searadirendesign. Many of our
findings may pertain to search engine crawlers, which aimdsimize search result
quality by making effective use of available resources fmorporating changes. In
particular, we found that existing pages are being remonad the Web and replaced
by new ones at a very rapid rate. However, new pages tend todtiibtheir content
heavily from existing pages. The minority of pages that dsigeover extended pe-
riods of time typically exhibit very little substantive ainge (although many undergo
superficial changes). For the exceptional pages that chsiggéicantly over their
lifetimes, the degree of change tends to be highly predietaéised on past degree of
change. However, paftequencyof change does not appear to be a good all-around

predictor of degree of change.

Since some search engines exploit link structure in theikirg algorithms, we
also studied the evolution of links the Web. We determined the link structure is
evolving at an even faster rate than the pages themselvésmist links persisting

for less than six months.
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CHAPTER 4

Sampling-based Page Update

4.1 Introduction

A Web search engine typically downloads a large subset oi\tble and indexes it to
help users access Web pages. Since the pages on the We aedupdapendently, it
is necessary to periodicalpyoll anddownloadthem in order to detect changed pages

and incorporate the changes in our local index.

In order to avoid interference with the main tasks that thé¥es perform, search
engines typically perform change detection and downloaldkitch (typically during
off-peak hours) and at regular intervals. However, as thesi the Web grows, detect-
ing changes and incorporating them to our local index besdnweasingly difficult.
In particular, due to limited network and computationalogges, it may not be fea-
sible to check every Web page in the remote Web sites withimigeld time window,

and thus we may miss certain changes.

In this chapter, we address certain challenges that arig@srcontext. How we
can detect and download as many changed Web pages as we eanrthwiWeb pages
are updated independently and when we are operating unaigzdiresources? In this
scenario, it is important exactly which Web page we deciddawnload and check,
because we may waste a significant portion of our resoureesrépeatedly download

unchanged pages.
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Our main idea to address this challenge is to sampling More specifically,
we first download a small number of Web pages from each Welwsiteh serve as
samples After that, we use the samples to decide which of the Wels site should

contact in order to download more Web pages.

In order to design and implement a good sampling-basedypthiere are many im-
portant challenges to address. For example, how many sastpdelld our crawler take
from each Web site? Can a crawler improve effectiveness bgrdysally adjusting the
sample size? How should a crawler use the results from sagipLan we combine a
sampling-based policy with the state-of-the-art chamggtfency-based [CG00d] pol-

icy? We address these challenges, in the following sections.

4.2 Framework

In this dissertation, we assume that the Web sites are updatenomoushandin-
dependentlpf our local copy. That is, we assumegoall modelwhere the local copy
needs to periodically check the Web sitesledectanddownloadchanges. This model
is in contrast to gush modeWhere the Web sites aomoperativeand willing topush
their updates to the local copies. Recently, Olston et al.[@Mtvestigated the push
model, but we believe the pull model may be more suitablelferapplications within

the realm of the World-Wide-Web.

We also assume that our local copy downloads Web ppggedically in batch
say, every weekend. That is, every weekend, we download a finetber of Web
pages from the Web sites and update our local copy. We calirttarval — in this case

one week — as download cycle

Our goal is to download as many changed Web pages as possigéeh down-

load cycle, using the same fixed download resources. Thisrgsson is valid for the
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World-Wide Web, since we maintain a large number of Web paggisling in many
different sites, and we do not have enough resources toeigtzmn all in a short period

of time. The following example illustrates a typical sceadhat we assume.

Example 4.2.1 We maintain local copies of 10 million Web pages downloadeah fr
10,000 sites. The 10,000 sites do not inform us of any chasgesge need to peri-
odically download pages to detect and save changes in oueso@dince many users
heavily access these pages during weekdays, we can downlgaabggeonly on week-
ends. Given our network bandwidth we can download up to one mitlames every
weekend. We want to use our limited download resources e#fgcte that we can

download as many changed pages as possible in each week.

4.2.1 Download policies

When we can download only a subset of Web pages in each dowcyo] we need
to carefully decide what Web page to download. There exisubitode of ways for

this decision, including the following:

1. Round-robin:We download Web pages in a round-robin fashion in each down-
load cycle. In case of Example 4.2.1, for instance, we doachlthe first 1
million pages in the first week, the second 1 million pagefhiendecond week,
etc. Because we maintain 10 million pages locally, every pefide updated

exactly once every 10 weeks in this policy.

2. Change-frequency-base&ased on the past change history of a Web page, we
estimate how often the page changes and decide how ofterisit the page.
For instance, if we have downloaded a page once every montméyear, and
if we detected 4 changes, we may estimate that the page change every 4

months and revisit the page accordingly. For more detaiestiption of this
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policy, see references [CG00d, CLW98].

3. Sampling-basedWe first sample a small number of Web pages from each Web
site and estimate how many pages in that source have chanigatien allocate
download resources to each Web site accordingly, basedeoestimates. For
instance, in case of Example 4.2.1, we may download 10 pagesdach of the
10,000 Web sites as samples (a total of 100,000 page sanapiésount how
many pages in the samples have changed. (For now, we assaimetheed to
actually download a page to see whether the page has changed )o Then,
based on the counts, we allocate the remaining 900,000 dagmesources to
each Web site accordingly. Later in Section 4.3, we will dgscthis policy in

more detail.

The above three policies have their own merits and advasitafjee round-robin
policy is currently being used by many systems [BP98, HN99 tuits simplic-
ity. It also guarantees that every Web page is downloadededudar interval. The

frequency-based policy has the following advantages asabtidantages:

e Advantage: The frequency-based policy is proven to be optimal when we ca

estimate the change frequencies of Web pages accuratelyO} GO

e Disadvantage:1) It is very difficult to estimate the change frequency of abWe
page accurately. Unless we have a long change history of apafgd, existing
estimation methods often lead to unreliable predictionsQQGwhich in turn
lead to an undesirable download policy. In addition, thengeefrequency itself

may change over time, but we may not realize that it has changed

2) In order to estimate the change frequencies, we need {o tkaek of the
change history oéveryWeb page. When we maintain a large number of pages,

this tracking may incur significant storage and maintenaveehead
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A sampling-based policy does not have the drawbacks mesdiahove, because it
makes a download decision purely based on the samples takeecurrentdownload
cycle. It does not need to keep track of the previous charggerlgiof Web pages. Later
in Section 4.4, we will compare the effectiveness of thedsgy-based policy and the
sampling-based policy using real Web pages.

At this point, one may expect that a sampling-based policyldvavork only when
the changes of the Web pages in the same souramameated However, we empha-
size that this is not the case. If we can takadomsamples from each Web site, we
are guaranteed that the fraction of changed pages in thelessigproportional —in a
probabilistic sense — to the fraction of changed pages iMtble site. So a sampling-
based policy doesot assume any correlation between changes of Web pages.

should only be able to takendomsamples from each Web site.

We also note that it is possible to combine two or more polimexchieve desirable
properties. For example, we may use half of our downloaduregs in a round-robin
fashion and use the remaining half for a sampling-basedaypolThis way, we can
detect more changes than a simple round-robin policy, wialgnloading every item
at least at a certain interval. Our study will help us emplapmbined policy better,

through better understanding of the sampling-based policy

4.2.2 Evaluation metrics

In order to compare various download policies, we need aluatran metric. We list

three potential evaluation metrics in this subsection:

1. ChangeRatiometric: Informally, theChangeRatiometric counts how many

changed pages we download in a download cycle and uses timbeanas its

We

performance. More precisely, tli#hangeRatianetric is defined as the number
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of downloadedand changed pages in a download cycle over the total number
of downloaded pages in the cycle. For example, if we dowrddat million
pages and detected 700,000 changed page&tiaageRatias 0.7. Since the
ChangeRatianay vary in different download cycles, we take its averager ov

multiple download cycles. Our goal is to maximize the aveti@hangeRatio

Note that in certain cases Web pages may have different ‘fitapce,” and we
may want to detect more changes from more “important” pagesformalize
this notion, we may extend the simple definition@fhangeRatidy assigning

weightw; to each page; and define

ChangeRatio= ) _w; - 1(o;) (4.1)
i€R
Here, 1(0;) is an indicator function whose value is 1 when the pagéas
changed and 0 when it has noR is the set of pages that have been down-
loaded.w;’s are normalized so that},_; w; = 1. One can use the weights to
represent different types of importance of the pages suchedispopularity or
how critical their content is for a specific application (eaghews broker). When

all w;'s are equal, this definition reduces to the simple definition

TheChangeRatiaonetric is particularly useful when we want to store theange
history of Web pages, such as for the WebArchive project [Web]. Bezaus
goal is to store as complete change history as possible, wetavenaximize the

number of detected changes. A similar definition was useBMTO01].

. FreshnesandAgemetrics: In [CG00d], we proposed two other metrics, called

freshnesandage The freshness of page at timet is defined as
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1 if o; is up-to-date at time
0 otherwise.
(Up-to-date means that the locally stored image of the padleel same as the

image at the source) and the freshness of the entire locglatdpnet is

F(U:t) = ﬁ > F(o;t). (4.3)

0,€U
Here,U is the set of all locally stored pages. Informally, the fres$s metric
represents the fraction of Web pages that are up-to-date.example, if we
maintain 100 pages and if 70 pages are up-to-dateitstfreshness i8.7. Our

goal is to maximize théme-averagedreshness under our resource constraints.

The second metric, the age of paget timet, is defined as

0 if o; is up-to-date at time
A(oi;t) = ¢ — modification time of, (4.4)
otherwise

and the age of the entire local copy is

A(U:t) = ﬁ S Afost). (4.5)

0,€U
The age represents “how old” the local copy is. For exampléha source
Web page changed one day ago, and if we have not downloadgddgleesince
then, the age of our local page is one day. Our goal is to medrthetime-

averagedage using limited resources. Similarly to tGeangeRatianetric, we
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can incorporate different “importance” of objects, by gasig weightw;’s to

pages and taking an weighted average.

The freshness and age metrics are suitable when we needathieslecal pages
as up-to-date as possible. However, note that the metrichand to measure
exactly in practice. That is, in order to estima&eactfreshness (or age), we
need toinstantaneouslompareall source pages to the local ones, which is
often very difficult when we maintain a large number of Webgmmadn addition,
we want to optimize théime-averagedreshness and age values, but the time
average can be obtained only when we knowehtre change history oévery
Web page. Therefore, most of the studies on freshness andrag®nducted

through theoretical analysis, assuming some stochastielstor page changes.

3. Divergenceametric: In [OWO02], Olston et al. proposed a very general &taks”
metric calleddivergence Intuitively, a divergence value represents how different
a local Web page is from the source page. For example, in &-stacket-
monitoring application — where we locally copy stock prieese may define
the divergence of a stock quote as the difference betweeauitent price and
the locally-stored value. In general, a divergence metuit loe defined as any

monotonically-increasing function [OWO02].

In this dissertation, we mainly use tihangeRatias our evaluation metric. We
made this choice because 1) it is easy to measure in practioeabdata and 2) high
ChangeRationdirectly implies high freshness, low age, and less dierog. Also in

the remainder of this chapter we mainly assume that pagesdtpuvalent weights.
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4.3 Sampling-based policies

In this section, we discuss sampling-based download jeslici more detail. We start

our discussion by clarifying our cost model for sampling.

4.3.1 Sampling cost model

A sampling-based policy needs to sample a few Web pages mom\&eb site in order
to estimate how many pages in the site have changed. Duringlisgy, we assume
that we need to download amtire Web pag#o check whether the page has changed
or not. That is, we assume that the costdamplinga page is the same as the cost for

actuallydownloadingthe page.

For example, if we can download 100,000 Web pages in eachldadcycle and
if we sample a total of 10,000 Web pages, we can download O0y@de Web pages in
that cycle. We also assume that we do not need to download pledmpage again in

the same download cycle, because the page was already @dalediduring sampling.

This assumption makes our discussion simple, and it isgétif@rward to extend
our current model to the case where sampling cost is lowerdbamloading cost. For
instance, if sampling cost is only)% of actual downloading cost, we may assume that
we can download9, 000 (= 100,000 — 0.1 - 10,000) more Web pages for the above

scenario.

4.3.2 Greedy and proportional policies

We now discuss two sampling-based policiggedyandproportional To make our

discussion concrete, we use the following as our running gi&m

Example 4.3.1 We locally mirror two Web sitesl and B. Each Web site has 100
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pages. We can download 100 pages every weekend. To estimategmyvpages have
changed, we sample 10 pages from each site. Out of the 10 sampkges changed

in A and2 pages changed i. We need to decide how to allocate the remaining 80
(= 100 — 2 - 10) page download resources tband B. We assume that every page is

equally important.

Given the sampling results, we may allocate the downloagurees toA and B

either proportionally or greedily.

1. Proportional policy:We allocate the remaining resources to a site proportipnall
to its number of changed samples. That is, we downBaiﬂd%2 = 62 pages

from site A and80 - % = 18 pages from sitds.

2. Greedy policy:We start from the site that has the most changed samples and
download all pages in the site. If we still have remaining dmad resources,
we download more pages from the second-most changed siteoitkaue this
process until we run out of download resources. In the abrample, we use
all 80 remaining resources for sité, becausel has more changed samples than

B.

In both policies, we allocate more download resources tosites with more
changed samples, hoping that we will detect more changesleWbih policies are
reasonable, we can see that the greedy policy is expectadltobetterChangeRatio

than the proportional policy from the following simple aysik.

Probabilistically,% = 70% of the pages in sitel would have changed ani% =
20% of B pages would have changed. Therefore, the proportionatypiiexpected
to detect0.7 - 62 + 0.2 - 18 = 47 changes from page downloads. Including the 9
(= 7+ 2) page changes detected during sampling, we détechanges in total (i.e.,
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theChangeRatids 56/100 = 0.56). In contrast, the greedy policy is expected to detect
0.7 - 80 + 9 = 65 changes in totalGhangeRati®f 0.65).

In general, it is straightforward to prove that the expedBthngeRatioof the
greedy policy is the highest amoali sampling-based policies even in the case where

the sites differ in sizes.

Theorem 1 (Optimality of Greedy PolicyWe sample the same number of random
pages from each Web site and allocate remaining downloadurees based on the
sampling results. In this scenario, the greedy policy iseexgd to give the highest

ChangeRatio@ut of all sampling-based policies. O

Proof For the proof of this and the remaining theorems of this atraptease refer to

Section 4.7. -

The above theorem shows that the greedy policy yields bE&tt@mngeRatioon
average than the proportional policy. However, the greealicyp may havelarger
variation in its performance, because the greedy policy aggressalidgatesall of
its resources to the site with more estimated changes. Wieegstimation is correct,
this choice yields very highangeRatipbut when the estimation is incorrect, it also
yields very lowChangeRatio In contrast, the proportional policy downloads pages
from everysite, so even when the estimation is inaccurate, it stithshelatively high

performance. Later in Section 4.4, we will investigate thgie experimentally.

4.3.3 Optimal sample size

In a sampling-based policy, the size of samples affectopaence significantly. In
this section, we study the optimal sample size that yieléshighestChangeRatio
In order to understand the impact of sample size, let us densi scenario similar to

Example 4.3.1, but now assume that we sample 50 pages frdmsdadinstead of
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Figure 4.1: Expecte@hangeRatidor various sample sizes

10). In this case, we use all of our 100 download resourceéfqusampling, so we
cannot download any more pages from the site with more clibpgges. Therefore,
the performance of a samplifzased policy would be similar to that of the round-robin
policy, because we download random pages during samplihthefother extreme, if
we sample only one or two pages from each site, there is a Inighce that the esti-
mated number of changes from samples is inaccurate and we anakong download

decision.

Figure 4.1 illustrates this issue more precisely. We oletithe graph assuming
that there are two sites| and B, with 100 pages each, and we download 100 pages
in one download cycle. We also assumed that 70 pages changsttid and 20
pages changed in sife. The horizontal axis shows the sample size that a policy uses
and the vertical axis shows the expec€bngeRatiaf the round-robin, greedy and

proportional policies at the given sample size. The graphoetrained analytically.

Note that the greedy and the proportional policies showdheesexpecte@hange-
Ratiq, 0.45, as the round-robin policy when the sample size is either50. This is
because when the sample size is 0, both policies select arasite for download, and
when the sample size i§), both policies use all their resources just for samplingAl

note that the proportional and the greedy policies showaimerformance when the
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sample size is smalK( 2). This little difference is because the greedy policy is more
likely to make an inaccurate download decision with smatigles. It needs to sample
“enough” pages to make a good decision. From the graph, weemthat the greedy

policy shows the optimal performance when it samples abatgfes from each site.

In general, we can derive the optimal sample size for thedyrpelicy analytically.

To help derivation, we first introduce some notation.

We assume that all Web sites have the same number of Web pagbspractice,
different Web sites may have different numbers of pagesirbtitis case, we may
interpret NV as theaveragenumber of pages in overall sites. We uséo represent
the ratio of our download resources to the total number oepabat we maintain.
For example, if we maintaig00 pages and if we can downlodad0 pages in each
download cycler is 0.5. We usep; to represent the fraction of changed pages in site
S;. Forinstance, if sit¢; has100 pages and if0 pages have changed, = 0.7. When
sites have differen; values, we can plot the histogramgfvalues as in Figure 4.2 and
approximate it by a continuous density functipfp). The goal of the greedy policy is
to download pages only from the sites whepsealues are the highest0-r% (say, the
gray region in the figure). We ugeto represent the threshotdvalue: The sites whose
p values are higher than belong to the topg 00 - »% sites. We use to represent the
averagep values over all sites. We uge to represent the averagevalues of the sites
in the gray region (the sites whogevalues are abovg,). In Table 4.1, we summarize

our notation. Some of the notation in the table will be introed later.

Under this notation, we can expect that the optimal samp&will depend on the
distribution f(p), our resource constraints, and the number of pages in thesitéeh

The following theorem shows how these parameters affeaphlienal sample size.

Theorem 2 (Optimal sample size) The optimal sample sizender the greedy policy

is approximately
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Notation | Meaning

N Average number of pages in all sites

R Available download resources

r Ratio of download resources to the total
number of pages we maintain

s Sample Size

k Granularity (sample size) of adaptive po
icy

« Confidence value of adaptive policy

Di Fraction ofchangedpages in site5;

f(p) Density function of all web siteg) values

P Thresholdp value. If p; > p; for some
S;, thenS; belongs to the highes$t0 - r%
sites

D Averagep values over all web sites

Pr Averagep value of web sites having; >

Pt

Table 4.1: Notation used throughout Chapter 4.
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5~ —Nrf(pt) (4.6)

6(ﬁr - ﬁ)

Proof Please refer to Section 4.7. =

Intuitively, we can understand the result of Theorem 2 ds\ied: First, when- is
large (i.e., when we have relatively large download resa@iccenpared to the number
of pages that we maintain) we can use more of our resourcesafopling, because
we can still download many pages from higlsites using the remaining resources.
Second, whenV is large (i.e., when Web sites have more pages), we need tplsam

more pages from the sites to predict thewalues better.

Another factor,p, — p, indicates that we can sample less pages when p is
high (i.e., when the values of the to 00 - »% Web sites are much higher than the
averagep value.) This is because when thealues are very different among the sites,
the estimategh; values from samples will be very different, so it becomesezasi

identify the highp sites from the others.

The final factorf(p,) indicates that we need to sample more pages when the value
of the density functiory (p) is high atp,. This is because when many Web sites have
p values close tg; (i.e., whenf(p,) is large), it is more difficult to tell exactly which

sites havey values higher/lower thapy.

Using the formula in Theorem 2, we can estimate the optimapgasize when
we know the distribution op values. In certain cases, however, the distribution may
be unknown, and we may not compute the optimal sample siagatety. Even in
this scenario, we believe the result of Theorem 2 is stilfulsbecause it shows that
the optimal sample sizeis proportional to the square root 8fr. As a rule of thumb,
therefore, when we do not know the exact distributiop gélues, we may us¢/Nr as

a rough approximation for the optimal sample size. Cleathgpfactors are important
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to determine thexactoptimal size, but this approximation will be roughly in trense
range as the optimal size, different only by a constant fadtater in the experiment

section, we will verify the result of this section using r&étb data.

4.3.4 Adaptive sampling

The policies that we have discussed so farteme stagepolicies. That is, we first take
a fixed number of samples from each site aaanpling stageand then we download
more pages from high sites at adownload stageInstead of a two-stage policy, we
now discuss an adaptive sampling policy that tries to adhessample size dynami-

cally and adaptively.

Our new adaptive policy is essentially based on the greetigypd\fter sampling
some pages from each site, if we are certain thatpthalue of a site is very high,
we download all pages from the site. The difference is thatsimple size is not

determined in advance under the adaptive policy.

To illustrate, let us assume that we maintain local copiegs\WEDb sites,S; through
S4. Theirp values aren; = 0, po = 0.45, p3 = 0.55, p, = 1, and each site has 100
pages. We can download a total28f0 pages in each download cycle. Roughly, our
goal is to identify the two Web sites with highvalues that we will download pages

from.

Given the highp value of the site5,, we can expect that the samples fréfnwill
have much more changes than the other samples. Therefigreldtively safe to pick
S, for page download early in our sampling. Similarly, it iseséd discardS; early on,
because of its low value. Compared t6; andS,, S, andS; require larger samples,
because theip values are similar and it is difficult to tell which one has gherp

value. Based on this intuition, we propose the policy desdrib Figure 4.3.
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Algorithm 4.3.1  Adaptive-sampling policy
Parameters:
«: confidence level (a value between 0 and 1)
k: number of pages to sample in each iteration
Procedure
[1] S= {51, 5,...5,} [l Set of sites to be sampled
[2] Loop while we have download resources
[3] ForeachsiteS; € S
[4] Samplek pages froms;
[5] pi = Estimate ofp value forS; base on the samples so far
[6] (I;, hi) = 100 - «% confidence interval fop;
[7] Compute thresholg, from the distribution of estimated’s
[8] For each Web sites; in S
[9] If (h; <p)S=S-5;
I p; too low. We do not download frof)
[10] If (p; < I;) download all pages ith; andS= S-S,
I p; very high. We download pages frash

Figure 4.3: Algorithm of the adaptive-sampling policy
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The algorithm takes two input parametefisandk, whose intuition is given later.
Roughly, the algorithm proceeds as follows: It sampglgsges from each Web site,
and based on the samples it estimatesthalue and it 00 - a% confidence interval
for each site (Steps [3] through [6]). Given the distribat@f the estimateg; values,
it can predict the threshold value (Step [7]). For example, if we can download about
half of the sites in each download cycle, and if half of theéneatedp;’s are abové).6,

Pt = 0.6.

After estimatingp,, it compares the confidence intervalspto the threshold. If
the confidence interval fof; is strictly lower than the threshold{ < p,), it stops
sampling from the site (Step [9]); It has enough evidence ttep; of S; is below
the threshold. Similarly, if the confidence interval$fis strictly above the threshold

(p: < 1;), it downloads all pages from the site (Step [10]).

Thea andk values are configuration parameters set by the user. Whenvakie
is low, the algorithm makes a download/discard decisiorgfagsively” and picks a
site for download (or discard) even with low confidence. Thtsllocates less re-
sources to sampling and more resources to page downloaés: Vdlue determines
the granularity of sampling adjustment. Whieis small, the algorithm re-estimatgs
values more frequently and makes a download (or discardyideainore often. Thus,
the algorithm may show better performance but it may requivee processing power.
Later in Section 4.4, we will study the impact@fandk values on the effectiveness of

the policy. We will try to identify goody andk values that yield high performance.

4.3.5 Subset sampling under low download resources

So far, we have implicitly assumed that we have a sufficidatiye amount of down-
load resources, so that we can sample a reasonable numbages from each site

and still download more pages from highsites. In certain cases, however, this as-
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Figure 4.4. Comparison of the round-robin policy and a samgptiolicy for various
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sumption may not be valid. We may not be able to sample enoaghspfrom each
site, due to limited available resources. In this sectiamnstudy how we should handle

low-resource scenarios.

Generally, there is an interesting relationship betweerdthwnload resource size
and the performance of a sampling-based policy. At one mdrevhen we have few
download resources and cannot sample enough pages frorsitgehsampling-based
policy would perform similarly to the round-robin policyftar sampling a couple of
pages from each site, we cannot download any more pages figimnplsites, and
we end up visiting a small but different portion of the page®ach cycle, just like
the round-robin policy. (Because we take random samples, Wevigit different
pages in different cycles with high probability.) At the ethextreme, if we have
enough resources to download every page in each downlode eysampling-based
policy will perform similarly to the round-robin policy aga because both policies

will download all pages in every cycle.

Figure 4.4 shows aypotheticalgraph that illustrates this relationship. The hori-
zontal axis shows the resource ratithe number of download resources to the number
of total pages we maintain). Whenis 1, we can download all pages in each down-

load cycle, and when is 0, we can download no page. The vertical axis shows the
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performance ratio of a sampling-based policy to the rowidrrpolicy ChangeRatio
of a sampling-based policy ov€&hangeRatiof the round-robin policy). When the
sampling-based policy performs better than the roundarpbilicy, this ratio is higher
thanl. In the graph, a sampling-based and the round-robin pslsfew similar per-
formance (the performance ratio iy when resource ratio is close to either 0 or 1,
because of the reasons discussed above. In between thesgtteimes, a sampling-

based policy shows better performance than the round-piicy.

To improve performance for the scenario of very limited teses { ~ 0), we
propose that a sampling-based policy should select a suladletof its data in each

download cycle, and sample and download pages only fromuihees.

e Subset sampling under low download resourd&4$ten the download resources
are too limited to sample enough pages from each site, wedhasites inton
subsets. In each download cycle, we pick one subset and samgldownload
pages only from the sites in the subset. We revisit the ssilaset round-robin

manner over multiple download cycles.

For instance, consider the following example:

Example 4.3.2 We maintain local caches of Web pages from 1000 sites. EackiWeb
has 100 pages. Every weekend, we can download 500 pages inndtak scenario,
our simple greedy (or adaptive) policy cannot work effecyivieécause we can sample

less than one page from each site.

To handle this scenario, we may use the subset-samplingypdlicst, we divide
the sites into groups of, say, 10 sites. Every week, we selecug gf 10 sites and
sample, say 10 pages from each of the 10 sites. Assuming weeugeedy-policy, we
can use the remainingp0 (500 — 10 - 10) download resources to download pages from

high p sites.
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When we need to use the subset-sampling policy, one impaytaggtion is how
many sites we should put in each subset. Should we sampléesdrsione download
cycle, sampling all 1000 sites over 100 cycles? Or shouldamepse 20 sites in each
cycle? The answer depends on the amount of available rescamdehe distribution of
p values among the sites. Although we cannot derive a clogedua for the optimal
number of sites to sample, we believe that the number shauttetermined such that

we can download all pages from higlsites after sampling.

For example, if thep values follow the distribution of Figure 4.2, and if roughly
30% of the sites belong to the grey region (higihegion), we should be able to down-
load all pages from these t(9% sites in each download cycle. If our subset is too
small and if we have to download pages from lowesites (given our download re-
sources), performance would degrade. If our subset is tge knd if we “waste” most
of our resources for sampling, performance would also suffser in Section 4.4, we

experimentally study the effectiveness of the subset-8agpolicy.

4.3.6 IsGreedytoo greedy?

While the greedy (and adaptive) policy can improve the oV€taangeRatipit may be
possible that some pages are never downloaded, becausalittyedownloads pages

only from the highp sites. The following theorem proves that this is not the case

Theorem 3 When every page changes at some points of time, every pagmisially

downloaded. o

Proof Please refer to Section 4.7. -

Although the theorem proves that every page will eventuaéydownloaded, it
does not guarantee that pages are downloaded within a fralbled period of time.

It also does not address the case when some of the pages dadmnge at all. In
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our experiment section, we will study how often each pageisniioaded under the
greedy policy using real Web data. We also note that if it ipontant to download
every page within a certain interval, we may decide to comkiie round-robin policy
with the greedy (or other sampling-based) policy. For eXxampe may want to use,
say,30% of download resources in a round-robin fashion and use thaireng70%

for the greedy policy.

4.4 Experiments

Following on from our theoretical analysis, we conducteduaber of experiments
in order to study the behavior and performance of the afontioeed policies. Most
of our experiments were conducted on real data collectad the Web. The dataset
contained 6-month change history of approximat&lg, 000 Web pages distributed
among252 Web sites and is described in more detail in [CGO00b]. The dais col-
lected by our crawler, which visited the Web sites once eweonth for a period of 6
months. Since changes could be detected only from the sedsitdn the first visit,
we do not know whether a page has changed or not), we had atétehange history

data for each page. Thus, our experiments could run up to bldaw cycles.

Compared to the real Web the size of our dataset and the nurhldemmload
cycles are relatively small, but as we will see in the follogiisections it is enough
to bring up the potential of the sampling policies. Also, wlieils necessary to run
experiments on a longer change history, we assumed thatayatédata would repeat
over time. That is, if we detected changes from a page in tllea?u 5th cycles, we
assumed that we detect changes in 7th, 10th, 12th, 15thscyetie Our dataset is

publicly available from our Web site [Web].

We should emphasize that our later experimentsndichctually crawl and down-
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Figure 4.5: Histogram o, values in the dataset.

load pages. All experiments were conducted orstiraedata collected by our crawler.
This setup enables a fair comparison among policies. Alsoughout experiments,
we assume that the cost for sampling a page is the same asstifercactually down-

loading it.

4.4.1 Distribution of p values

We start our discussion by investigating the propertieswfdataset. In particular,
we show the distribution op values of the sites (Section 4.3.3) in Figure 4.5. The
horizontal axis represents rangespofalues, and the vertical axis shows the number
of Web sites with the givep value. LabeD.1 on the horizontal axis means the range
of 0 to 0.1. Note that thep value of a site may vary between download cycles. How-
ever, we could not detect any meaningful fluctuatiop walues between cycles from
our dataset. We plotted the histogram using dlileragep value of a site over alp

download cycles.

This figure shows that in our data, there exist quite a few Vitels svhose pages
change very frequently. AbouB% of the sites hag values betweef.9 and1. Also,
a lot of sites are static and remain (almost) unaltered tifrout our experiment. More

than35% of the sites hag values between 0 and 0.1 This fact intuitively suggests
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that 1) it can be relatively easy to detect the high and posites using sampling and
2) if we can identify the Web sites with very high and lpwalues and allocate our
download resources appropriately, we may observe a significgprovement in the

number of detected changes.

While our data indicates that thevalues of Web sites follow a V-shaped distri-
bution, it will be also interesting how various downloadipws perform for different
distributions. For this reason, we also ran some of our ex@ts on asyntheticdata
whosep values follow anormal distribution. The results on the synthetic data are

reported in Section 4.4.8.

4.4.2 Rough comparison of download policies

In this section, we conduct a rough comparison of variougigs using our real data.
For the experiments, we assumed that each policy can dowhlcad 00, 000 pages

in each download cycle. The greedy and proportional pdiased sample size= 10

and the adaptive policy uséd= 10 (discussed in Section 4.3.4) and a confidence level
a = 0.9. Note that we did not try to optimize these parameters. Wecssd the num-
bers rather arbitrarily for this experiment. However, wédwe that the results would
show the relative potential of various algorithms. In latections we will examine the

impact of the various parameters more thoroughly.

Figure 4.6 shows the results. The horizontal axis corredpom various policies
and the vertical axis shows tlihangeRatis of the policies (averaged over 5 download
cycles). From a first glimpse at this figure, the reader capmieghat our greedy (Grd)
and adaptive (Adp) policies perform surprisingly well caargd to the round-robin
(RR) and even the frequency-based (Frq) policy. T@&@angeRatie are almost twice
as high as the frequency-based policy! Since tldhangeRatie are around).75,

even if we could design a hypotheti@ahcle policy, which could magically download
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Figure 4.6: Comparison of the various download policies.

only changed pages, the improvement would be lessabidn The performance of the
proportional (Prp) policy is similar to that of the frequgnmolicy, and the performance

difference between the greedy and the adaptive policy igjimeit

While the results strongly indicate that the greedy and tlagtaek policies are very
effective, we note that the frequency-based policy couldshow its full potential in
this experiment, due to our small number of download cyctisce the frequency-
based policy did not know how often pages change, it viseerypageoncein a
round-robin manner in the beginning, until the first half lné 4th cyclet Only after
that, the policy started to adjust revisit frequencies dase estimated change fre-
guencies. Therefore, in the first three visits, the frequérased policy showed the
same performance as the round-robin policy and only fronséoend half of the 4th

download cycle, it started to show some improvement.

Because of this fact, the comparison of the frequency-baséidypand our
sampling-based policies may not be fair, but we note thatiththe situation in any
practical system. Any system has to estimate page changeeineies in order to use
the frequency-based policy, so it will suffer from poor perhance in the beginning.

In contrast, our sampling-based policies perform well aithany change history data.

'We had353, 000 pages and we visitetD0, 000 pages in each download cycle. Therefore, we need
3% cycles to visit every page once.
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Later on, we will compare the long term performance of thgudency-based policy

and our greedy policy.

4.4.3 Optimal sample size

In this subsection, we examine the impact of the sample siz#h® performance of
sampling-based policies. For this purpose, we ran the graedthe proportional poli-
cies on our data set, keeping the resource size constan0f0QIDpages and varying
the sample size fromto 400. The outcome of this experiment is drawn in Figure 4.7.
The horizontal axis represents the sample size and theakaittis shows th€hange-
Ratio at the given sample size. From the graph, we can confirm tinel tireat we

discussed before:

¢ When the sample size is too small, a sampling-based poliayspoor perfor-
mance. It often makes a poor download decision. This degoadest particu-

larly noticeable for the greedy policy.

¢ When the sample size becomes too large, performance alsad#gsgibecause

sampling-based policies waste more resources for samiblargthey ought to.

We can see that the optimal sample size for the greedy pdiayaund 10-50. This
range matches well with the prediction of Theorem 2. In $&c4i.3.3 we argued that
V/Nr is a good rule of thumb for the optimal sample size when we ddknow the
exact distribution op values. Given our paramete® (= 353, 000/252 =~ 1,400 and

r = 100,000/353,000 = 0.28), this formula predicts that the optimal sample size is

Vv Nr = 20, which is in the range that we observe from our experiment.

From the graph we can see that for all sample sizes, the gpeidy shows better
averageChangeRatidhan the proportional policy. We expected this result fram o

discussion in Section 4.3.2, but we also discussed thatréedy policy may have a
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Figure 4.7: Performance of the greedy and proportionatsdiover various sample

sizes.

larger variation inChangeRatidhan the proportional policy. To compare their varia-
tions, we measured the standard deviation (s.t.dQhengeRatidetween download
cycles for both policies. From this estimation, we couldtbe¢ the s.t.d. of the greedy
policy is larger than that of the proportional policy (e.9-027 vs. 0.023 for sample
size 1). However, because the variation is very smallD(02) compared to average

ChangeRatid~ 0.75), we believe that the variation issue is of negligible intpoce.

4.4.4 Resource size and subset sampling

We now study the effect of varying resource size on the perémce of the greedy
policy. For the experiments, we ran the greedy and the reahuoh policies on our
data set. The greedy policy used the sample sizand the resource sizg varied
from 3,000 to 300,000 pages.

Figure 4.8 shows the results from this experiment. The bat& axis corresponds
to the resource size and the vertical axis showsahangeRatiat the given resource
size. Theoraclepolicy is the one that can magically download only the chanzgges.
We show its performance for comparison purposes. Note lie@@hangeRatiof the

oracle policy goes below 1 fak > 100, 000. This is because in each download cycle,
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Figure 4.8: Performance of oracle, greedy and round-roblitips over various re-

source sizes.

only about100, 000 pages changed and if our resource size is larger than00o,
the oracle policy starts to download unchanged pages. Fst ofieesource sizes, the

greedy policy shows much better performance than the roobidk policy.

The graph confirms our earlier discussion (Section 4.3.5)eMthe resource size
is large, the performance of all policies become similacaose all policies download
every page. When the resource size is too small, the perfaenafrthe greedy policy

degrades. This degradation startgiat: 20, 000.

To study the impact of the subset sampling policy, we dividéds into small
subsets and sampled pages only from one subset in each @alcyole whenk <
20,000. The size of each subset was selected so that we can dowrdoati18% of
the pages in the subset in each download cycle. For exampkn we have 0, 000
download resources, each subset had aboui00 pages. We selected?% because
about18% of the sites in our dataset belonged to the right peak of tisbaped dis-
tribution (Figure 4.5). The result from this experiment i®wh in Figure 4.8. From
the graph, we can see that the subset sampling policy impriheeeffectiveness of
the greedy policy when the resource size is small. For iestawhen = 5,000 the

ChangeRatiomproves from).73 to 0.89 when we used the subset sampling policy.
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Figure 4.10: Performance of the frequency and the greedgig®elover time

4.4.5 Long-term performance of the frequency policy

The results in Section 4.4.2 showed that the performancleeofiteedy policy is sig-
nificantly better than the frequency-based policy in a sterh. In this section, we
study the long-term performance of the frequency-baseidyahd compare it to the
greedy policy.

Towards this goal, we ran the frequency and the greedy psliar longer down-
load cycles, by assuming that the observed change histding gfages repeats forever.
For example, if we detected changes from a page in the 2nd thncly6les, we as-

sumed that we detect changes in 7th, 10th, 12th, 15th cystlesFigure 4.10 shows
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the results. The horizontal axis corresponds to a downlgele cand the vertical axis
shows theChangeRatiat the given download cycle. The dashed line is the result of
the greedy policy and the solid line with wide fluctuationhie tesult of the frequency-

based policy.

The wide fluctuation in the frequency-based policy is maimdgause it period-
ically downloads pages that rarely change. Even if a pagenbasr changed, we
cannot be sure that its change frequency is zero, so we hgweritadically go and
check the page for change. The dips in the graph correspote tooints when the
policy downloaded infrequently changing pages. Note thatinterval between these
dips increases steadily over time. This is because as weratate more change his-
tory data, we can be more confident that the page does not ehand thus need to

check the page less often.

From the graph, we can clearly see that the performance dfeheency-based
policy improves steadily over time. Its performance is gigantly lower than the
greedy policy in the beginning, but from around 100th dowdl@ycle, it starts to
show better performance. Therefore, in the long run, thguieacy policy can be
better than the greedy policy. However, keep in mind that d®®nload cycles is a
long period of time. Because we downloaded pages once evemyhind00 cycles

roughly correspond to 10 years!

4.4.6 Adaptive policy

We now study the impact of thleand« values (introduced in Figure 4.3) on the per-
formance of the adaptive policy. To study their impact, we tfee adaptive-sampling
policy for variousk anda values. Figures 4.11 and 4.12 show the result. Figure 4.11
shows theChangeRati@f the adaptive policy for variousvalues (the horizontal axis)

whena = 0.9. From the graph, we can see that the performance decreasas-as
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creases. (There are small fluctuations, but we believe ttesgpg@erimental variations.)
This result is expected because wtieis small, we try to re-estimate values after
small number of samples, and thus make a download decisioe fregjuently with
more accurate, values. From the figure, we can see that the performanceatecie

relatively small untilk = 10.

Figure 4.12 shows th€hangeRatidfor various a values (the horizontal axis).
From the graph, we can see that the confidence interval ddesffiect the perfor-
mance of the policy significantly. We could not detect any miegful difference in
ChangeRatidor most ofa values. One thing to note is that the performance:fer 1
is worse than othersi(= 5, 10) whena is small (¢« < 0.75). This is because when
a is small andk = 1, the policy started to pick (or discard) a site for downlo&eéra
it took only 1 sample: Because it selected a site for downloadi§card) too aggres-
sively and too early, it often made wrong decisions. In ottesesk = 5 or 10, or
« is large), these early decisions did not happen, becauggotloy had to sample 5
or more pages wheh = 5 or k£ = 10, or because it made a download (or discard)

decision conservatively whenis large.

Based on the results, we belieke= 10 anda ~ 0.9 are good parameters to use

for a scenario similar to our Web data.
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Figure 4.12: Performance cefdaptive over various confidence values

4.4.7 How greedy isGreedy’

In Section 4.3.6 we argued that tiBreedypolicy will eventually download all the
pages within a Web site provided that those pages will chahgeme point of time.

In this experiment we tried to evaluate how well tBecedypolicy performs in this
respect given our real data. More specifically we study Igrafdownload cycles,
what fraction of changed pages tBeeedypolicy manages to visit at least once? and
2) how often theGreedypolicy downloads a page if the page changes, say, once every

five cycles?
To answer the first question, we define a new mekairness(i) as follows:

no. of changed and visited pages upttocycle
no. of total changed pages up:tb cycle

Fairness(i) =

For example, iH0 pages have changed since the beginning, and we have révigite
of them so far, thdairnessvalue is30/50 = 0.6. The intuition behind this metric is
that a good download policy should revisit all changed page®me point, and pre-
ventstarvationof revisits to some changed pages. Measufaigessis particularly
important for theGreedypolicy, because it may allocate all its resources only to the

sites with many changed pages due to its greedy nature.

Using our collection of real Web data we ran Beeedypolicy using the same
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Figure 4.13: Fairness @reedypolicy.

parameters of Section 4.4.2, and plottedaisnessgraph in Figure 4.13. In this graph
the horizontal axis is the download cycle and the verticid eepresents the fairness
value at the given download cycle. From this graph we cantssddirness is steadily
increasing over time, reaching almadsg after5 download cycles. That is, only after
5 download cycles th&reedypolicy have managed to vis$% of the total changed

pages in our datasét.

Another interesting issue to study is how well taeeedypolicy allocates its down-
load resources to the pages of different change frequerigessrably, theGreedypol-
icy should allocate more of its resources to the pages teatteanging more often, in
an attempt to detect more changes. To study this issue, wpegahe pages in our
dataset according to the number of times they have changeddudownload cycles,
and for each group we measured how many times the pages vege\on average
during the five download cycles. This result is shown in Fegdirl4. The horizontal
axis shows the number of changes of a group and the vertioaisstne average num-
ber of revisits for the group. From this plot we can clearlg #eat theGreedypolicy
allocates download resources in a proportional way amoegytbups, in the sense

that it is visiting more often the pages that are changingenoften.

2By changecdhere we mean the pages that have changed at least once dharingdwnload cycles.
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4.4.8 Performance under different distributions

Our previous experiments showed that @Greedypolicy works well for the real Web
data that follows a V-shapedvalue distribution. It would be very interesting though,
to examine how various policies would behave under diffekamds of distributions.
Towards this goal, we created synthetic data containingt@ge history o300, 000
pages. The pages are equally distributed ansogveb sites, so every site had 1,000
pages. The values of these web sites were designed to follow a normailaision

with mean0.5 and standard deviatian3.

Our main idea is to compare the performance of all the pdisimilarly to Sec-
tion 4.4.2 using the synthetic data. As we will explain inadeshortly, the results
from these experiments confirm that the general conclugtmatsve observed before
are still valid for the normal distribution: While the exaaimbers are different, the
Greedyand Adaptivepolicies perform very well, and thErequencypolicy behaves
poorly in the beginning but manages to reach a similar pervémce toGreedyafter a

certain period of time.

In Figure 4.15, we show the performance of various policieden the synthetic
data. For the experiment, we used the same parametershagbiriSection 4.4.2 and

downloaded pages for 5 download cycles. Compared to Figérealf.of algorithms
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managed to have a higbhangeRatiovalue, because averagesalues were higher in
the synthetic data. Again in this cagereedydid very well with an overall perfor-
mance reaching up t@82. TheAdaptivepolicy also performed well, showing similar
performance to that of th&reedy TheProportionalandFrequencypolicies showed
similar performance to that of tfiRoundRobirpolicy. (Their performance is slightly
worse than that oRoundRobinbut we believe it is due to statistical variations of our

experiments.)

Frequencywas not able to perform well in the experiment because, agaian
only for five download cycles and did not have enough knowdedligthe change his-
tory. To measure its long-term performance for this newrithistion, we ran a longer
experiment and observed that Ejequencyimproved its performance quickly over
time and showed similar performanceGoeedyafter 10 download cycles, but 2) the
final performance ofrequencywas about the same &reedyat around 0.82 (pre-
viously it was better thaiGreedy. We believe this result is because the average
value is high and all of the policies show relatively highangeRatidrom the begin-
ning. With high initial performancesrequencycan achieve only minor improvement,
so it could reach its highest performance quickly, but thprmmement was not very

significant.

45 Related work

References [CG00d, CLW98] study how a crawler should downlogdgt maintain
its index “up-to-date.” Assuming that the crawler knows éxact change frequencies
of pages, the references present an optimal algorithm. Asavaed from our experi-
ments, this change-frequency-based algorithm perforfasvely well once it collects
a large amount of history data. However, history colleciiaurs significant overhead,

and until it collects enough data, the algorithm performsrjyo Our sampling-based
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Figure 4.15: Comparison of various policies under a normsttridution N (0.5, 0.3)

of p values.

policies do not need to track any change history, and it sisagvsficant improvement
without any history data. Reference [EMTO01] proposes analbemload algorithm
based on linear programming. The algorithm shows promisasglts, but because
the algorithm becomes more complex over time, the authomtrépat the algorithm
has to periodically “reset” and “start from scratch;” Thgaithm takes (practically)
infinite amount of time to finish after a certain number of dtvaadl cycles. In contrast,

the complexity of our sampling-based algorithms stay timeesaver time.

A lot of work has been done to maintain the consistency ofcaf#d data [BG84,
ABG90, CKL97, KB94, LLS94]. This work studies the tradeoff betm data consis-
tency and read/write performance. In most of the existingkMaowever, researchers
have assumed@ushmodel, where the sourcestifythe replicated data of the updates.
For example, Olston et al. [OW02] proposed a new architectunéhich data sources
can notify caches of important changes. In many contextsicp&arly for the Web,
this push model is not applicable, because data sourcesddt@ot inform others of

their changes.

Sampling is a popular technique that has been used in naudiptiplines for var-

ious optimizations [HNS95, ZL94, WAAO01, CMN99]. The contutipn of this disser-
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tation is to apply sampling techniques to the context of geashetection, and study a

variety of issues arising in this context.

The multi-armed bandit problens well known in the statistics and Al commu-
nity. The problem is to identify the slot machine with the liegt chance of winning
throughexplorationandexploitation The problem is proven to be NP-hard [BF85],
and people have proposed a range of approximation alg@ifAQF95]. The setting
of the multi-armed bandit problem is slightly different fincours, because the bandit-
problem assumes that the user can play the best slot madifimeely. In contrast, we
can download only a limited number of pages from each Web siteve need to find
the topr% sources, not just the top source. This difference makesdheigs take

quite different forms.

4.6 Summary

We studied how we can detect changed Web pages effectiviely ssmpling. We pro-
posed three sampling-based policiggedy proportionalandadaptive and evaluated
their performance analytically and experimentally. Weoalempared the sampling-
based policies to other existing policies. Our experimshtaved that the greedy pol-
icy is easy and simple to implement and shows one of the befsrpgnce in many
scenarios. Given its simplicity and performance, we belignat the greedy policy is
good for practical systems. Its complexity is similar to idely-popular round-robin
policy, while its performance is close to (or even better jliha frequency-based pol-
icy. Also, we learned that the frequency-based policy isveoy effective in certain

cases, because it takes a long time to estimate the changef@es of pages.
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4.7 Appendix: Proofs of the theorems

Theorem 1We sample the same number of random pages from each data sodrce
allocate remaining download resources based on the saprpbuilts. In this scenario,
the greedy policy is expected to give the high€stangeRaticout of all sampling-

based policies.

Proof We use; to represent the number of changed items in the samples fsares
S;. Without losing generality, we assumegis the highest and, is the second highest
and so on. We assume that we downldadtems from sourceS; and the total ofR
items from all sources after sampling (i.2.,, R, = R). We also assume each data

source hasV; data items.

When we takes random samples from every source and detechanged items
from those samples, we expd@0 - <% of the items inS; to have changed. Therefore,
we expect to detect i?; changes frond; when we download; items fromS;. Then
the total number of detected changes is expected to be

Ci
i ERi’ where; R, =R
Our goal is to maximize the above value. From the equatiois, éasy to see that
the formula takes its maximum value when we assignto R; for low i values
(- = 1,2,...), because; values are the highest for lows. That is, we have to

start downloading data items from the sources with the nushged samples. g

Theorem 2The optimal sample size, under the greedy policy is approximately

5~ / Nrf(pr)
6(/0_7" - ﬁ)

Proof To help our derivation, we first assume aracle greedypolicy, which can

magically identify the sites with high values and can directly download pages from
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Probability

Figure 4.16: Probability>,(p) and P,(p)

those sites without any sampling. We uBgp;) to denote the probability that the
oracle greedy policy downloads a siiewhen itsp value isp;. By the definition of the
oracle greedy policyP,(p) = 1 whenp > p, andP,(p) = 0 whenp < p,. We show
the graph off,(p) as a dashed line in Figure 4.16.

We use theP,(p;) to represent the probability that our greedy policy dowd®ka

a site S; when itsp value isp;,. We show its graph as a solid line in Figure 4.16.
Because the greedy policy sometimes makes wrong decistengraphl, (p) is not

a step function likeP,(p). It approache$ asp decreases, but whenis close to

pt, Py(p) is larger than O even ip < p, because some of the sites are mistakenly
downloaded. SimilarlyP,(p) approaches asp increases, but whemis close top;,
P,(p) is smaller than 1 even j§ > p,. As we increase the sample sizethe graph

of P,(p) will become similar to that of’,(p), because the greedy policy makes more

accurate download decision with larger samples.

We now approximate the functioff,(p) by a piece-wise linear functio®,(p)
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shown as a dotted line in Figure 4.16. The general forii,0p) can be represented as

0 for p € [0, pr — 9]
Pa(p) =\ 35(p—p) +3 forp€(pe—d,p+0) (4.7)
1 forp € [p: +6,1]

and we need computeto find the approximation. Based on the result of Lemma 1

(which is given later), we will use/ /s as the approximaté value.

We now compute the expected performance of the greedy palinger the greedy
policy, we download sample pages from every site. Therefore, the expected number
of changes that we detect during sampling\isp, whereM is the total number of
sites that we maintain andis the average value for overall sites. Once the greedy
policy decides to download more pages from $itethe expected number of changes
that we detect frond; is (N — s)p;. (Remember that we download — s more pages
from S;, because we do not download the sampled pages again.) Bebaustes;
is downloaded with the probabiliti, (p;) under the greedy policy, the total number of
changes that we expect to detect during actual dOWﬂ|Oﬁ§“$(p)(N — s)pf(p)dp.
Therefore, the total number of changes that we detect both fampling and from

actual download is

M(N — S)/O Py(p)pf(p)dp + Msp

~ M(N - s) / Pu(p)of (p)dp + Msp

pt+6

pt—0
— M(N — ) / Pu(p)of (o)dp + / Pu(o)pf (0)dp+

t—0

/ o)l (o)) + Msp (4.8)
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We now calculate the three integrals above:

pt—0
/0 Pu(p)pf(p)dp =0, sinceP,(p) = 0for p € [0, p; — 4] (4.9)

Assuming thatf (p) ~ f(p,) for p € (p, — 8, p; + 6):

pt+9 pt+0
[ P@sran= [ (g5t0- 00+ s (pds

t—0 pt—0

pt+0
= %f(m)/ p* = (pr = 8)pdp

pt—0

=Ly >/w<1 04 L2 Py
=9 Pt s 3P 9 Pt )P 14

1 2
= 2—5f(0t)(§53 +26%p;)

52

= f(Pt)(g +dpy) (4.10)

For the third integral of Equation 4.8:

1 Pu(p)pf(p)dp) = 1 pf(p)dp = 1pf(p)alp— pt+6pf(p)dp
/ / [ pro- |

t+0 pt+0 Pt Pt

= o, = f(p)b0u+ 3 (p)0? @.11)

By replacing Equations 4.9,4.10,4.11 to Equation 4.8 andgusemma 1 we can
calculate that the total number of changes that we detelstfllmn sampling and actual

download is:

+ f(pe)dpe +1pr — fpe)opr — %f(ﬂt)(ﬂ + Msp (4.12)
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Since we want to find the sample sizéor which we detect the maximum number
of changes we can consider Equation 4.12 as a function tifis straightforward to

show that Equation 4.12 takes its maximum value for:

_ [ Nrf(er)
TV 6 - ) #2)

Lemma 1 Thed value for Equation 4.7 can be approximatedlas/s. O

Proof From Figure 4.16, we see thais a value wheré’,(p; + ) becomes close to

1. For this proof, we assume that we pick thealue such that

Py(pr+0) =0.95 (4.14)

We now try to approximaté’,(p;), the probability that we download more pages

from site.S; when itsp value isp;.

The siteS; is downloaded when its estimated value (denoted ag;) is greater
thanp,. Thatis,P,(p;) = Pr{p; > p:}. To estimate the; value, we useX/s, where
X is the number of changed pages in the sample saisdthe sample size. That is,
pi = X/s. Because we take random samples fromy; where100p;% of the pages
changed, the random variablefollows a binomial distribution with a success rate
and we can approximai® = X/s by the normal distribution with meap and the
standard deviation/p;(1 — p;)/s. When we do not know thg; value, the standard
deviation\/p;(1 — p;)/s is often approximated by!~ [WMS97], so we may assume
that p; follows the normal distributionV (p;, ﬁg).

Wheny; follows this normal distribution, the probabilityr{p; > p;} is 0.95 when
pr = pi — 1.655. Thatis,

1.65
P,(p;) = 0.95 whenp; = p, + —— (4.15)

2V/s
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By comparing Equations 4.14 and 4.15, we can see that

165 1
25 s "

Theorem 3When every page changes at some points of time, every pageris ev

J

tually downloaded.

Proof Letus selectarandom page that belongs ta%itBecause every page changes,
there exists a timéwhere all pages i¥; have changed. Then, in the download cycle
after ¢, the siteS; will be downloaded under the greedy policy, because all $samp

pages inS; have changed. n
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CHAPTER 5

Inverted Index Pruning with Correctness Guarantee

5.1 Introduction

The amount of information on the Web is growing at a prodigicate [NCOO04]. Ac-
cording to a recent study [GSO05], it is estimated that the \&aibently consists of
more than 11 billion pages. Due to this immense amount ofaaiinformation, the
users are becoming more and more dependent on the Web segittéssfior locating
relevant information on the Web. Typically, the Web seancires, similar to other
information retrieval applications, are using a data $tmeccalledinverted index An

inverted indexprovides for the efficient retrieval of the documents (or \Wabes) that

contain a particular keyword.

In most cases, a query that the user issues may have thousagdsn millions of
matching documents. In order to avoid overwhelming thessagh a huge amount of
results, the search engines present the results in batth@so®0 relevant documents.
The user then looks through the first batch of results andhafdidn’t find the answer
she was looking for, she can potentially request to view thé batch. This process is

repeated until the user either finds what she is looking fajiaes up trying.

A recent study [JSO03Jindicated that approximately 80% of the users examine at

most the firsB batches of the results. That is, 80% of the users typica#iy\at most

!See also articles at:http://www. i nternetretail er.conf dail yNews. asp?i d=
11774, and http://ww i prospect.conl medi a/ press2004.04_20. ht m (Accessed
02/15/20086).
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30 to 60 results for every query that they issue to a search engin¢gheAsame time,
given the size of the Web, the inverted index that the seargimes maintain can grow
very large. Since the users are interested in a small nunfbesolts (and thus are
viewing a small portion of the index for every query that thesue), using an index
that is capable of returning all the results for a query maystitute a significant waste
in terms of time, storage space and computational resgunddsh is bound to get

worse as the Web grows larger over time [NCOO04].

One natural solution to this problem is to create a smalbnate asubsetof the
documents that are likely to be returned as the top resultsgimg, for example, the
pruning techniques in [CCF01, LS03]) and compute the firstthafanswers using
the pruned index. While this approach has been shown to gjwéfiseant improvement
in performance, it also leads to noticeable degradatioménduality of the search
results, because the top answers are computed only fronrtineg index [CCFO1,
LS03]. That s, even if a page should be placed as the tophimgipage according to
a search engine’s ranking metric, the page may be placedddhe ones contained
in the pruned index if the page did not become part of the prumeei for various
reasons [CCFO01, LS03]. Given the fierce competition amongcBeamngines today

this degradation is clearly undesirable and needs to beeasleld if possible.

In this chapter, we study how we can avaidy degradation of search quality due
to the above performance optimization while still realgzimost of its benefit. That is,
we describe a number of simple (yet important) changes iptiheing techniques for
creating the pruned index. We also describe a new answerwtatign algorithm that
guaranteeshat the top-matching pages (according to the search-esganking met-
ric) arealwaysplaced at the top of search results, even though we are colggbe
first batch of answers from the pruned index most of the tiniees€ enhanced pruning

techniques and answer-computation algorithms are exploréhe context of thelus-
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ter architecturecommonly employed by today’s search engines and we exptain h
search engines can minimize the operational cost of ansgvgtieries while providing

high quality search results.

We will start our discussion by giving some background ondperation of an
inverted index in Section 5.2. In Section 5.3, we study ateluarchitecture of an
inverted index that allows us to guarantee the correctnesssalts coming from a
pruned index, and we discuss various issues of the perfaenaithe architecture in
Section 5.4. In Section 5.5, we examine various policieséducing the size of the
index; we perform an experimental evaluation of our polineg3ection 5.7; Section 5.8

summarizes the related work and we summarize in Section 5.9.

5.2 Background

5.2.1 Overview of indexing and querying

Typically, a search engine downloads documents from the &#ebmaintains a local
index that is used to answer queries. The task of the indexasswer very quickly
which documents (or Web pages) contain some particularygaem. This function-

ality is commonly implemented through the use of an inventelx:

Inverted indexes. Assume that we have already collected a set of docurhents
D = {D,..., Dy} and that we have extracted all the tefris = {¢,,...,t,} from
the documents. For every single terme 7 we maintain a list/(¢;) of document
IDs that contairt;. Every entry in/(¢;) is called a posting and can be extended to

include additional information, such as how many timesppears in a document, the

2For the reader’s convenience, the notation used througheuturrent chapter is summarized in
Table 5.1.

3Here, for simplicity, we will consider as a term a sequenceafsecutive non-whitespace char-
acters in a document. Of course, there are cases where fhigide might not be sufficient (such as
Asian languages) but this is out of the scope of this disgenta
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ent

Notation | Meaning
tr(D,q) | Textual similarity between document and queryy.
tf(D,t;) | Term frequency of termy in documentD.
idf (t;) | Inverse document frequency of termwithin the indexed
collection of documents.
pr(D) | Query-independent quality of documeht
r(D,q) | Combined rank (textual similarity and query independ
score) of documenb for queryg.
s Size of pruned index.
f(s) Fraction of queries that we can answer, given an index of
sizes.
P(tx) | Fraction of queries that contain the tetm
|I(tx)| | Number of postings in inverted lig},.
|Ir| Size of full index/r.
|Ip(s)| | Size of p-index for a given size
o Weight of the textual partr(D, ¢) in the ranking function

(D, q).

Table 5.1: Notation used throughout Chapter 5.
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positions oft; in the document, whethef is bold/italic, etc. The set of all the lists

T ={I(t1),...,I(t,)} is ourinverted index.

Answering a query. A query issued to our inverted index typically contains a
subset of the index terms. We can represent a queqy-agt, ts, ..., %, }. The goal
of the search engine is to return the documents that are elesaint to query. This is
done in two steps: first we use the inverted index to find altibheuments that contain
the terms in the query. Second, once we have the relevantraotsg, we calculate the
rank (or score) of each one of the documents with respecetglery and we return

to the user the documents that rank the highest.

Most of the major search engines today return documentsicong all query
terms (i.e. they use AND-semantics). In order to make ourudisions more con-
cise, we will also assume the popular AND-semantics whikenaming a query. It is

straightforward to extend our techniques to OR-semantigge#s

5.2.2 Ranking of the relevant documents

The exact ranking function that every search engine emp$ogiclosely guarded se-
cret. What is known however, is that every search engine ihsasnking of docu-

ments mainly on the following two different factors:

e Query-dependent relevance.This particular factor of relevance captures how

relevant the query is to every document.

At a high level, given a documeri?, for every term¢; a search engine assigns
aterm relevance score-(D, t;) to D. Given thetr(D,t;) scores for every;,
then thequery-dependent relevanoé D to the query, noted as (D, q), can be

computed by combining the individual term relevance values.

For example, one popular way for calculating the query—ddeet relevance is
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to represent both the documentand the query using the TF.IDF vector space

model [SM83] and employ eosine distancenetric. In this case:

tf(D.t:) - idf (t)
VDI

wheretf(D,t;) = 1+logfp., (with fp ., being the frequency df in document
D) andidf(t;) = log(1 + M/ f;,) (with M being the total number of indexed

tr(D,t;) = (5.1)

documents, and;, being the frequency of term within the whole collection).

Then we can compute the relevance;od D as follows:

tr(D,q) = Z tr(D, t) (5.2)

wherew is is the number of terms in the query. The higher the valueqfeE

tion 5.2, the higher the likelihood tha&t is relevant ta;.

In practice, the exact form af-(D, ¢;) may differ depending on the search en-
gine. For example, a search engine may assign a highex, ¢;) value toD if

t; appears in the URL, anchor text or title 6f. Similarly, the exact form of
the query-dependent relevane¢D, ¢q) may differ depending on the search en-
gine. Thus, we will not restrict to any particular form; ieatl, we will make the
generic assumption that the query-dependent relevanaemputed as a func-

tion of the individual term relevance values in the query:

tr(D,q) = fi(tr(D,t1),...,tr(D,ty)) (5.3)

e Query-independent document quality.
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This is a factor that measures the overall “quality” of a doeatD independent

of the particular query issued by the user.

For example, a popular technique that computes the genaaéitygof a page is
PageRank [PBM99] (or its variations such as HITS [Kle99]). einBageRank,
the quality of a page is essentially determined by its “limpplarity” (i.e., how
many other pages link to the page), and every page is ass&ggledal ranking

score independent of the query that the user issued.

Another important factor that is often used, whose valuen@ependent of a
query, is the likelihood of being a “spam” page [NNM06, HMS$SP2r01, GG05a,
GGO05b, GGP04]. Spam Web pages are the ones that are of #ttle to a hu-
man user and exist only to manipulate the search enginengsikMost existing
search engines compute the likelihood of being a spam pagedoy document
D and give a low quality value (or a high “spam” score) to deniisteanking in

the final result.

Here, we will usepr(D) to denote the this query-independent part of the final

ranking function for documen®.

The final ranking score(D, q) of a document will depend on both the query-
dependent and query-independent parts of the rankingifumctThe exact combina-
tion of these parts may be done in a variety of ways. In genbmbever, we can
assume that the final ranking score of a document is a funofida query-dependent

and query-independent relevance scores. More formally:

r(D,q) = f.(tr(D,q),pr(D)) (5.4)

For example,f,(tr(D, q),pr(D)) may take the formf,(tr(D,q),pr(D)) = « -
tr(D,q) + (1 — «) - pr(D), thus giving weightx to the query-dependent part and the
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weight1 — « to the query-independent part.

In Equations 5.3 and 5.4 the exact form fofand f;, can vary depending on the
search engine. Therefore, to make our discussion appdicatpendent of the partic-
ular ranking function used by search engines, in this digBen, we will make only
the generic assumption that the ranking functi¢f, ¢) is monotonic on its parame-

terstr(D,ty),...,tr(D,t,) andpr(D).

Definition 1 A function f(a, 3,...,w) is monotonic ifVa; > s, Y5, > (o, ...

le 2 W9 it holds that:f(@l,ﬁl, R ,(.Ul) 2 f(Oég,ﬁQ, R ,(,UQ).

Roughly, the monotonicity of the ranking function impliesithbetween two doc-
umentsD; and D,, if D; has higher query-dependent relevance tharand also a
higher query-independent score thag, then D; should be ranked higher thabs,

which we believe is a reasonable assumption in most praseténgs.

5.3 Cluster architecture and cost savings from a pruned index

Search engines are accepting an enormous number of queelsday from eager

users searching for relevant information. For example,gBois estimated to answer
more than250 million user queries per ddy.In order to cope with this huge query
load, search engines typically replicate their index axefarge cluster of machines

as the following example illustrates:

Example 5.3.1 Consider a search engine that maintains a cluster of machases
Figure 5.1(a). The size of its full inverted indéxis larger than what can be stored in
a single machine, so each copylgfis stored across four different machines. We also

suppose that one copy 6f can handle the query load of 1000 queries/sec. Assuming

4See http://searchenginewatch.com/reports/articléif6461 (Accessed 16/02/2006).
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5000 queries/sec 5000 queries/sec

IF
Ip

: 1000 queries/sec
: 1000 queries/sec

F 2nd tier
€)) (b)

Figure 5.1: (a) Search engine replicates its full indgxo increase query-answering
capacity. (b) In thel* tier, small p-indexed» handle most of the query. Whep
cannot answer a query, it is redirected to 2iétier, where the full index » is used to

compute the answer.

that the search engine gets 5000 queries/sec, it needs licatp/ five times to
handle the load. Overall, the search engine needs to maidtai 5 = 20 machines in

its cluster.

While fully replicating the entire indeX- multiple times is a straightforward way
to scale to a large number of queries, typical query load®artch engines exhibit
certain localities, allowing for significant reduction inst by replicating only a small
portion of the full index. In principle, this is typically e by pruning a full index
I to create a smallepruned index (or p-indexjp, which contains a subset of the

documents that are likely to be returned as top results.
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Given the p-index, search engines operate by employing diesed index archi-
tecture as we show in Figure 5.1(b). All incoming queriesfast directed to one of
the p-indexes kept in th&* tier. In the cases where a p-index cannot compute the
answer (e.g. was unable to find enough documents to retutmetader) the query
is answered by redirecting it to tf&? tier, where we maintain a full indek-. The
following example illustrates the potential reduction lne tquery-processing cost by

employing this two-tier index architecture.

Example 5.3.2 Assume the same parameter settings as in Example 5.3.1isT ta
search engine gets a query load of 5000 queries/sec and ewpygyof an index (both

the full /- and p-index p) can handle up to 1000 queries/sec. Also assume that the size
of I is one fourth ofl - and thus can be stored on a single machine. Finally, suppose
that the p-indexes can handle 80% of the user queries by #ieaessand only forward

the remaining 20% queries th-. Under this setting, since all 5000/sec user queries
are first directed to a p-index, five copiesi@fare needed in thé* tier. For the second

tier, since 20% (or 1000 queries/sec) are forwarded, we needaimtain one copy of

I to handle the load. Overall we need a total of 9 machines (fivehmas for the five
copies ofl/» and four machines for one copy ff). Compared to Example 5.3.1, this

is more tharb0% reduction in the number of machines.

The above example demonstrates the potential cost saviigvad by using a p-
index. However, the two-tier architecture may have a sigaift drawback in terms of
its result quality compared to the full replication bf; given the fact that a p-index
contains only a subset of the data of the full index, it is gasedhat, for some queries,
the p-index may not contain the top-ranked document aacgtdithe ranking function
used by the search engine and fail to return it as the top peaeing to noticeable
guality degradation in search results. Given the fierce @&titipn in the online search

market, search engine operators desperately try to avgickdnction in search quality
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in order to maximize user satisfaction.

How can we avoid this potential degradation of search gualintuitively, we may
avoid this problem by using the result computed from thedgexonly if weknowthat
it contains the top: pages that are supposed to be returned in the first batch disresu
Otherwise, we compute the answer from the full indexand return the correct top-
pages. We formalize this idea using the following the cdness indicator function

and Algorithm 5.3.1.

Correctness guaranteeGiven a queryj, the p-index/p returns the answed together
with a correctness indicator functigh C is set to 1 if A is guaranteed to be identical
to the result computed from the full index. If it is possible thatA is different,C is

setto 0.

Algorithm 5.3.1 uses the correctness indicator functibto guarantee that the
answer computed from the two-tier architecture is alwagsiital to the answer from
full 7. As the input, the algorithm takes the keywords in the queggther with the
range of the answer to return to the user (e.g., top-10 asssecond top-10 answers,
etc.). Given the input, the algorithm first tries to compute answer from/» and
consults the value af to see whether the computed answer is “correct.” If not, the
algorithm recomputes the answer from the full indexand returns it to the user. Note
that because the algorithm returns the answer ffpronly whenC = 1, its result is
guaranteed to be identicéb the result computed from the full indéx. That is, there
is no reduction in result quality while we benefit from thersfgcant cost savings from

the two-tier architecture.

There exist a number of important challenges in making Atgor 5.3.1 work in
practice. We now describe two of the most important questibat we address in this

dissertation.

Question 5.3.1How much should we prung- to I, to realize the maximum cost

145



Algorithm 5.3.1 Computation of answer with correctness guarantee
Input ¢ = ({t1,...,t.}, 1,7 + k]) where
{t1,...,t,}: keywords in the query
[i,7 + k]: range of the answer to return
Procedure
(1) (A,C)=ComputeAnswer, Ip)
(2) If(C=1)Then
(€)) ReturnA
(4) Else
(5) A = ComputeAnswét, Ir)
(6) ReturnA
(7) Endif

Figure 5.2: Computing the answer under the two-tier architeawith the result cor-

rectness guarantee.
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savings?

In Example 5.3.2, we assumed that we pruipgo one fourth of its size to gdiy.
We also assumed- can handle 80% of the queries by itself at this size. Inteljiv
there exists a tradeoff between the sizel pfand the fraction of queries thap can
handle. When/» is large and has more information, it will be able to handlgeno
gueries, but the cost for maintaining and looking fapwill be higher. Whenlp is
small, the cost for » will be smaller, but more queries will be forwardedite, requir-
ing us to maintain more copies éf. Given this tradeoff, how should we determine

the size ofl » in order to maximize the cost saving?

Question 5.3.2How should we prunéx to Ip so that we can compute the correctness

indicator functionC?

The correctness guarantee of Algorithm 5.3.1 comes fronassmmption that we
can calculat€ for the answer obtained fror. A straightforward way to calculaté
is to compute the answer both fraolp and/» and compare them. This naive solution,
however, incurs a cost even higher than the full replicatibh- because the answers
are computedwice once from/p and once from/. Then how can we know the

correctness of the answer frafp without computing the answer froifz-?

We address the answers to the above two questions in theavesettions.

5.4 Optimal size of the p-index

In this section we study how we can determine how much to psongat we mini-
mize the cost of our two-tier index architecture. We startbgsidering the following

simple example:
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Example 5.4.1 Consider the full index of Figure 5.1. If we prund down t020%
we create p-indeXp; which can answer correctl§0% of the queries. If we prungé-
down t040% we create p-indeXp,; which can answer correctly0% of the queries.

Which one of thépy, Ip, is preferable?

Let us assume a query load &f00 queries/sec and each machine handlifg0
gueries/sec as shown in the architecture of Figure 5.1. Weceadosulate the size re-
quired for the overall architecture when usirg,. We will need% = 5 machines
for the p-indexes in the first tier. Sindg,; can answer correctl$0% of the queries,

(1 —0.6) - 5000 = 2000 queries will be forwarded to the second tier. Therefore,
we will need% = 2 full indexes for the second tier. Assuming that the size of
a full index is17'B, and since the size dfp; is 20% of I, overall we will need
5-0.2-1TB+2-1TB = 3T B of space for the two-tier architecture when we uge
Similarly, we can calculate that we will ne8b 7B when we usép,. Therefore,/p;

is preferable because it uses less space.

The previous example demonstrates that the performandesdivo-tier scheme
depends on two parameters. First, it depends on the sizes gi-thdex and second
on the number of queries that it can directly handle withewerting back to the full
index. We will uses to denote the size of the p-index relative to its full coup#et.
For example, ifs = 0.2, then the p-index i20% of the size oflx. If s = 1, then the
p-index has the same size as the full index. We also use tlagiomof (s) to denote
the fraction of the queries that a p-index of sizean answer correctly. That is, when
f(s) = 0.3, 30% of the queries can be computed from the p-index with dheectness

indicator functionC = 1.

In the previous example we considered only two instancethioralues ok and
f(s). In the general case, we can assume that there is a relatimedrethese two

values. For example, such a relation is depicted on the eeagnaph of Figure 5.3.
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Intuitively, whens is large, our p-index can handle more queries (i.e., lg(@¢), and
thus we look up the full index fewer times. However, in thisegbecause the p-index
is large, the cost for a p-index lookup is also large. On theohand, whenr is small,
the index-lookup cost for a p-index is small, but we needvemgback to the full index
more often, increasing the overall cost of answering a qu@uy goal is to handle the
users’ query load using minimum number of resources withoytdegradation in the

search quality.

Given that Algorithm 5.3.1 guarantees no quality degradatand given the fact
that the number of machines needed to handle a query loadgélsoproportional to
the size of the overall indexes (which is proportional to ¢hrerall cost of running a

search cluster), we can formalize our goal as follows:

Problem 5.4.1 (Optimal index size)Given a query load) and the functiory (s), the
fraction of queries that the p-index can handle at a giver sjfind the optimal index

sizes that minimizes the size of the overall indexes necessargridlé the load?).

We can show that we can determine the optimal index size las#uk following

theorem.

Theorem 4 The cost for handling the query load is minimal when the size of the

p-index,s, satisfies’) = 1. o

Proof For a given p-index size, we can compute the size of the overall indexes
necessary to handle the query lo@dunder the two-tier index architecture. We use
|Q| to represent the number of queries in the query lQaahd use’ to represent the

number of queries that a single copy of an index can handle.

Considel I | the size of the full index and »(s)| the size of the p-index for a given
sizes. To handle Q, we nee@—| of the first tier index. Thus, the space needed for the

p-indexes is% -|Ip(s)|. Since the p-indexes can correctly handle of(ly) fraction
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Fraction of queries guaranteed per fraction of index
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P I

Fraction of queries
guaranteed - f(s)

Fraction
of index - s

Figure 5.3: Example function showing the fraction of guéead queriesf(s) at a

given sizes of the p-index.
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of queries,|Q| - (1 — f(s)) queries are redirected to the second-tier full index. thus,
[QHIZI) copies of the full index are needed, with the total size%sf-) . |1,
Overall, we need the space @ Np(s)] + M - |Ir| . Since for a givers,
|Ip(s)|iss-|IF|, the above equation can be simplified%b- |Ir|(s+1— f(s)), which

is the total size of the two-tier indexes to handle the queayl().

Since the cost is proportional to the size of the p-index, amre simply minimize
the size of the p-index. That is, we want to minim@%@ -(s+1— f(s)). For this,

LIOHIFL (541 — f(s)) = 0= L& =1, -

In our experiments, we computed the optimal index sifa the pruning policies
that we explore in this chapter and found that when the pxisiee is roughly around

20% we get the most significant reduction in the overall insieg.

We should note that in the above problem formulation, werasdihat the function
f(s) is concave and thus we can identify timenimumsize from Theorem 4. As we
will demonstrate later in Section 5.7, this concavenessnagsan indeed holds in a
practical scenario. Additionally, we assume that we know tiser’'s query load)
in advance and thus we can obtdifs). Of course, predicting the exact query load
issued by the users may not be straightforward. In Sectiém®. discuss this issue
and we show that the query load issued in the recent past isGaproximation of

the expected query load in the near future.

We now focus on answering Question 5.3.2, i.e. how shouldwegd - so that

we can comput€.

5.5 Pruning policies

In this section, we now discuss how we should prune the fdéxY to /p, so that

we are able to compute the correctness funafidrom I itself (without computing
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the full answer from/) while handling a large fraction of user queries frdm In
designing the pruning policies, we observe the following tacalities in the users’

search behavior:

1. Keyword locality: Although there are many different words in the document
collection that the search engine indexes, a few populav&eys constitute the
majority of the query loads. Thiseyword localityimplies that the search engine
will be able to answer a significant fraction of user queriesuaately even if it

can handle only these few popular keywords.

2. Document locality: Even if a query has millions of matching documents, users
typically look at only the first few results [JS03]. Thus, asd as search engines
can compute the first few top-answers correctly, users often will not notice that
the search engine actually has not computed the correceamsmhe remaining

results (unless the users explicitly request them).

Based on the above two observations, we now investigate tiferett types of
pruning policies: (1) dorizontal pruningpolicy, which takes advantage of the key-
word locality by pruning a number of whole inverted listsrfrd, and (2) avertical
pruning policy, which takes advantage of the document locality hynprg individual

postings from a set of inverted lists.

5.5.1 Horizontal pruning

One way to take advantage of the keyword locality is to cragtendex by pruning the
inverted lists that correspond to the least frequent tekes will refer to this method
of pruning as “horizontal pruning,” since we are pruning ifeerted indexi/ “hori-

zontally” as we show in Figure 5.4. The figure shows the list@fuments containing
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ty — Dy D, D3 D4 D5 Dg

ty — Dy D, D3

ty — Dy Dy 3

ts — Dg Dy D9
Figure 5.4: Horizontal and vertical pruning. During horital pruning, we remove
inverted lists from the index: inverted lists andt; are removed. During vertical
pruning we remove postings from the inverted lists: posting, D5, D¢ from ¢, and

postingDg from ¢, are removed.

each ternt;, where we horizontally prune inverted lists fgrandt;, assuming that the

terms do not appear frequently in the query load.

In general, the goal of horizontal pruning can be expressddliaws:

Problem 5.5.1 (Optimal horizontal pruning) Given the query load)® and a goal
index sizes - | 1| for the pruned index, select the inverted lists= {I(t1),...,I(ty)}
such thatl/p| < s - |Ir| and the fraction of queries thdi can answer (expressed by

f(s)) is maximized.

Unfortunately, we can prove that the optimal solution toabeve problem is in-

tractable.

Theorem 5 The problem of calculating the optimal horizontal prunisgNP-hard. 5

Proof Assume a simplified version of our problem whete= {I(¢,),...,1(t,)} is
the set of all the inverted lists inside the full indéxand we are given a set of queries
Q = {q,..,q,} with all queries being single-keyword queries (i.¢.,= {t;}).

Assume thay; is the fraction of queries i with the termt; inside. Then our goal is to

5Again, our assumption is that we know the query Igadeforehand, which may not be possible in
a practical scenario. In Sections 5.6 and 5.7 we show thattlexy load remains relatively stable and
that we can achieve good performance by using past quengltzagderform horizontal pruning.
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Algorithm 5.5.1 Greedy horizontal pruningH S

Procedure

(1) Vt;, calculateH S(t;) = 2Ua).

(2) Include the inverted lists with the highest
HS(t;) values such thatlp| < s - |Ip|.

Figure 5.5: Approximation algorithm for the optimal hongal pruning.

select the subset of the inverted listsC S such thad ;. ¢. f; is maximized under

i

the constraint thal ;.-

i

I(t;)| < s+ 3 14es- Thisis equivalent to the knapsack

problem where the items arf€¢t;)’s and their (profit, cost) pairs afg;, |1(t;)]). m

Given the intractability of the optimal solution, we needésort to an approximate
solution. A common approach for similar knapsack problesnwiadopt a greedy
policy by keeping the items with th@aximum benefit per unit cogELRO1]. In our
context, the potential benefit of an inverted ligt;) is the the number of queries that
can be answered bi when it includesi (¢;). We approximate this number by the
fraction of queries in the query loa@ that include the ternt; and represent it as
P(t;). For example, if 100 out of 1000 queries contain the temmput er, then
P(computey = 0.1. The cost of including (¢;) in the p-index is its siz&/(¢;)|. Thus,
in our greedy approach in Figure 5.5, we incluble;)’s in the decreasing order of
P(t;)/|1(t;)| aslong aslp| < s - [Ip|.

Note that after horizontal pruning, if all keywordls, . . ., ¢, } in the query; appear
in Ip, the p-index has the same information/asas long ag is concerned. Therefore,
as long as all keywords ipappear in/p, the answer computed frop is guaranteed

to be the same as the answer computed ffpnfigure 5.6 formalizes this observation
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Algorithm 5.5.2 Computation ofC for horizontal pruning

Procedure

1 c=1

(2) Foreacht; € ¢

(3) If (1(t;) ¢ Ip) ThenC =0
(4) ReturnC

Figure 5.6: Result guarantee in horizontal pruning.

and computes the correctness indicator funafidor a horizontally pruned indeky.°
It is straightforward to prove that the answer frdm is identical to that from/ if

C = 1in the above algorithm.

5.5.2 Vertical pruning

At a high level,vertical pruningtries to take advantage of the observation that most
users are mainly interested in viewing the top few answeesdaery. Given this, it
may be unnecessary to keep all postings in an inverted(list because users will not
look at most of the documents in the list anyway. We depictthreceptual diagram of
the vertical pruning policy in Figure 5.4. In the figure, weettically prune” postings
corresponding td),4, D5 and Dg of £, and Dy of ¢3, assuming that these documents
are unlikely to be part of top-answers to user queries. More formally, the goal of a

vertical-pruning policy can be expressed as follows:

Problem 5.5.2 (Optimal vertical pruning) Given the query load) and a goal index

SWhen the inverted list fot; does not exist i p, it will be helpful if we can distinguish the cases
(1) when the inverted list exists ifi- but has been pruned ifir and (2) when no documents in the
collection contains the term. This can be easily done by keeping an empty listtfdn Ip if it has
been pruned. For simplicity, we do not consider this optatian in the later experiment section.
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Algorithm 5.5.3  Global vertical pruningV' S

Procedure
(1) Sort all document®; based orpr(D;)
(2) Find the threshold value,, such that
only s fraction of the documents haye(D;) > 7,

(4) KeepD; in the inverted lists ipr(D;) > 7,

Figure 5.7: Global vertical pruning based on

sizes - |Ir| for the pruning index, select a set of postings to remove faoh/(t;),

such that/p| < s-|Ip| and f(s) is maximized.

We now discuss a few approaches to the vertical pruning enoblWe first in-
vestigate the approach that is common with existing seangmes and explain its
biggest shortcomingt is not possible to compute the correctness function utizer
approach We then propose simple yet essential changes to the prypaoincy that

allow us to compute the correctness function.

5.5.2.1 PR-based pruning

This is the pruning policy that is commonly used by existiagreh engines. The basic
idea is that the query-independent quality scaréD) is a very important factor in
computing the final ranking of the document (e.g. PageRanRkasvk to be one of the

most important factors determining the overall rankinghi@ search results).

Therefore, we build the p-index only for the pages whasgalues are high (i.e.,
whenpr(D) > T, for a threshold value,). The hope is that most of the top-ranked

results are likely to have highr(D) values, so the answer computed from this p-index
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Algorithm 5.5.4  Local vertical pruningV' Sy

N: maximum size of a single posting list
Procedure
(1) Foreachl(t;) € Ir
(2) SortD;’s in I(t;) based orpr(D;)
(@)  If|I(t;)] < N Then keep alD;’s
4) Else keep the topt D,’s with the highespr(D;)

Figure 5.8: Local vertical pruning based pn

is likely to be similar to the answer computed from the fudéx. Figure 5.7 describes
this pruning policy more formally, where we sort all docuntsa;’s by their respective
pr(D;) values and keep ®&; in the p-index when itgr(D;) value is higher than the

global thresholdvaluer,,.

Variations of this pruning policy are common among seardjiress today. One
such variation is to adjust the threshold valydocally for each inverted list (¢;),
so that we maintaimt least a certain number of postings for each inverted/igt).
This policy is shown on Figure 5.8. Unfortunately, it is natsgible to compute the

correctness functio@ just from the p-index constructed this way.

Theorem 6 No PR-based vertical pruning can provide the result guarante O

Proof Assume that we create a p-index by using any of the abovecaépruning
algorithms. Consider the minimupn,,,;,, value from all the postings that ended up in
the p-index. Now consider a queyyhat is answered using the p-index and that the last
(k') document in the answer has a ranking scorg6f,, ¢) = f,(tr(Dx, q), pr(Dy)).

Now consider a documen®; that is not in the p-index because it was pruned, i.e.
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pr(D;) < prmm. This document’s rank i8(D;,q) = f,(tr(D;),q),pr(D;)). Al-
though we know thapr(D;) < prp,, we have no way of knowing the relationship
betweentr(Dy) andtr(D;) and therefore we cannot guarantee thatshould be in

the final answer. -

Therefore, under this pruning policy, the quality of thewmaescomputed from the
p-index can be significantly worse than that of the full ansarel it is not possible to
detect this degradation without computing the answer frioenftill index. In the next
section, we propose simple yet essential changes to thisngryolicy that allows us

to compute the correctness functi@rirom the p-index itself.

5.5.2.2 Extended keyword-specific pruning

As Theorem 6 demonstrated, by using one of the previous pgypolicies, the rela-
tionship between the query-dependent relevance of thendects in the p-index and
the ones in the full index is unknown. To alleviate this pesh| we propose a verti-
cal pruning policy that we cakixtended keyword-specific prunjrand which prunes

based on both ther(D;) andtr(D;, t;) values.

At a high level, this vertical pruning policy operates asdofs. First, we determine
the numberV which is the maximum size of an individual posting list. Thir every
posting list associated with keyworg we keep everything if the size of the list is
smaller thanV. If the size is larger tha?V, we pick two thresholds, andr, and keep

the postingsD; if pr(D;) > 7, ortr(D;,t;) > 7,.. This process is shown on Figure 5.9.

The thresholds;, and 7, may be picked in a number of different ways depending
on the exact ranking function. For example assumingghaind¢r have equal weight
in the final ranking function, we may pick thg andr, as follows: Conceptually, we

generate two sorted posting lists for each keywgrdne based opr(D;) and the
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Algorithm 5.5.5 Extended keyword-specific vertical pruning Sg

Input N: maximum size of a single posting list
Procedure

(1) N;: total number of documents in the list
(2) IfN > N; keep allD;

(3) Else:

4) pick thresholds;, and,.

(5) keepD; if pr(D;) > 7, or tr(D;, t;) > 7.

Figure 5.9: Extended keyword-specific vertical pruningdobsnpr andtr.

other based omnr(D;,t;). Then we pick a number: such that the union of the top
m documents irpr(D;) sorted list and in ther(D;, t;) sorted list haveV documents.
Then the lowespr(D;) andtr(D;,t;) scores in the union are the threshold valages

andr, respectively.

Given the fact that we prune away a number of postings fronmtrexted index, it
may be the case that, for some of the queries, the p-indexuatilbe able to calculate
the same topk: results ad . Since one of our requirements is to provide a guarantee
for the cases that we cannot correctly compute the resultyM@ow describe how

we can to provide this guarantee within a vertically prunestei.

Formally, consider a vertically pruned indéx and a queryy = {t1,...,ty}-
Our goal is to determine whether we can correctly calculaeadp# results by using
Ip. We assume that the results are computed based on the ANDhsesnihat we
described in Section 5.2.2 and that a monotonic rankingiomm¢such as Equation 5.4)

is used for the ranking of documents.

For every term iny we calculate the lowest values.(t), . . ., tr(t,) (we will call
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Algorithm 5.5.6 Ranking based on thresholds,(¢;) and pr.(t;)
Input Queryq = {ty,...,t,}
Procedure
(1) VD, € S=1p(t;)U---UIp(ty,)
/I lists that D; appears in
(2) FindJ = {Ip(ty): D; € Ip(ty)}
/I lists that D; does not appear in
(3) FndR = {Ip(tn): Di ¢ Ip(tm)}
4 IfR=10
(5)  returnr(D;,q) = f.(tr(Ds, q), pr(D;))
(6) Else
(7)  tr*(Ds,q) = fu-(tr*(Di,t1), ..., tr*(D;, t,))
tr(Dy, ty) i Ip(ty,) € J
try (tm) if Ip(tn) € R
(9)  returnr(D;,q) = f.(tr*(Di, q), pr(D;))

8)  withtr*(D;, t,) = {

Figure 5.10: Ranking based on thresholdst;) andpr.(¢;).
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these values threshold values) in the respective inveisédavithin 7. In addition,
since we keep ther values also in the posting lists, we also calculate the loywes

values for the documents in every ligt:, (D, ), ..., pr:(D,).

In order to determine the result for the quetyfor every documenb in the list
of documents we calculate its rankD, ¢) as follows: If the document appears in all
of the inverted lists, this means that none of its postingslieen vertically pruned.
In this case, we can use the D, ;) values and the documengs(D) to calculate its
rank according to Equation 5.4{D,q) = f.(tr(D,q),q(D)). If the document does
not appear in all of the inverted lists, we calculate the ufgmeind of its ranking by

using the threshold values for the missing lists.

Example 5.5.1 Assume thaty = {t¢,t,} and thatD appears in the lists opr, t;

but not in the list oft,. Because the index has been vertically pruned, we don't
know whether the absence Of from the list ofi, is becauseD does not contain

ty or because its posting has been vertically pruned. For tesson we will use
the threshold valuér,(¢;) in the ranking function of Equation 5.4. For example,
if we assume that(D,q) = o - tr(D,q) + (1 — a) - pr(D) and thattr(D,q) =
tr(D,t,) + tr(D,ty), then we can calculate the thresholded rankD, ¢) as follows:
r-(D,q) = a-[tr(D,t)) + tr;(t2)] + (1 — a) - pr(D).

The formal algorithm for ranking based on the two thresheoid&;) andpr. (t;) is
shown in Figure 5.10. Once we use the above way of rankingmiitte p-index, we
can provide a guarantee that the topemputed results are the same as the full index,

based on the following theorem:

Theorem 7 Given a vertically pruned inverted indéx, a queryq = {t¢4,...,t,} and
a monotonic ranking function operating according to Algbn 5.10, we are guaran-
teed that the top: results of/» are the same as the tdpef the full index/, if none

of the top# results used a threshold value for its ranking. O
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Proof For simplicity, let us assume that= 3 and that the result list contains doc-
umentsDy, Dy, D3, Dy, D5, ..., D,,. For every documenD; in [ there are three

possible scenarios regarding the final answer:

1. D; is in the answer because it appears in all inverted listshi;xdase we can

calculate its exact rank according to Algorithm 5.10.

2. D;is notin the final answer because it was pruned from all listthis case, we
know that forD; it holds thatpr(D;) < mini<j<,p-(t;) and thattr(D;,t;) <
tr;(t;),1 < j < n. From the monotonicity assumption it follows thdtD;) <
r(D,,), i.e. every pruned; cannot be ranked higher than the last docunigpt

and thus it cannot belong in the answer.

3. D, is in the answer because a threshold value was used for ksxgann this
case we can determine whether the answer is correct as flléwsume that
for the ranking ofD, a threshold value was used. Because the ranking function
is monotonic, it follows that. (D2, q) > r(Ds, q). That is, the thresholded rank
of D, is at least as much as its real rank computed from the fulbkindewever,
without knowing the real rank ab,, we have no way of knowing how close the
r, andr values are. Therefore, we cannot guarantee that the positi®, in

the ranked list is the correct one.

Similarly, let us assume that for the ranking0f a threshold value was used.
Due to the monotonicity of the ranking function, it followlsat r,(D,, q) >
r-(D;, q) fori > 4, and that.(Dy, q) > r(D;, q) fori > 4. Remember however,
thatr,(Dy, q) is an upper bound of(D;, ¢). That is the rank value @b, based
on the full index can be at most (D, ¢), and the same holds for the rest of
the documents aftep,. Therefore the position @b, in the full index can be at

most where it is by using a threshold value. Since no threlstalue was used
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for Dy, Dy, D3 we are certain that their order will be the same as the one from
the full index. Therefore, in this case we can guaranteetiigatomputed result

iS correct. ]

In Section 5.7 we will present experimental evaluation afuning policies.

5.6 Index maintenance

In a practical scenario search engines need to periodigptigte their indexes in order
to cope with the changing information. The index updateshaaessary mainly due
to two reasons: First, thé/eb pages changever time and the search engines need to
refresh their collections in order to provide users withtogate information. Second,
the overallqueriesreceived by a search engiolkangeover time. In the case where we
use a pruning technique that operates based on the queryeaday have to update

our index to accommodate for new kinds of query loads.

In order to cope with thehanges on the Wehe search engines regularly redown-
load the Web pages and rebuild their indexes. In most casesger not to miss any
important changes on the Web they redownload pages thakahg to change more
often than others (e.g. they may redownload news Web sites often than univer-
sity pages). In this case, whenever we rebuild the full index can also rebuild the

p-indexes by using the algorithms provided in Section 5.5.

In the case where thguery load changesver time, we may need to update our p-
index to accommodate for this change. More specificallyinduthe horizontal prun-
ing algorithm, we assume that we are given the query loadwiiabe used on our
index. In a practical scenario, we may not have this inforomatHowever, we may
be able to use previously seen query loads as an approxmfatigdhe future ones.

For example, we may be able to use the query load of the previmnth as an ap-
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Figure 5.11: Query-load stability over time.
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proximation of the query load that we expect to observe dutfie current month. If
these two query loads are very similar, then our horizontahipg will perform well;
if the query loads are different, then we may observe a degi@adin the number of

guaranteed queries.

In order to study this problem, we performed an experimamiyshg the query
stability, which we show in Figure 5.11. Figure 5.11 showss fitaction of keywords
in each day of the query load that asemmonwith the keywords that had appeared
in the first day of the query load. The graph is obtained froendhily query load on
one of the commercial search engines. We will give a mordlddtdescription of this

dataset in Section 5.7.

The horizontal axis corresponds to the day and the red barates how many of
keywords in each day are common with the keywords issuedeofirit day (weighted
by their frequencies). For example, the fifth bar of the grsipbws that about 82% of
the keywords issued on the fifth day appeared in the queridgsedirst day. The graph
shows that the queries on every day share a large numberwbkey over a relatively
long period, with 80% of the keywords commonly appearing @ver month. We also
conducted a number of other experiments measuring thdistadfithe query load
and obtained similar results indicating that the query lisactlatively stable. Based
on these results, we assume that we can use the query loael refcnt past (say, the

last month), as the expected query load of the near futuyettsacoming month).

5.7 Experimental Evaluation

5.7.1 Data and experimental setup

In this section we experimentally evaluate the pruningqeedi presented in this chap-

ter. Our goal is to validate our theoretical analysis thiotgpl-world experiments, by
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creating a p-index according to the algorithms proposed ati@e5.5.

In order to perform realistic tests for our pruning poligiege implemented a
search engine prototype, which will be described in moraitiet Chapter 7. For
the experiments in this chapter, our search engine indelxedt&30 million pages,
crawled from the Web during March of 2004. The crawl starteminf the Open
Directory’s [Dmo] homepage and proceeded in a breadth4fi@tner. Najork and
Wiener [NWO01] showed that crawling in this way yields wellreected pages of high
“quality” and high PageRank [PBM99] values. For every pagéwvibur collection,
we calculated its PageRank value and we stored it in a sepdatdbase that allows
efficient random accesses. Overall, the total uncompresigecof our crawled Web
pages is approximately 1.9 TB, yielding a full inverted indexof approximately 1.2
TB.

For the experiments reported in this section we used a reaf s@eries issued to
Looksmart [Loo] on a daily basis during April of 2003. Afteedping only the queries
containing keywords that were present in our inverted ingdexwere left with a set
of about462 million queries. Within our query set, the average numbeteahs per

query is2 and 98% of the queries contain at moserms.

5.7.2 Horizontal pruning

In our first experiment we study the performance of the hartialopruning, described
in Section 5.5.1. More specifically, we apply the algorithis of Figure 5.5 to our full
index I and create &orizontally-prunedp-index/p of sizes. For the construction
of our horizontally pruned p-index we used the query fregiesnobserved during the
first 10 days of our data set. Then, we calculated the fractien of the rest of the
gueries (i.e. the queries observed in the following 20 d#yaf) areguaranteed to be

correctby Ip. According to the algorithm of Figure 5.6, a query can be goteed to
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Fraction of queries guaranteed per fraction of index

Fraction of queries guaranteed - f(s)
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Figure 5.12: Fraction ofjuaranteed querieg(s) answered in a horizontally-pruned

p-index of sizes.

be correct, if/p includes the inverted lists fa@ll of the query’s keywords.

We have repeated the experiment for varying values, gficking the keywords
greedily as discussed in Section 5.5.1.The result is showigure 5.12. The horizon-
tal axis denotes the sizeof the p-index as a fraction of the size bf. The vertical

axis shows the fractioyfi(s) of the queries that the p-index of sizean answer.

The results of Figure 5.12, are very encouraging: we cananawignificant frac-
tion of the queries with a small fraction of the original ikdd-or example, approxi-

mately 73% of the queries can be answered using 30% of thmakigdex.

Since the performance of the horizontal pruning depends@query load used for

the pruning, we also studied how well it performs over timer. this reason, we again
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Fraction of queries guaranteed over time at s=0.3
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Figure 5.13: Fraction ofuaranteed querieg(s) answered in a horizontally-pruned

p-index of sizes = 0.3 over time.
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Fraction of queries guaranteed for top-20 per fraction of index
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Figure 5.14: Fraction ajuaranteedjueriesf(s) answered in a vertically-pruned p-in-

dex of sizes.
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generated a horizontally pruned index based on the first $8 dhour query load,
and we calculated the fraction of guaranteed queries fdr eae of the remaining 20
days. We present the results through the graph shown ind-laB. The horizontal
axis depicts the time in days and the vertical axis shows rthetibn of guaranteed
gueries in each day. The graph shown in Figure 5.13 corresptonan index size of

s = 0.3 (the observations that we obtained for different indexser@ analogous).

Figure 5.13 shows that the performance of our horizontailywed index remains
relatively stable over time. In other words, given our hontally-pruned index, we
expect it to be able to guarantee a large fraction of quedbsut 70% in our case)

several days after first generating our p-index.

We now proceed to examine the benefits of the vertical prupaligies.

5.7.3 \Vertical pruning

We continue our experimental evaluation by studying thégperance of the various
vertical pruning policies described in Section 5.5.2. Fa éxperiments on vertical
pruning reported here we worked with a 5.5% sample of the svlolery set. The
reason behind this is merely practical: since we have muchneshines compared
to a commercial search engine it would take us about a yeamopotation to process

all 462 million queries.

Within an inverted index (p-index or full), for every quegy= {t,...,t,}, we
calculated the rank of a matching documénby weighting the document quality and

the query-dependent relevance as follows:

T(Da Q) = prnorm(D) + trnorm(Dy Q) (55)

wherepr,,...(D) is the normalized PageRank bf
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prnon(D) = 29T D)) = 10g(Primin)
e log(]?rma:c) - ZOQ(mem)

(5.6)

with pr,.;, andpr,,.. being, respectively, the minimum and maximum PageRank
values within the set of documents matchingSince there exists orders of magni-
tude difference ipr values, it is common to take the log pf in the ranking func-
tion [LSO3].

Similarly, we calculate the normalized query-dependeleteance:

_tr(D,q) = trmin
B Zfrma:z: - trmin

trnorm (D, q) (5.7)

with tr,,;, andtr,,.. being, respectively, the minimum and maximum query -
dependent relevance within the set of documents matchinbhe valuetr(D, q) is
calculated by using the TF.IDF cosine distance of Equattofhisand 5.2. We should
note that we did not engineer the ranking function in any Wdne above rankings are

similar to the ranking function employed in [LS03].

The results presented in this section depend on the choitieeaéxact ranking
functions. For example if there is very small weight giveritie PageRank then our
global and local pruning schemes may not perform well. Hetevased on the ser-
vices that Search Engine Optimization (SEO) firms offer an\WWeb, it appears that

both term relevance and PageRank are important in the real Web

For our first experiment, we generateextically-prunedp-index of sizes by using
the Extended Keyword-Specific prunifigenceforth referred to aB K S), described
in Section 5.5. Within the p-index we measure the fractiorguéries that can be
guaranteed (according to Theorem 7) to be correct. We haterped the experiment

for varying index sizes and the result is shown in Figure 5.14. Based on this figure, we
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can see that our vertical pruning algorithm performs wetibas the scale of index sizes
s: for all index sizes larger tha#0%, we can guarantee the correct answer for about
70% of the queries. This implies that olié< S algorithm can successfully identify the
necessary postings for calculating the top-20 results@86 @f the queries by using at

least 40% of the full index size.

We can compare the two pruning schemes, namely the horlzontaing and
EKS, by contrasting Figures 5.12 and 5.14. Our observationas ihwe would
have to pick one of the two pruning policies (we discuss thelmaation of the two
policies in Section 5.7.5), then the two policies seem to besnor less equivalent for
the p-index sizes < 20%. For the p-index sizes > 20%, horizontal pruning does a

much better job as it provides a higher number of guarantesgsyagiven index size.

In our next experiment, we are interested in compaliing.S with the other two
vertical pruning policies that we proposed in Section 5.5[@ this end, apart from
EKS, we also generatecertically-prunedp-indexes for thé&lobal pr-based pruning
(henceforth referred to &P R), and theLocal pr-based pruninghenceforth referred
to asL PR) policies. For each of the polices we created verticallyrgd p-indexes of
varying sizess. SinceG PR andL P R cannot provide a correctness guarantee, we will
compare the fraction of queries from each policy thaideatical(i.e. the same results
in the same order) to the tdpresults calculated from the full index. Here, we will
report our results fok = 20; the results are similar for other values/ofThe results
are shown in Figure 5.15. The horizontal axis shows the siaéthe p-index; the
vertical axis shows the fractiofi(s) of the queries whose top-20 results are identical

to the top-20 results of the full index, for a given size

By observing Figure 5.15, we can see tha? R performs the worst of the three
policies. On the other hand K S, picks up early, by answering a great fraction of

queries (about2%) correctly with only 10% of the index size. The fraction ofegiges
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Fraction of queries answered for top-20 per fraction of index

Fraction of queries answered
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index size - s

Figure 5.15: Fraction of queries answered in a verticatlyqpd p-index of siza.
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that L P R can answer remains below thatiof< S until abouts = 37%. For any index

size larger than7%, LP R performs the best.

In the experiment of Figure 5.15, we applied the strict de@inithat the results
of the p-index have to be in the same order as the ones of thmdieix. However,
in a practical scenario, it may be acceptable to have someeafetsults out of order.
Therefore, in our next experiment we will measure the foacof the results coming
from an p-index that are contained within the results of thleihdex. The result of
the experiment is shown on Figure 5.16. The horizontal axisgain, the size of
the p-index; the vertical axis shows the average fractiah®top-20 results common
with the top-20 results from the full index. Overall, Figusel6 depicts thaty K'.S
and L PR identify the same high~ 96%) fraction of results on average for any size

s > 30%, with G PR not too far behind.

5.7.4 Optimal p-index size

In Section 5.4 we performed a theoretical analysis on howatoutate the optimal
size s of an p-index, which minimizes our query cost. In this settiwe show how
to experimentally calculatefor the horizontal pruning policy (the calculation for the

vertical pruning can be performed in a similar fashion).

Given the functionf(s) of Figure 5.12, we can now calculate the optimal size
by using our analysis in Section 5.4 as follows: First, weageanalytical form of the
function f(s) of Figure 5.12, by performing fitting on the data points. Warfd that

f(s) can be approximated well by the polynomial:

f(s) =0.1354+6.779 - s — 29.432 - s* + 60.730 - 5°

—57.567 - s* +20.401 - &°
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Average fraction of docs in answer for top-20 per fraction of index

Average fraction of docs in answer
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index size - s

Figure 5.16: Average fraction of the top-20 results of pexavith sizes contained in

top-20 results of the full index.
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Fraction of queries guaranteed for top-20 per fraction of index, using horizontal and vertical
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0.3 of index - sy,

Vertical fraction )
of index - s, 00

Figure 5.17: Combining horizontal and vertical pruning.

By applying Theorem 4, we can now calculate the optimal indexass = 0.179.
That is, we can minimize our query cost when we create a hatadlg-pruned p-index

of about 17.9% of the full index’s size.

5.7.5 Combining horizontal and vertical pruning

In Sections 5.7.2 and 5.7.3 we studied the individual paréorce of our horizontal and
vertical pruning schemes. One interesting question homiev@gow do these policies
perform in combination? What fraction of queries can we gui@e if we apply both

horizontal and vertical pruning in our full index?

To answer this question, we performed the following experntnWe started with

the full index /7 and we applied horizontal pruning to create an indigxf sizes, -
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Figure 5.18: Performance of combined horizontal and varpcuning.
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100% of I. After that, we further applied vertical pruning 8, and created our final
p-indexIp of sizes,-100% of I%. We then calculated the fraction of guaranteed queries
in Ip. We repeated the experiment for different values,ands,. The result is shown

on Figure 5.17. The x-axis shows the index sizafter applying horizontal pruning;
the y-axis shows the index sizg after applying vertical pruning; the z-axis shows the
fraction of guaranteed queries after the two prunings. kanmgple the point (0.2, 0.3,
0.4) means that if we apply horizontal pruning and keef of /-, and subsequently
on the resulting index we apply vertical pruning keep#g (thus creating a p-index

of size20% - 30% = 6% of Ir) we will be able to guarante®% of the queries.

By observing Figure 5.17, we can see that for p-index sizedlantkan50%, our
combined pruning does relatively well. For example, by @ening 40% horizontal
and40% vertical pruning (which translates to a pruned index wite: 0.16) we can
provide a guarantee for abo6% of the queries. In Figure 5.17, we also observe a

“plateau” fors, > 0.5 ands, > 0.5.

In order to investigate the combination of horizontal andigal pruning in more
detail, we converted the graph of Figure 5.17 to a 2-dimeradigersion as shown in
Figure 5.18. The horizontal axis shows the eventual sipé our p-index after the
two prunings; this is essentially a multiplication of a pairs, ands, values from
Figure 5.17. The vertical axis shows the fraction of quetieg we can guarantee
to be correct at a given size In the parentheses we denote thg, s,) values that
correspond to a given point in the graph. If two or more pairs;pand s, from
Figure 5.17 would yield the sameg we kept the pair with the highest guarantee. For
example, fors ~ 0.1, we can guarantee abofits) = 60% of the queries, if we apply
horizontal pruning withs;, = 0.52 and then vertical pruning with, = 0.2. The graph
shows that for p-index sizes< 0.3, we get the highest fraction of guaranteed queries

when we employ both horizontal and vertical pruning. In tlaisge, vertical pruning
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typically creates a p-index with size between20 — 30%. For values ofs > 0.3,
horizontal pruning takes over; for this range of p-index sim@ can get the highest

fraction of guaranteed queries by simply performing hartabpruning.

5.8 Related Work

For an overview ofnverted indexingn Web search engines and IR systems in general,
the reader may refer to [ACGO01, BR99, WMB99]. Experimental studrebanalyses

of variouspartitioning schemefor an inverted index are presented in [CML00, JO95,
MRYO01, TG93]. The pruning algorithms that we have preseinteithis dissertation

are independent of the partitioning scheme used.

The exactranking functionsthat are being used by current search engines are
closely guarded secrets. It is common knowledge, howevatrthe results are ranked
mainly based on a query-dependent relevance and a quempendent document
“quality” (as we discussed in Section 5.2). Query-depehdelevance can be calcu-
lated in a variety of ways (see [BR99, SM83, WMB99]). Similarhgtte are a number
of works that measure the “quality” of the documents, tylbycas captured through
link-based analysis [Hav02, Kle99, LM00, RD02, PBM99]. Ourkis independent
of the exact ranking function that is being used; our onlyureament is the ranking

function to be monotonic.

There has been a great body of worktop-k result calculationin the Databases
and IR community. The main idea is to either stop the travefthe inverted lists
early, or to shrink the lists by pruning postings from theslifBL85, Fag, Fag99,
WL93]. The works in [AKMO01, CCFO01, LS03, PZS96], are the mosated to ours,
as they describe pruning techniques based on the idea ahkeiép postings that con-

tribute the most in the final ranking. However, [AKMO01, CCFOZ396] do not con-
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sider any query-independent quality (such as PageRankg irattking function. Long
and Suel, do investigate pruning algorithms that involvgeRank, in a work [LSO03]
mainly geared towards optimizing query throughput and gasp time. The works
in [BGM02, CG96, GBKO01], present algorithms for determining tlop+ results

in (mainly multimedia) databases under different scemsarieor example [BGMO02]
considers the case where (some of) the data are not sortéd,[@&96] devises ef-
ficient query plans within a relational database. Our worleesally extends that
of [AKMO1, BGM02, CCFO01, LS03, PZS96], by requiring our indexpimvide acor-

rectness indicatiomlong with the result, and by proposing modifications to thenp

ing techniques that make this possible. Our approach on theatpess indication was

inspired by [FLNO1].

Search engines typically use various methodsawthingas a means of reducing
the cost associated with every query. With result cachirggcan take advantage of
repeated queries in the query stream by caching the compesett [LM03, LM04,
Mar01, XO02]. Similarly, but operating at a lower level, wanccache frequently-
accessed inverted lists [LS05, SMZ01]. There have also pegposed multi-level
caching schemes where we can cache both lists and resulBHMor we can cache
lists, results and projection lists (i.e. pairs of frequiemims) [LS05] to improve query
response times. Determining which parts of an index to ceglreprinciple, similar to
pruning an index to keep the most important postings. Indlsgsertation, we showed
how a pruned index can provide us witlcarrectness indicatioof the results. The
methods and algorithms that we presented can potentiallyised to extend existing

caching schemes. The exact details can be an interestinga¥er future work.

As a final note, we should remark that various pruning or cagkechniques are
most probably employed by current search engines. Sinsitd of information is

kept confidential, we are not aware of the techniques appliadeal search engine.
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5.9 Summary

Web search engines typically prune their large-scale iedendexes in order to scale
to enormous query loads. While this approach may improvepegnce, by comput-
ing the top results from a pruned index we may notice a sigmifidegradation in the

result quality.

In this chapter, we studied how we can avoid the degradaticearch quality.
Our algorithms were explored in the context of the popuclaster architecturehat
search engines employ today. In particular, we studied newipg techniques and
answer computation algorithms tigataranteehat the top matching pages aevays
placed at the top of search results, although we use a prungex.i We provided
theoretical justification of our proposed techniques amqarental evaluation on real
Web data. Our results showed that both our horizontal anticeépruning schemes
can effectively be used to to prune an inverted index witteowyt degradation in the

quality of the results.
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CHAPTER 6

Content-based Spam Detection

6.1 Introduction

From its modest beginnings as a means to share Physics luata/eb has grown to
be a central part of cultural, educational and, most impdistacommercial life. Mil-
lions of users today are performing financial transaction¥eb pages, varying from
buying goods, to booking travel and hotels, to applying feddrcards or mortgages.
Due to the astonishing amount of information available aan\t¥eb, users typically
locate useful Web pages by querying a search engine. Giveerg,¢ search engine
identifies the relevant pages on the Web and presents the wghrthe links to such
pages, typically in batches of 10-20 links. Once the usersedevant links, they may

click on one or more links in order to visit the pages.

In the last few years, this model of reaching relevant infation through the use
of search engines has become pervasive. Several sites Mdeth@bserve an ever-
increasing portion of their traffic coming from search emgimeferrals. For example,
Jacob Nielsen’s site HypertextNow, which attracts visitmterested in Web ratings
and usability, receives about a third of its traffic througfcls referrals [Nie], and

search engine referrals have increased by about 10% inghgdar.

For many commercial Web sites, an increase in search engfiegals translates
to an increase in sales, revenue, and, one hopes, profiterdwag to the US Census

Bureau, total US e-Commerce sales in 2004 amounted to $6%éhkibr 1.9% of
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total US sales), and Web-based e-Commerce continues to grawate of 7.8% per
year [Cen]. Forrester Research predicts that online US bassitteconsumer sales of
goods including auctions and travel will amount to $174duillin 2005 [Joh], and will
grow to $329 billion in 2010, accounting for 13% of all US riétales. In order for
commercial Web sites to tap into this accelerating markely have to increase their

traffic, which is tantamount to showing up in the first fesearch engine results.

Given the large fraction of Web traffic originating from sela&s and the high po-
tential monetary value of this traffic, it is not surprisirigat some Web site operators
try to influence the positioning of their pages within searesults. Some operators
attempt to influence their positioning through ethical, tite~hat, Search Engine Op-
timization (SEO) techniques, improving the quality and egoance of their content

and serving content useful to many users.

However, many Web site operators try to manipulate the rapkunctions of
search engines by using less-ethical gray-hat and blackE@® techniques. These
include the creation of extraneous pages which link to aetapgge (link stuffing).
Using link stuffing, Web sites can increase the desirabdityarget pages to search
engines using link-based ranking. The content of other panggsbe engineered so as
to appear relevant to popular searches, a technique knokeyasrd-stuffing. The
hope is that the target pages will rank high within the searaine results for included
terms and thereby draw users to visit their Web sites. Theipescof crafting Web
pages for the sole purpose of increasing the ranking of theseme affiliated pages,
without improving the utility to the viewer, are called Weesn. Figure 6.1 shows an
example of a spam page: this page contains important keypybodvever its content

is, on the whole, useless to a human viewer. In the contex¢afch engines, spam

LA recent study [JS03] showed that approximately 80% of seangine users look at no more than
the first 3 batches of results. Therefore, unless a sitetégllia the first few results, it is highly unlikely
to see its traffic increasing.
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can be a great nuisance for several reasons. First, sineearefinancial advantages
to be gained from search engine referrals, Web site opsrg&rerating spam deprive
legitimate sites of the revenue that they might earn in trseabe of spam. To the ex-
tent that search engines allow spam to distort recommenrdatihey are unwittingly

complicit in this unfairness towards legitimate sites. Sekdf a search engine returns
spam Web pages to its users, they will be confronted witheiveeit results, which may
lead to frustration and disappointment in the search esgirevices. Finally, a search
engine may waste significant resources on spam pages. Uldessted, the spam
pages are crawled (thus wasting network bandwidth), pescefthus wasting CPU
cycles), indexed (thus wasting storage space), and mateadst queries (wasting
CPU cycles and disk bandwidth in matching, and network badtihwhen returning

results). Given the amount of spam on the Web (estimated t3Bt&8% of English-

language pages, as shown in Section 6.3), a search engiok ddes not distinguish

spam wastes one-seventh of its resources for spam alone.

Creating an effective spam detection method is a challengioblem. Given the
size of the Web, such a method has to be automated. Howewés, dettecting spam,
we have to ensure that we identify spam pages alone, and ehdbwot mistakenly
consider legitimate pages to be spam. At the same time, ib& oseful if we can
detect that a page is spam as early as possible, and ceqdmlyo query processing.
In this way, we can allocate our crawling, processing, adéxmg efforts to non-spam

pages, thus making more efficient use of our resources.

In this dissertation, we explore a variety of methods foredehg spam. Each
method is highly parallelizable, can run in time proporébio the size of the page, and
identifies spam pages by analyzing the content of every dzadeld page. We present
experiments performed on a subset of a crawl performed by Ns8Arch [MSN]

demonstrating the relative merits of every method. We afesegnt how to employ
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machine learning techniques that combine our individuahiods to create a highly
efficient and reasonably-accurate spam detection algoritihe approaches described

in this dissertation extend previous work in identifying M&am [FMNO04, FMNO5].

The remainder of this chapter is structured as follows: IctiSe 6.2 we describe
our experimental framework and the real-world data setweatised. In Section 6.3
we estimate the prevalence of spam in our data set. In Segi#bwe describe the
spam-detection methods that we explored and in Section 8.8xamine how well
these methods can work in combination. In Section 6.6 we dssaelated work, and,
finally, in Section 6.7 we offer some concluding remarks aatliree directions for

future work.

6.2 Experimental framework and data set

In order to design and evaluate our spam detection algositiva used a collection of
105, 484, 446 Web pages, collected by the MSN Search [MSMlerato serve as a
proxy for the Web at large. These pages were collected dérggist 2004, and were

drawn arbitrarily from the full MSN Search crawl.

The MSN Search crawler discovers new pages using a rougbadb-first explo-
ration policy, and uses various importance estimates tedidb recrawling of already-
discovered pages. Therefore, pages crawled using suclcg pay not follow a uni-
form random distribution; the MSN Search crawler is biaseaards well-connected,
important, and high-quality pages. In addition, the MSN Slearawler already uses

numerous spam detection heuristics, including many desain [FMNO4].

Although our data set may not correspond to a random sampiteeMveb, we be-
lieve that our methods and the numbers that we report héireaste merit for the fol-

lowing reasons. First, although our crawler focuses on-a@tinected and important
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Figure 6.1: An example spam page; although it contains pojxelywords, the overall

content is useless to a human user.
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pages, these pages are typically ranked most-highly bglsesmgines. Therefore, the
numbers on spam that we report in this dissertation appabenwhat will eventually
be perceived by users of search engines. Second, sinceathiercalready discards or
downgrades some of the spam, the numbers and metrics thapa in the following

sections are a conservative estimate of the impact of Web.spam

In the next section, we examine the distribution of spam en\Meb in more detail,

while in Section 6.4 we present methods for detecting it.

6.3 How much spam?

In this section we seek to gain insight into how pervasivarspgon the Web and
whether some pages are more likely to be spam than otherssséssthis, we per-
formed two experiments. In the first experiment we inveséidathether some partic-
ular top-level domains were more likely to contain spam toders. To that end, we
drew uniform random samples (of varying sizes) from eaclnefeight most-popular
top-level domains, which cumulatively contain 80% of all eagn our collection.

Each page was manually classified as spam or non-spam.

Figure 6.2 shows the results of this experiment. The hot&@axis denotes the
top-level domain and the vertical axis shows the fractiosg#m within a particular
domain. The numbers in this graph are reported with a 95% aemdie interval, rep-
resented by the vertical interval lines surmounting eveny bhe confidence intervals

vary in size, due to the differing numbers of samples drawdifierent domains.

Figure 6.2 indicates that the top-level domain in which theatest percentage of
pages are spam is thdi z domain, where approximately 70% of all pages are spam,;
the. us domain comes second with about 35% of its pages belongingetspam

category. As one might expect, our sample set contains no ppges from the .edu
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domain.

In our second experiment, we investigated whether pagéewimn some particular
language were more likely to be spam than those written iarddnguages. For this
experiment, we randomly selected pages from the five mosilapfanguages in our
collection, which cumulatively account for 84% of all pagdsgure 6.3 shows this
experiment. The horizontal axis shows the language of tige pad the vertical axis
shows the fraction of spam for pages written in a particudaigliage. Again, the
numbers are reported with a 95% confidence interval. FiguBelémonstrates that
among all the pages in our collection, pages written in Hreare the ones most likely
to be spam: approximately 25% of all French pages belongdcsgam category.

Similarly, about 22% of German-language pages are spam.

These two experiments demonstrate that spam Web pageseapeesignificant
fraction of the overall pages on the Web. Additionally, agridomains (such asi z)
are riddled with spam pages. These observations natueaty/us to search for effec-

tive spam detection methods, a search we undertake in theseetion.

6.4 Content-based spam detection

In [FMNO5], the authors examined a number of spam detecteristics. Some of
these heuristics were completely independent of the cootehe Web pages (instead
using features such as the hyperlink structure between @agethe DNS records of
hosts), while others treated words as uninterpreted tofensxample, by clustering

pages into sets of near-duplicates, and by measuring thefagtge evolution).

In this dissertation, we explore an additional set of heiggsall of them based on
the content of Web pages. Some of these heuristics are indepeof the language a

page is written in, others use language-dependent statigtioperties.
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In our data set, the majority of the pages (about 54%) ardemrin the English
language, as determined by the parser used by MSN Séavwa.drew a uniform
random sample, henceforth named DS, of 17,168 pages ouedErilish-written
portion of the 105 million pages.We manually inspected every sampled page and
labeled it as spam or not. In DS, 2,364 pages (13.8%) weréeldls spam, while 14,
804 (86.2%) were labeled as non-spam. The remainder oféhtga describes most

of the content-based heuristics we explored in detail.

6.4.1 Number of words in the page

One popular practice when creating spam pages is keywdifthgtuDuring keyword

stuffing, the content of a Web page is augmented (or stuff@gtl)asnumber of popular
words that are irrelevant to the rest of the page. The hopetdly mixing extraneous
words with the legitimate content, the spam page will matciregy more queries, and

thereby be seen by more users.

In most cases, in order to maximize the chance of being retuta users, spam
pages augment their content with dozens or even hundreddgraheous words. In
our first experiment we investigate whether an excessivebeuraf words within a
Web page (excluding markup) is a good indicator of spam. iBehd, we plotted the
distribution of the number of words for each Web page in odad&t. The result is

shown in Figure 6.4.

This figure, like all figures in the remainder of this sectioonsists of a bar graph
and a line graph. The bar graph depicts the distribution eirtam aspect (in this case,

the number of non-markup words) of all English pages in ol dllion document

2The MSN Search crawler uses proprietary algorithms forrd@téng the language of a page on the
Web, not just the meta-data on the page.

3We have evaluated our methods with samples written in ofimgiuages, such as French or German.
Our findings for the English Web roughly hold for these larggsas well, although the details differ.
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collection. The horizontal axis depicts a set of value rang@e Figure 6.4, the first
range holds the pages containing between 1 and 50 words)lefitseale of the ver-

tical axis applies to the bar graph, and depicts the pergerdapages in our English
collection that fell into a particular range. The right scaf the vertical axis applies
to the line graph, and depicts the percentage of sampled pagash range that were

judged to be spam.

As can be observed in Figure 6.4, more than half of all Web pagatain fewer
than 300 words, and only 12.7% of all pages contain at lea® Ibrds. The dis-
tribution of the bar graph is vaguely Poisson, with a mode ofa2ds, a median of
281 words, and a mean of 429.2 words. Moreover, the prevalehspam is higher
for pages with more words, although the line graph gets eoisivards the right, due
to the small number of sampled pages containing many wordsle\Wtere is a clear
correlation between word count and prevalence of spam,tc@uwords alone may
not make for a good heuristic, since it entails a very higk witfalse positives: for

almost all word count ranges, the percentage of spam pagetois 50%.

6.4.2 Number of words in the page title

A common practice among search engines during the seleatigqoery results is to
consider the appearance of the query keywords in the tittheopages. Some search
engines give extra weight to the presence of query terms ie pgs. In reaction,

another commonly used spam technique is keyword stuffiniganities of pages.

In this experiment, we investigate whether excessive appea of keywords in
the title of a page presages that the page is spam. Thereferbave repeated the
previous experiment, but this time we plotted the distitoubf the number of words

appearing within th@l TLE tag of pages instead of their entire content.

The results are shown on Figure 6.5. The distribution agplegnormal, with a
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Figure 6.5: Prevalence of spam relative to number of wordiléon page.

mode of 3, a median around 5, and a mean of 5.96. Again, thalprese of spam is
higher for pages with more words in the title, and the line brgpts noisier towards
the right. It is noteworthy that there appears to be a discoiy for page titles with
24 words or more; pages with such long titles are more likelp¢ spam than not,
but alas account for only 1.2% of the overall Web. Comparimgriphtmost portions
of Figures 6.4 and 6.5, we observe that an excessive numbesrds in the title of a

page is a better indicator of spam than the number of wordseifuil page.

6.4.3 Average length of words

One relatively uncommon practice that we observed withinnoanually tagged data

setis the use of composite words in spam pages. This teahtagas keyword stuffing
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one step further, concatenating a small number (2 to 4) oflsvtr form longer com-
posite words. Examples of such words are free pictures, asnvideo, free mp3,
etc. Spam pages with such words are targeting a particalas of misspelled queries,

when a user omits the spacing between query words.

In order to further investigate this phenomenon, we catedlighe average length
(in characters) of the non-markup words in every page, tieguh the distribution of
Figure 6.6. The horizontal axis represents the average euaflvords within a page.
The distribution is bell-shaped, with a mode, median, andmf 5.0. Most of the
pages have an average word length between 4 and 6. For thgse the prevalence
of spam is typical, ranging from 10 to 20%. However, Figui@ €hows a correlation
between longer-than- typical average word length and Keditiood of spam. Most
notably, 50% of the pages with an average word length of 8 gaens while every

sampled page with an average word length of 10 is spam.

6.4.4 Amount of anchor text

Another common practice among search engines is to corthiglanchor text of a link
in a page as annotation describing the content of the taegg pf that link. The main
ideais that if page A has a link with the anchor text compypeisting to page B, then
we may conclude that page B talks about computers, even iptréatular keyword
appears nowhere in page B. Some search engines take this éotendevhen ranking
pages, and might return page B as a result to a query corgaiménword computers,

particularly if the query is otherwise difficult to satisfy.

Consequently, some spam pages exist solely for the purpgs®watling anchor
text for other pages. Such spam pages are often cataloggksfdointing to a number
of other pages. To investigate anchor-text-based spam ail,dee performed the

following experiment: for every Web page in our data set wewdated the fraction of

195



8%

7%

6%

5%

4%

3%

fraction of pages

2%

1%

0%

100%

T 90%

T 80%

- 70%

+ 60%

50%

T+ 40%

T+ 30%

- 20%

- 10%

average word length

0%

Figure 6.6: Prevalence of spam relative to average wordhesigpage.

196

probability of spam



all words (excluding markup) contained in anchor text, ardolotted the distribution

of these anchor text fractions.

The result is shown on Figure 6.7. The horizontal axis repressranges of anchor-
text fractions (e.g. 5%—5.99% of anchor text). The left-nim@stindicates that 14.1%
of all documents have less than 1% anchor text. The bars toghteshow a gradual
decline in the fraction of pages, roughly consistent witheaponential decay until
reaching a natural upper-bound when all of the text on a magedhor text. The mode
of the distribution is at 0%, the median at 15%, and the me&il%. The spam-
probability line seems to have an upward trend, alas with g neid slope. Overall,
higher fractions of anchor text may imply higher prevalen€spam, but, similar to
Section 6.4.1, using anchor text alone to capture spam méytdea high number of

false positives.

6.4.5 Fraction of visible content

In order to provide more relevant results to their users,essearch engines use infor-
mation from certain HTML elements in the pages that are nodeesd by browsers.
Such elements are, for example, comments within the bodypaige, or theAL T at-
tribute assigned to images META tags in the header. Such elements are meant to be
used as hints to the nature of the page or image, but are ofpdoited by spam pages

as an invisible target for keyword stuffing.

To expose the role invisible content plays in spam, for eyage in our data set,
we calculated the fraction of visible content. We define tletfon of visible content
to be the aggregate length (in bytes) of all non-markup wordsa page, divided by
the total size (again in bytes) of the page. Figure 6.8 shaedlistribution of these
fractions of visible content. As in previous figures such agife 6.5, the bar graph

is vaguely log-normal, with a mode of 4%, a median around 188d,a mean around

197



fraction of pages

16% 100%

14% T 90%
1 80%

12% -
1 70%

o/ I
10% 1 son
8% 1 50%

e
VORI AL e

2% A A V V 7 1 10%
0% WmﬂﬂﬂﬂﬂmﬂHﬂﬂﬂﬂ”ﬂ”ﬂﬂﬂﬂﬂ.ﬂ.ﬂ oy \J o

fraction of anchor words

Figure 6.7: Prevalence of spam relative to amount of anehamf page.

198

probability of spam



% 100%

90%

6% T
+ 80%

5% 1— T70% g
b4 ©
=] 4 0, %
o A oo 2
o
= ] A IN\I\/\/ \ %" £
Q 1 Ml A N _E
2 39
g % : NUV S 1 40% §
= I o
L= ~ o

2% A T

30%

HH T+ 10%

1%

—

0% m- fiAH T TTTTTTTTT IIIIHIHIHIHIHIHI”IHI”I”IHI”IﬂlﬂlﬂlﬂlﬂﬂlﬂlﬂlﬂlﬂnlﬂlnlﬂlnlnInlnlﬂlnlnlnlnlnlnlnlnlIIIIIIIIIIIIIIIIIIIIIIIIII 0%
n O unH © un O W O un O W O 1 O W O W o u o
STt NAd@8@mMITBHNEORN®RRS IS
o O O O O O 0 0 0O o0 0 o o o o o o o o

fraction of visible content

Figure 6.8: Prevalence of spam relative to fraction of Westmntent on page.

14%. The graph suggests that most Web pages consist pgroaniarkup, including
script and CSS blocks. It is apparent that the right tail isviileampared to other

figures.

The line graph rises as the fraction of visible content iases; it ends at 82% visi-
ble content because our set of sampled pages contained es\pélQ a larger fraction.
This suggests that many spam pages contain less markupdhraalnVeb pages. This
makes intuitive sense many spam pages are meant to be inolgsedrch engines for
the purpose of keyword stuffing, and are not intended for huomensumption. Con-

sequently, little attempt is made at creating an aesthigticleasing presentation.
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6.4.6 Compressibility

Some search engines give higher weight to pages contaimnguery keywords sev-
eral times. For example, for a given query term, a page thagats it ten times may
be higher ranked than a page that contains it only once. T adkantage of such
engines, some spam pages replicate their content sevees th an attempt to rank

higher.

There are any number of methods for capturing repeated mootevords with a
Web page, ranging from calculating word frequency distrdns to shingling-based
techniques (as seen in [FMNO5]). Our approach in this sed¢tidocating redundant
content within a page is to compress the page; to save spacdisintime, search
engines often compress Web pages after indexing them, bortebaflding them to a
page cache. Given redundant data within a Web page, a cosopresn represent a
second copy using a reference to the first, reducing thedotalint of storage needed.
More redundancy implies fewer bits per encoded byte. We mreate redundancy
of Web pages by the compression ratio, the size of the unasspd page divided by
the size of the compressed page. We used GZIP [GZI] to compages, a fast and

effective compression algorithm.

Figure 6.9 depicts the correlation between the compresaitmof a page and the
likelihood that the page is spam. The bar graph in this figaragain bell-shaped,
with a mode of 2.0, a median of 2.1, and a mean of 2.11. 4.8% pagks inflate (as
opposed to deflate) during compression; these pages areatignery short, and the

inflation is due to inclusion of header information and atiahdictionary.

The line graph, depicting the prevalence of spam, riseslgye@mwards the right
of the graph. The graph gets quite noisy beyond a compresaimnof 4.0 due to a
small number of sampled pages per range. However, in aggretf#o of all sampled

pages with a compression ratio of at least 4.0 were judged gpam.

200



fraction of pages

14%

12%

10%

8%

6%

4%

2%

0%

100%

| L o

TRV 1L

| i T 70%

AN

| + 60%

] ﬂ ' + 50%

(" /“ + 40%

+ 30%

+ 20%

i 1 10%

T IHIHIHIHIHIHIHHIHIHIHJI-‘IH ”i 1 HIHI’-‘HIHI|_|I|-|I|-|IH|-|I|-|II_III_|II-IIr‘II—‘I'_‘IHI’_‘I'_‘I TTTT T T T T T I T 0%

W Q W o w9 w9 v 9 ®w 9 v Q
o - - [ o~ o o) =+ - el L w (=] M~

compression ratio

Figure 6.9: Prevalence of spam relative to compressilofifyage.

201

probability of spam



6.4.7 Fraction of page drawn from globally popular words

Previous sections have presented a variety of means by \Wwayetord stuffing might
be observed. Its easy to generate pages making randomiceteitom a dictionary.
But where do the keywords in spam pages come from? Are theyndramdomly
from all English words, or from a restricted set represaéveatf typical queries? An
example of this phenomenon was shown in Figure 6.4, whergaherated phrases are
drawn from a focused vocabulary, missing the articles amjucetions rarely found
in queries.

To attempt to examine this behavior, we examine pages forfaisar deficit in
the number of very common words. We first identified the N mosgdient words in
our corpus. We then computed, for each page, the fractioroadsvwcontained in that
page found among the N most common words. We repeated thasféav choices of
N; in this section we show only the graph resulting from N = 200e graphs for N =

100, 500, and 1000 are qualitatively similar.

Figure 6.10 is based on the fraction of words on a page that@argined in the
set of 200 words that occur most frequently in the Englishiporof our 105 million
document corpus. The bar graph exhibits a vaguely Gausseaatkristic, with a
mode of 40%, a median around 38%, and a mean of 36.2%. The faph gises
towards the left of the graph, suggesting that some clagsashpages is generated by
drawing words from a dictionary uniformly at random, as oggubto according to the

word frequency distribution of English.

6.4.8 Fraction of globally popular words

In Section 6.4.7, we examined the prevalence of spam in pagsed on the fraction

of stop-words that they contain. One easy way to fool thisicieould be to simply
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include a single stop word several times within the contéatgpam page. To account
for this potential pitfall, we will also measure the fractiof the N most popular words

contained within a particular page.

Although the two metrics of the current section and Sectidn7émay sound sim-
ilar, they are actually very different. To understand wionsider the following exam-
ple: assume the wora is one of the 500 most popular English words. With respect to
the metric used in Section 6.4.7, if a Web page containedjustvord, and that word
wasa, that Web page would score 1, since 100% of the words on thepAigé were
popular. With respect to the metric used in the currentsectiowever, if a Web page
contained just one word, and that word wasthat Web page would sco%%ﬁ since
only 1 of the 500 most popular words were contained in that YWadpe. The main
intuition is that, although the Web page should contain snomeber of stop words, at

the same time, these stop words should be relatively diverse

Figure 6.11 is based on the fraction of the 500 most populadsvthat are con-
tained within a page. The bar chart shows a left-truncated&an, with much of the
truncated mass appearing as a spike at the left-hand edgeligthbution has a mode
of 0%, a median of 13%, and a mean of 14.9%. The prevalenceaoh $p modest
throughout the range, with a dramatic spike for those fevepagwhich 75% or more

of the popular words appear on the page.

6.4.9 Independent n-gram likelihoods

A fair number of spam Web pages contain an assortment of wdnasn more or
less at random from a dictionary. If the words are drawn umfg at random, the
technique described in Section 6.4.7 will flag those pageseker, if the words are
drawn according to the word frequency distribution of thegiaage from which the

constituent words on the page are drawn, the abovementtesadique will not flag
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the page. Ideally, we would like to analyze the content ofgghge for grammatical
and ultimately semantic correctness; however, the NLPnigcles required for this
are computationally expensive. An alternative, more lighght approach is to use a

statistical technique, looking for probabilistic localnsistency.

More concretely, we segment each document from our largrisonto n-grams of
n consecutive words (where typical values for n are 3 or 4) défene the probability

of occurrence of the n-gram, , ; - - - w;,,, Starting at word + 1 to be:

number of occurrences af; ;| - - - w;
total no. of n-grams

P(wigy - Wipn) = (6.1)

Note that n-grams are overlapping; for example, the thirddwad a document is
covered by the first, second, and third tri-gram (assumiegittcument has at least 5
words). Nevertheless, we will make the simplifying assumpthat n-grams are cho-
sen independently of each other. This assumption makesidrga terms of memory
consumption) to compute the independent probability ofalams. The probability
of a document wittk n-grams (and hende+ n — 1 words), under the simplifying as-
sumption that the occurrence probabilities of the indigidurgrams are independent
of each other, is the product of the individual probabitig/e can normalize for doc-
ument length by taking the k-th root of the product (in otherds, by computing the

geometric mean of the individual n-gram probabilities:

k-1
\ Hp(wz‘+1 tt Wign) (6.2)
1=0

We can minimize computational effort and avoid underfidsy computing the

4Virtually all contemporary microprocessors implement EEflbating point arithmetic standard 754,
where numbers are expressed as fractional multiples of @pof2, and the smallest possible value of
the exponent is -1023.
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logarithm of this quantity (and negating that number so asni@ up with a positive

result), which allows us to rewrite the formula as follows:

k—1

1
IndepLH = - ;log P(wiy1 -+ Wity (6.3)

We call this metric the independent likelihood of a documeloicuments with a

high IndepL H value are composed of infrequently occurring n-grams.

Figure 6.12 illustrates the relationship between theidistions of the independent
likelihood of a document and the probability that it is spaika.in previous figures, the
bar graph is bell-shaped, with a mode of 18.7, a median of, B8\&% a mean of 17.7.
The line graph rises on both the left and right, meaning tbatichents composed of
frequently occurring n-grams are more likely to be spampabty due to the self-
repetitive nature of some spam, and documents composedoblrable n-grams are

more likely to be spam, probably due to grammatical imprdiglof random text.

6.4.10 Conditional n-gram likelihoods

As mentioned above, the independent likelihood metric atiSe 6.4.9 is based on
the simplifying assumption that the occurrence probaédiof the individual n-grams
are independent of each other. A better (but computatipnadire expensive way) to
model the likelihood of documents is to compute the prolughaf an ngram condi-

tioned on observing itsy(— 1)-word prefix:

P(wiy1 -+ Witn
P(Wign | Wig1 - Wign—1) = P(fu;lrl ] 'w'++)1) (6.4)

Using this definition, and performing similar transforneais as in Section 6.4.9,

we can define the conditional likelihood of a document asvadl:
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k—1

1
CondLH= T ; log P(Wiyn | Wit1 -+ Witn_1) (6.5)

Figure 6.13 illustrates the relationship between the idigtions of the conditional
likelihood of a document and the probability that it is sparhe bar graph resembles
a reversed log-normal distribution, with a mode of 4.4, aimedf 3.9, and a mean of

3.53; the line graph exhibits properties similar to thatigufe 6.12.
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6.5 Using classifiers to combine heuristics

In the previous section, we presented a number of heuristicassaying spam Web
pages. That is, we measured several characteristics of A@gspand found ranges
of those characteristics which correlated with a page bsagn. Nevertheless, when
used individually, no technique uncovers most of the spamuindata set without
flagging many non-spam pages as spam. For example, congidbeé compression
ratio heuristic described in Section 6.4.6, one of our mestnising methods, the
average probability of spam for ratios of 4.2 and higher &7 But only about 1.5%
of all pages fall in this range. This number is far below theB¥3 of spam pages that
we identified in our data set. In this section, we study whetie can detect spam
more efficiently by combining our heuristics. Our hope isttiiave apply multiple
spam detection heuristics and then combine the outcomeeoy &euristic we will be

able to detect more spam pages with greater accuracy.

One way of combining our heuristic methods is to view the sgataction problem
as a classification problem. In this case, we want to creatassification model (or
classifier) which, given a Web page, will use the pages featjointly in order to
(correctly, we hope) classify it in one of two classes: spawh@on-spam. In general,
constructing a classifier involves a training phase durihgctvthe parameters of the
classifier are determined, and a testing phase during whiglpérformance of the

classifier is evaluated.

In order to train our classifier, we used the pages in the mbneciaksified set DS
to serve as our training data set. For our feature set, we theechetrics described
in Section 6.4 along with their variants (e.g. we calculategrams for n=2,4 and
5 in addition to 3-grams), 20 binary metrics that measureott@irrence of specific
phrases (privacy policy, customer support, etc.), and &rrbased features described

in [FMNO5]. For every Web page (i.e. training sample) in D®, ealculated the value
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for each of the features, and we subsequently used thesesvallong with the class

label for the training of our classifier.

We experimented with a variety of classification techniqu#scision-tree based
techniques, rule-based techniques, neural nets and swagotor machines. We found
that decision-tree based techniques performed best, &uthth other techniques were
not far behind. Due to space constraints, we will report oly tme best-performing
classification technique, namely a C4.5 decision tree ¢lesfQui93]. The accuracy

numbers for other classifiers were slightly below C4.5.

At a high level, the C4.5 classification algorithm works a$oiwk: given the train-
ing data set and the set of features, the algorithm createsafiart-like tree structure.
Every internal node of the tree corresponds to a test of theevafla particular feature;
every edge is an outcome of the test; the leaves of the treespand to classes. For
every internal node, C4.5 picks the feature to test and itsomogs using the entropy-
based GainRatio metric [Qui93]. The features that best agpé#re training samples
(i.e. minimize the class entropy after the separation) kegal higher in the tree. For a

more elaborate description of C4.5, the interested readecaasult Quinlan [Qui93].

We trained our C4.5 classifier using the DS training set. Aiporof the resulting
classification tree is shown in Figure 6.14. To apply the toea page, we check the
value of the property named in the root node of the tree, antpaoe it to the threshold
associated with the outgoing edges. Depending on the ogtcamnfollow the left or
right edge, and repeat the procedure until a leaf node iheshassigning a class
to the page. For example, considering the tree in Figure, @ Jpage whose 5-gram
independent likelihood value (see Section 6.4.9) is lems 18.73 and which contains

at most 62 of the 1000 most-popular words is classified asspam.

In order to evaluate the accuracy of our classifier, we enga@technique known

as ten-fold cross validation. Ten-fold cross validatioroimes dividing the judged data
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(Indep. 5-gram likelihood
<13.73 > 13.73

(Frac. of top-1K in tex}
< 0.062 > 0.062

(Frac. text in top-50p

< 0.646 > (.646

(Frac. of top-500 in text...
<0.15 > (.154

Figure 6.14: A portion of the induced C4.5 decision tree faurspdetection. The

ellipsis indicate elided portions of the tree.
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class recall | precision

spam 82.1% 84.2%

non-spam 97.5% 97.1%

Table 6.1: Recall and precision of our classifier.

set randomly into 10 equally-sized partitions, and periagid 0 training/testing steps,
where each step uses nine partitions to train the classifgbttee remaining partition

to test its effectiveness.

Using a C4.5 classifier and ten-fold cross-validation, wduatad each of the
heuristics in Section 6.4 individually. The compressiotior&euristic described in
Section 6.4.6 fared best, correctly identifying 660 (27)@¥the spam pages in our
collection, while misidentifying 2,068 (12.0%) of all judd pages.

Using all of the aforementioned features, the classificaéiccuracy after the ten-
fold cross validation process is encouraging: 95.4% of odgged pages were classi-
fied correctly, while 4.6% were classified incorrectly. Mapeecifically, for the spam
class 1,940 out of the 2,364 pages, were classified corrdeatlythe non-spam class,
14,440 out of the 14,804 pages were classified correctly. €pently, 788 pages

were classified incorrectly.

We can summarize the performance of our classifier using@smwe- recall ma-
trix. The precision-recall matrix shows the recall (thestpositive and true-negative
rates, i.e. the fraction of positive (spam) and negativa{sypam) pages that were cor-
rectly classified) as well as the precision (the fractionrefdicted spam and non-spam

pages that were actually in this class):

These results are encouraging for two reasons. First, asahgssifier to combine
our heuristic methods of Section 6.4 is useful in identifyiveb spam (we were able

to correctly classify 82.1% of all spam). At the same time,farecision is also high, as
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out of all the pages that we classified as spam, 84.2% actoelibnged to that class.
Second, our classifier is very good at ruling-out legitimaéges: it could correctly
identify 97.5% of all legitimate pages, with a precision af.%. Overall, we can

capture most of the spam by penalizing very few legitimateepag

6.5.0.1 Improving Classification Accuracy

We have also experimented with various techniques for impgothe accuracy of
our classifier. Here, we will report on the two most populaesinbagging [Bre96]
and boosting [FS95]. Both of these techniques essentiadigtera set of classifiers,
which are then combined to form a composite classifier. Introases, the composite

classifier performs better than any individual classifier.

At a high level, bagging operates as follows: given the trgrset DS we generate
N training sets by sampling n random items with replacemsmispme samples may
occur several times in a training set) from DS. For each oNlining sets, we now
create a classifier, thus obtaining N classifiers. In ordesldssify a page, we have
each of the N classifiers provide a class prediction, whiatoissidered as a vote for
that particular class. The eventual class of the page id&lss with the majority of the

votes. For more details on bagging, please refer to [Bre9@®6Du

For our spam classification task, we performed ten-foldcvasidation of bagging
of C4.5 classifiers. Each training set had size 15, 453, lga¥jn/17 elements for
testing. We picked N = 10 and n = 15, 453, i.e. equal to the dizkeotraining set.

The resulting precision/recall values are:

As we can see from the table, bagging improves our accuraayp&ges in the
spam class, 1, 995 out of 2, 364 pages were classified cotrdadk the non-spam
class, 14, 611 out of 14, 804 pages were classified corrédmigsequently, 562 pages

were classified incorrectly, improving from 788 without yagy.
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class recall | precision

spam 84.4% 91.2%

non-spam 98.7% 97.5%

Table 6.2: Recall and precision after bagging.

class recall | precision

spam 86.2%| 91.1%

non-spam 98.7% 97.8%

Table 6.3: Recall and precision after boosting.

The second classification improvement technique, namebgtbty, operates as
follows. We assign a weight to every item in our training $eitially all the items have
an equal weight of 1/n, where n is the size of the trainingrset 15, 453 in our case).
These weights represent the probability of occurrence efyetem in the training set.
The boosting algorithm then proceeds in N iterations. Imeuteration, the training
set along with the weights is used to generate a classifieevery misclassified item
in the training set, we alter its weight such that the misifaes] items are boosted, i.e.
they are given higher weights. In general, this processpsated until N classifiers
are created. Finally, in order to classify a page, we agansider the prediction from
each of the N as a vote. However, in this case, we determininiddeclass based on a
weighted sum of the votes, instead of bagging’s majorityngptThe interested reader

may find the details of boosting in [FS95, Qui96].

In our case, we again picked N = 10. After applying boostintheoC4.5 classifier

described in the previous section we obtain the followirecmion/recall values:

The previous table shows a modest increase in the classificatcuracy beyond

bagging. For pages in the spam class, 2, 037 out of 2, 364 pegyesclassified cor-
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rectly. For the non-spam class, 14, 605 out of 14, 804 pages el@ssified correctly.

Consequently, 526 pages were classified incorrectly, impgofrom 562 with bag-

ging.

6.6 Related Work

Web spam as a phenomenon is nearly as old as the Web itselfspyseb has become
more prevalent in the last few years, as more Web site operage it as a means for
increased traffic, hoping that it will also increase revent®netheless, Web spam
has started to receive attention from the academic comgnaniy recently. Here, we

discuss prior studies that exhibit commonalities with oano

Machine learning techniques, similar to the C4.5 classihiat tve used in Sec-
tion 6.5, have been successfully used to fight email spam[t¢idp2, SDH98]). Here,
we confirm the potential of machine learning to identify sp@xt, but we focus on
the orthogonal problem of Web spam, where the text is meargdfarch engine con-

sumption and not human readers.

Regarding the general role and mechanics of Web spam, Harahgl. [HMS02]
acknowledged the great impact of Web spam on search engalieyg&erkins [Per01]
defines a number of spamming techniques, in a paper advgagitical behavior.
Gyongyi and Garcia-Molina provide a more formal taxonomy ofd/gpam [GGO5b].
Metaxas and DeStefano [MDO05] point out the relationshipveen Web spam and
other sources of untrustworthy information, namely pr@patp. In general, these
studies attest that there are mainly three kinds of Web sjiaknspam content spam

andcloaking

Link spam is the practice of adding extraneous and misleglitiks to the Web

pages. An early paper to investigate link spam is Davisom. §Dav05], which con-
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sidered nepotistic links. Since then, a number of papers famused on link spam and
ways to detect it and ameliorate its effect on link-basedkirapalgorithms. Amitay
et al. [ACDO03] feed the connectivity features of pages intola-based classifier, in
order to identify link spam. Baeza-Yates et al. [BCLO5] presestudy of collusion
topologies aiming at boosting PageRank [PBM99] and Adali.gf&lM05] show that
generating pages with links targeting a single page is orieeomost effective ways
of link spam. To this end, Zhang et al. [ZGG04] show how to mB&geRank robust
against attacks; @yngyi et al. [GGPO04] introduce TrustRank which finds non-spam
pages by following links from an initial seed of trusted padgencr et al. [BCS05]
show how to penalize pages that have “suspiciously” ine@dlseir PageRank. Wu
and Davison [WDO05] and Gyngyi and Garcia-Molina [GG05a] study how to detect
link farms(i.e. sites exchanging links for mutual benefit). In [FMN@4tterly et al.
showed ways of identifying link spam based on diversion tdssfrom power laws.
Finally, Mishne et al. [MCLO5] present a probabilistic medhaperating on word fre-
guencies, which identifies the special case of link spamiwitftog comments. Our
work in this dissertation is complementary to these stydiese we are focusing on

spam in the content of the pages as opposed to links.

Content spam is the practice of “engineering” the contentelb\dages so that they
appear relevant to popular searches. In [FMNO4] Fettera}.edtudied the prevalence
of spam based on certain content-based properties of Wb 8ile found that features
such as long host names, host names containing many dastisesndl digits, little
variation in the number of words in each page within a sitel, @ntent overhauls of
pages after successive visits, are, in most cases, goarhtods of spam Web pages.
In [FMNO5] Fetterly et al. investigated the special case aifgy-and-paste” content
spam, where Web pages are mosaics of textual chunks copieddgitimate pages
on the Web, and presented methods for detecting such pageeyfying popular

shingles. In this dissertation, we present a variety of @sinspam detection methods
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that essentially extend the previous work of [FMNO4, FMNO5]

Cloaking, finally, is the practice of serving separate copfes\Web page, depend-
ing on whether the visitor is a crawler or a user.0@gyi and Garcia-Molina [GG05b]
present an overview of the current cloaking techniques. Wi Ravison [WDO5],
demonstrate the effectiveness of a cloaking detectionoddtiat is based on calculat-

ing common words among three separate copies of a page.

6.7 Summary

We have studied various aspects of content-based spam uvethesing a real-world
data set from the MSN Search crawler. We have presented aanahbeuristic meth-
ods for detecting content-based spam. Some of our spantidetetethods are more
effective than others, however when used in isolation ouhods may not identify
all of the spam pages. For this reason, we combined our sgd@ctcbn methods to
create a highly accurate C4.5 classifier. Our classifier carcty identify 86.2% of

all spam pages, while flagging very few legitimate pages amsp
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CHAPTER 7

The HiddenSeekHidden-Web Search Engine

7.1 Introduction

As part of this dissertation we have implementeditédenSeeldidden-Web search
engine. The goal oHiddenSeeks to allow users access to the information in the
Hidden Web. HiddenSeelcurrently indexes approximateB6 million Hidden-Web
pages from various free Hidden-Web sources that are alaitabline. Within our
search engine, we have incorporated ideas and insightsvéhbtive presented in the

previous sections of this dissertation.

In this chapter, we briefly describe the architectural congmbs and the user inter-

face ofHiddenSeek

7.2 The Architecture of HiddenSeek

We now briefly describe the overall architecture-bfldenSeekOverall,HiddenSeek
is implemented in collaboration with Infocious [NCCO05], a Wa&darch engine that

employs linguistic analysis to improve search relevance.

An overview of the main modules and their interaction is sh@n Figure 7.1.
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Figure 7.1: The architecture of HiddenSeek.
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7.2.1 Crawling the Hidden-Web

The crawler is the part of a search engine that handles thetastrieving pages from
the Web and storing them locally for processing. Our disted crawler behaves like
other typical crawlers in the sense that it can discover atidw the links inside a

Web page in order to download other Web pages.

However, we have extended our crawler with the ideas of Ch&pta order to be
able to retrieve the pages from the Hidden Web. In additiahawve incorporated in
our crawler the sampling-based policy of Chapter 4 in ordenamtain a fresh subset

of the Web pages with a minimal overhead [CNO2].

Once the crawler downloads a page from the Hidden Web it pagdwo tasks.
First it extracts all the links from the page and sends theitinédink database, de-

scribed next. Second, it hands the page off to the lingusstadysis component.

7.2.2 The Link Database

The link database performs two functions. First it manapestask of assigning a
globally unique ID for every link that the crawler has idéed. The second func-
tionality is to store various static properties of the URLattHiddenSeelks aware of.

Such information includes the number of incoming links to@d/jage, the number of
outgoing links, a content signature, a concept list sigegtand the quality of the text
described earlier. This information is used during the naglof results, as well as for

rescheduling crawls.

7.2.3 Linguistic Processing

This module performs the linguistic analysis that is ddsaiin [NCCO05] for every

page that the crawler downloads. In summary, this compaaggpites various Natural
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Language Processing (NLP) [MS99] techniques, in order fwrave search relevance
later. For example, this module helps our search enginestmmduish between Jaguar
(the car brand) and jaguar (the animal). The exact detailsi®imodule is out of the

scope of this dissertation, but the interested reader niayt@[NCCO5].

7.2.4 Inverted Indexes

As we described in Chapter 5, an inverted index is the typiatd dtructure used for
retrieving documents that are relevant to one or more pdatikkeywords. Given a
collection of Web pages, the inverted index is essentiafigtaof lists (called inverted
lists), one for each term found in the collection. For evemnt, a record (also called
a posting) is maintained at its corresponding list. Everstipg stores the document
ID that contains a particular term. Additionally, every piog contains the number of
occurrences of the term in the document, along with a listositpnal information of

the term.

Along with every positional record, we maintain informatticegarding the format-
ting of a term (i.e., whether the term should be rendered Id, lvehat is the font size,
the color, etc.) Furthermore, the index stores functiottabaites such as whether the

term appears in the URL of the document, whether it appealeititte, etc.

Finally, for every term occurrence in a document we storé@index any associ-

ated NLP annotations as identified by the linguistic analgsmponent.

7.2.5 Page Summaries

This module stores and retrieves the HTML-stripped versibthe Web pages that
HiddenSeekdexes. The module takes as input the data from the lirigyustcessing

modules and stores the pages in a compressed format. Upmningta document as
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a search result, the document’s summary is retrieved frasmtlodule to display the

context around the query words.

7.2.6 Answering a Query

HiddenSeelsupports the standard keyword and phrase searching whilenigg re-
sults from the Hidden-Web. We should note that the defaudtggemantics in our
search engine is the ANDing of the keywords. That is, sirfyilar other Web search
engines, we return documents which must contain all of thyevkeds that the user
specified.

Given a list of documents that contain the user’s keywdétaiklenSeekanks and
sorts the result list so that the most relevant documentsliaptayed first. Ranking
is probably the single most important component of a seangine and is also the
most challenging. It is also an ongoing process that neells tionstantly tuned and

tailored to the dynamic nature of the Web.

Within HiddenSeekve take a variety of factors into account for ranking the ftssu
Such factors include the frequency of the keyword in a docunenether the keyword
appears in the URL of a page, whether it appears in the titlbephge, its relative

font size to the rest of the document, etc.

In addition to the above, we use the output of the linguistialgsis module to
return pages of greater quality to the user. The main iddwisfta page is composed
of well-written textual content, it will be promoted, whilkee opposite will happen for

a page with poor textual content (such as spam).
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Figure 7.2: The homepage BiddenSeekhowing the default user interface
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7.2.7 User Interface

HiddenSeekperates similar to the Web search engines prevalent onéte Wie user
is presented with a search box, as shown in Figure 7.2. Theisifee to type any
textual query in the search box and search the Hidden-We$ tiatHiddenSeekas

currently indexed. For example, Figure 7.3 shows the resaturned for the query

t hyroi d cancer.
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CHAPTER 8

Conclusion and Future Work

8.1 Conclusion

An ever-increasing amount of valuable information on thé\tdelay is hidden behind

search interfaces. This information is collectively cdltee Hidden Web.

In this dissertation, we studied how we can effectively edtlithe data from the
Hidden Web and enable the users to search for informatidmmihe collected data.
More specifically, we addressed some of the main challengedved in creating a

search engine for the Hidden Web:

e Crawling the Hidden Web. We studied how to build an effective Hidden-Web
crawler that can facilitate the collection of informatiari the Hidden Web.
Since there are no links to the Hidden-Web pages, our crawgleds to automat-

ically come up with queries to issue to the Hidden-Web sites.

We proposed three different query generation policies HerHidden Web: a
policy that picks queries aandomfrom a list of keywords, a policy that picks
gueries based on thdiequencyin a generic text collection, and a policy which
adaptivelypicks a good query based on the content of the pages dowmloade
from the Hidden-Web site. The best of our policies, #uaptivepolicy could
download more thaf0% of a Hidden-Web site after issuing approximately)

queries.
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e Updating the Hidden-Web pages.The information on the Web today is con-
stantly evolving. Once our crawler has downloaded the méiron from the
Hidden-Web, it needs to periodically refresh its local capyrder to enable
users to search for up-to-date information. We studied Woéugon of search-
able Web sites, and we proposed an efficient sampling-badey por updating
the pages.

e Indexing and searching the Hidden Web. Once we have downloaded the
Hidden-Web pages, we can enable the users to search forl udefunation.
Search engines typically do this by maintaining largeesdalerted indexes
which are replicated dozens of times for scalability andoktare then pruned

in order to reduce the cost of operation.

We showed that the current approaches employed by the seragaies may re-
sult in significant degradation in the quality of results.alleviate this problem,
we have proposed modifications to current pruning techisigoethat we avoid

any degradation in quality, while realizing the benefit aféw cost of operation.

e Fighting Web spam. In the last few years, several sites on the Web observe
an ever-increasing portion of their traffic coming from s#aengine referrals.
Given the large fraction of Web traffic originating from sefaes and the high
potential monetary value of this traffic, some Web site ofpesary to influence

the positioning of their pages within search results bytorgspamWeb pages.

We studied the prevalence of spam on the Web and we developechiber of
techniques to detect Web spam. When combined, our techniquestfectively

capture 86% of spam with 91% accuracy.

As part of this dissertation, we have also developed a Hidbleh search engine

prototype. We now briefly discuss some avenues for futureares.
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8.2 Future Work

8.2.1 Hidden-Web Crawling

Multi-attribute Databases In Chapter 2 we developed techniques for automatically
guerying single-attribute search interfaces. One intergproblem however would be
to investigate how to extend our ideasstouctured multi-attributedatabases. While
generating queries for multi-attribute databases is lgl@amore difficult problem, we
may exploit the following observation to address this peofil When a site supports
multi-attribute queries, the site often returns pagesdbatain values for each of the

query attributes.

For example, when an online bookstore supports queriesidn e, aut hor
andi sbn, the pages returned from a query typically contain the, télethor and
ISBN of corresponding books. Thus, if we can analyze the metlipages and extract
the values for each field (e.gjtle = ‘Harry Potter’ ,author = *'J. K
Rowl i ng’ , etc), we can apply the same idea that we used for the texatabdse:
estimate the frequency of each attribute value and pick thst promising one. The
main challenge is to automatically segment the returneégag that we can identify
the sections of the pages that present the values corresgdnceach attribute. Since
many Web sites follow limited formatting styles in presegtimultiple attributes —
for example, most book titles are preceded by the labeleTit— we believe we may

learn page-segmentation rules automatically from a smiadifdeaining examples.

8.2.2 Update of Pages

In Chapter 4 we assumed that we sample a few pages from\iéablsite However,
there is no inherent reason to sample at the level of a site.t Whva sample a few

pages from eactirectory? What if we group Web pages based on tleemtentsand
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sample a few pages from each group? Would we get better peafare?

On a separate note, if we want to maximize performance, wewaayto combine
a sampling-based policy with the change-frequency-baskdypThat is, we start with
a sampling-based policy in the beginning, and once we dadlesugh change history
data, we start using the frequency-based policy. When wedlstart this transition?

What can we do if the change frequency itself may change aver?ti

We plan to study the above research problems in the future.

8.2.3 Spam Detection

Some of the methods for spam detection presented in thisrthsi®n may be easily
fooled by spammers. For example, the metric of Section 6ay be fooled by
adding frequent words to otherwise meaningless contenthoAgh we believe that
it will be relatively hard for a spam Web page to fool all of dachniques, we may
see some degradation of the classification performanceiower To accommodate for
this we plan to study how we can use natural language tecesidliS99] to recognize

artificially generated text.

Additionally, the heuristic methods that we presented is diissertation may very
well serve as part of a multi-layered spam detection systarthe first layer, we can
apply the computationally cheap methods presented in ibsgdation to capture most
of the spam. After that, we can apply more computationallgessive techniques
(such as shingling [FMNO5]), or link analysis to capture thenaining spam pages.
Therefore, we plan to investigate how we can build and etalsiach a layered spam-

detection system.
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It is our hope that the findings and ideas presented in thiedasn will pave
the way for improvements in search engine technology andigedor a better user

experience on the Web.
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