
114 IEEE SYSTEMS JOURNAL, VOL. 7, NO. 1, MARCH 2013

A System of Systems Framework for the Reliability
Assessment of Telecommunications Networks

Kosmas Tsilipanos, Member, IEEE, Ioannis Neokosmidis, and Dimitris Varoutas, Senior Member, IEEE

Abstract—In this paper, a system of systems (SoS) framework
for the reliability analysis of telecommunication networks is
proposed. In this framework, two hazard analysis techniques,
hazard and operability analysis and fault tree analysis, are
combined in a hybrid scheme. This is further enhanced using
the Bayesian network model along with sensitivity analysis in
order to answer complex probability queries and to estimate
the impact of residual mishap risks, unknown events, or events
that cannot easily be modeled. The SoS emergent behavior is
further revealed using exploratory modeling. The proposed SoS
framework is applied in the case of a fiber-to-the-curb VDSL
telecommunication network.

Index Terms—Bayesian networks (BN), conditional probability,
fault tree analysis, fiber to the curb, hazard and operability
analysis, residual mishap risk, system of systems (SoS), telecom-
munications.

I. Introduction

BANDWIDTH-INTENSIVE applications requiring quality
of service, such as video on demand, teleconferencing,

live TV, and distributed simulations, are driving the net revo-
lution toward delivering faster and highly reliable networks
to the user. Service continuity is becoming a critical path
for the delivered quality of service [1]. Toward this end,
telecommunication companies are continuously investing in
research and development for reliability analysis.

However, the provision of uninterrupted services that require
high bandwidth and interactivity often leads to increased
complexity of telecommunication systems. This converts the
new generation of telecommunications networks into “systems
of systems,” consisting of a mixture of software, hardware, and
human intervention.

The system of systems (SoS) concept is not new and it was
initially introduced in the aerospace and defense areas [2].
However, in the last few years, SoS has been gaining increased
attention as a means to accommodate the high complexity
of metasystems. This concept can be applicable when a set
of specific goals are fulfilled by mixing multiple systems. It
should be noted that each of these systems can independently
operate, but still need to interact with the others in order
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to achieve the common mission [2]. Some more contextual
definitions of SoS are as follows.

1) An SoS involves the integration of multiple, potentially
previously independent, systems into a principal level
supersystem in order to carry out a mission for which
each component plays an essential role but by itself is
not capable of completing [3].

2) An SoS is composed when most of the following five
critical characteristics are present: operational and man-
agerial independence, geographic distribution, emergent
behavior, and evolutionary development [4].

Boardman and Sauser summarized more than 40 different
definitions and extracted the five main properties that an
SoS should have: autonomy, belonging, connectivity, diversity,
and emergence [5], [6]. It should be noted that due to the
above properties, SoS are highly complex and exhibit dynamic
and emergent behavior. The complexity is mainly due to the
capability of the elements to operate independently while the
emergent and dynamic behavior is a result of adding new
systems or replacing older ones on the fly.

In the literature, numerous reliability studies can be found
regarding several systems, such as power systems, software
systems, and control and automation systems. In these tra-
ditional analysis techniques—some with slight modifications
in order to match in the research field—such as hazard and
operability analysis (HAZOP) [7], [8], fault tree analysis
(FTA) [9]–[11], and Bayesian networks (BN) [12], [13] were
used in order to reveal known hazards and risks that affect the
safety and the performance of the systems under investigation.
Traditional hazards analyses were initially designed to deal
with system analysis rather than SoS analysis. Each one of the
existing hazard analysis tools proved insufficient to deal with
the complexity, geographical distribution, uncertain environ-
ment of operation, and the size of modern telecommunication
networks. Hence, a new SoS framework combining known
techniques should be investigated.

The starting point for the development of a new framework
is to identify its requirements. The SoS framework should
primarily address the high complexity, the large size, and
the dynamic and emergent behavior of telecommunication
networks. Moreover, it needs to be flexible to incorporate
and evaluate the impact of unknown events. Recently, SoS
software safety [14] has been investigated using a mixture of
two slightly modified versions of the well-known techniques:
HAZOP and network analysis [15] along with the goal ques-
tion metric (GQM) approach of Basili [16]. However, this
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mixture was adapted to software safety and cannot be directly
applied to telecommunication networks. Furthermore, only one
type of hazards, interface hazards, can be investigated using
the method proposed in [15]. It should also be noted that
the effort of [15] to study the impact of “known unknown”
and “unknown unknown” events was limited to qualitative
results obtained by network analysis (using MIL-STD-882D).
Quantitative results regarding the validation of the software
safety requirements sufficiency are also presented using GQM
approach along with the goal structuring notation. However,
increased attention should be paid since GQM is a subjective
method based on data collected from answers of stakeholders.

A very recent and serious effort dealing with uncertainty
was also performed in [17] and [18]. In [17], a new reliability
analysis technique was proposed. Uncertain parameters were
modeled as random variables, while some distribution param-
eters are given variation intervals (strips). On the other hand, a
hybrid model or data-based probabilistic design approach was
proposed in [18] for the design of robust nonlinear systems
under situations of parameter variation and model uncertainty.
However, these models can be effective in partially unknown
systems failing to address deep uncertainty. Furthermore, the
proposed models are static and thus cannot be applied in SoS
modeling in order to describe SoS emergent behaviors.

In this paper, a new SoS framework for the reliability
assessment of telecommunication networks is presented. The
proposed framework is a combination of the analytical method
of HAZOP with the mathematical representation of FTA along
with the directed acyclic graphs (DAG) of BN. In addition, this
method encapsulates sensitivity analysis techniques (Monte
Carlo simulations) in order to quantitatively evaluate the
impact of unknown risks and events, such as the addition of
new systems with unknown characteristics. In order to further
reveal real SoS behaviors (e.g., evolution—emergent behavior
of SoS), exploratory modeling is implemented. Numerical
evaluations of model outcomes across a large set of possible
SoS representations are performed giving the “whole picture”
of SoS in a time sequence of different periods.

To the best of authors’ knowledge, this is the first time
that such a framework is proposed and used for the reliability
assessment of telecommunication networks. The proposed
framework proved useful in the determination and evaluation
of known events, risks and hazards, as well as in the estimation
of the impact of unknown events and the emergent behavior
of the SoS.

The HAZOP and FTA techniques slightly modified by sim-
ply reducing the details during recording the hazards in order
to address the complexity and scalability of the SoS under
investigation. Contrary to other studies, the hybrid HAZOP-
FTA scheme proceeds with the evaluation of the probability of
failure of each system as well as of SoS. Additional metric,
such as cut sets (CS) importance and risk reduction worth,
are also estimated to quantitatively characterize the robustness
of the SoS. Furthermore, it is applied without being trapped
in specific hazards and failures such as dependent failures
[19] and without making common assumptions used in the
literature such as nodes with equal probability or failures
coming only from links [20], [21]. The reduced accuracy of the

Fig. 1. System under investigation.

modified hybrid scheme identified with the use of BN model.
BN supports the reliability study framework by employing
the use of complex probabilistic queries. In this paper, the
BNs identify not only the service outage as in [21] but also
the performance degradation. The analysis of [22] and [23]
is further expanded by incorporating the impact of unknown
events and hazards or complex events, such as rerouting and
restoration [24], that are difficult to be modeled. Numerical
results are also obtained describing the evolution of the SoS.

The remainder of this paper is organized as follows. In
Section II, the SoS nature of fiber to the curb (FTTC)
access networks is summarized. Section III presents the SoS
framework proposed for the reliability analysis of such FTTC
networks. The results obtained by the application of the hybrid
technique along with the Bayesian model are presented and
discussed in Section IV. Conclusions are given in Section V.

II. Network as an SoS

The telecommunication network under investigation is a
FTTC access network based on the VDSL technology (Fig. 1).
Before proceeding to the analysis of the proposed framework,
one needs to answer the question of whether a VDSL network
is, in fact, an SoS. As shown in Fig. 1, the network has five
independent systems: the customer premises equipment (CPE),
the digital subscriber line access multiplexer (DSLAM), the lo-
cal exchange (LE), the central office (CO), and the broadband
remote access server (BBRAS).

Human interaction should also be taken into account as a
separate system in terms of administration and installation
of the components. Software is considered as the seventh
system since it is running in all platforms to support the
applications. The systems under investigation are characterized
by increased complexity, nonlinear behavior, and operation
in uncertain environments. In the case of LE for example,
the above characteristics are attributed to a large number of
constituent components. More specifically, the LE consists
of air conditions, power supply units, batteries for the UPS,
switches, and so on. All these components are assembled into
the LE in order to connect the backbone network to the access
network.
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TABLE I

HAZOP Worksheet

HAZOP Analysis
No. Item Function/Purpose Parameter Guide Word Concequence Cause Hazard Risk Recommendation

On the other hand, the physical medium (fiber, wireless,
twisted pair) is of great importance for the proper operation of
the telecommunication network allowing the different systems
to connect and exchange information with each other. As this
medium of communication has interfaces with each of the
individual systems, it decisively affects their operation in terms
of the overall performance.

Therefore, it is evident that each of the constituent systems
can operate independently, performing a particular task. How-
ever, these systems can be combined together in a way to
achieve a higher level mission, which is the provision of high
data rates and advances services. Each of the systems plays its
own important role in the SoS mission. Although each of the
systems can have its own administration in order to deliver in
a safe manner the services that it designed for, or there is a
possibility of collocation of the incumbent and the alternative
providers with more management centrals, these SoS should
be better characterized as directed SoS. Hence, in the SoS
under investigation the component systems maintain an ability
to operate independently, but their normal operational mode is
subordinated to the central managed purpose [4]. Geographical
distribution is also present in telecommunication networks.
The distances between network nodes are in the order of a
few tens of kilometers, and the information is transmitted from
one component to another in order to provide the end user
with connectivity at high data rates. Finally, the characteristic
of evolutionary development is satisfied due to technological
progresses. Based on the above analysis, it can be concluded
that the network (hardware, software, and humans) under
investigation lies perfectly on the given SoS definitions.

III. Hybrid Hazard Analysis Method

In the proposed analysis, HAZOP is initially combined with
FTA. The resulting hybrid technique contains the advantages
of both HAZOP and FTA, enabling the mathematical rep-
resentation of the whole problem and the estimation of the
probability of failure of both the constituent systems and SoS.
A failure is defined as the state or event in which the system
cannot totally (loss) or partially (performance degradation)
deliver a promised service [25]. Given the above definition,
the probability of failure can be directly related to the number
of affected users.

However, it should be noted that the detailed HAZOP and
FT analysis could not be applied successfully in the case of
SoS under investigation. This is because the identification of
the complete hazards list and of the residual mishap risks

is a very complicated task, which becomes more difficult as
new components (systems) and technologies are added to SoS.
Hence, both techniques are slightly modified (coarse reliability
analysis) by reducing the details of the hazards recording phase
in order to become more flexible.

In the next step, the proposed analysis incorporates a BN
model in order to take into account unknown events [26]
or procedures that cannot be easily modeled due to their
increased complexity. Using this model along with sensitivity
analysis, one can evaluate special conditional probabilities that
are critical for the reliability assessment of telecommunication
networks. For the sensitivity analysis, identically distributed
independent random variables are used. This can be avoided
by using maximum entropy and least-squares error methods
as proposed in [27], leading however to an undesired increase
of complexity.

A. HAZOP Analysis

HAZOP [28] analysis is a well-structured qualitative tech-
nique. It allows the organized study of a system in detail in
order to identify hazards that prevent its efficient operation.
This method includes a systematic process for investigating
possible operational deviations. Moreover, proper safeguards
are used or proposed to prevent hazards from occurring. The
HAZOP analysis is based on special adjectives (guidewords),
such as “more,” “no,” “less,” and system conditions such as
“speed,” “flow,” “pressure.” Although it is a relatively simple
process, a multidisciplinary team headed by an experienced
leader with deep knowledge of the system under study is
required. Furthermore, there are rigorous steps that must
carefully be followed to properly apply the described method.

In order to execute the HAZOP analysis, a specialized
worksheet should be established. Since HAZOP analysis is
a structured technique, a matrix or column-type worksheet
should be used. The steps followed during HAZOP along with
events and items are recorded in the worksheet.

A suggested HAZOP worksheet is illustrated in Table I. It
can be deduced that such a worksheet must include key entries
such as the following:

1) no: this column is needed for the reference to any part
of the analysis;

2) item: it describes the component analyzed;
3) function or purpose: the component’s purpose or func-

tion in the system;
4) parameter: system parameter that will be evaluated;
5) guide word: the selected guideword for the analysis;
6) consequence: direct effect of the occurring guide word;
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Fig. 2. Logic gates used in the FTA.

7) cause: possible factors that lead to a specific deviation
from normal operation;

8) hazard: hazard caused by the specific deviation;
9) risk: qualitative measure of mishap risk;

10) recommendation: recommendations for hazard mitiga-
tion.

B. FTA

FTA [28] is a graphical systems analysis technique using
logic block diagrams that display the system state (top event)
in terms of the states of its components (basic events). FTA is
a quantitative technique, employed to evaluate large complex
systems in order to early track and prevent possible problems.
FTA is a top-down approach, and with the use of logic
gates it quickly identifies the root cause along basic events.
The use of logic gates also enables the development of a
mathematical model, allowing the mathematical representation
of the problem and the estimation of failure probabilities. FTA
is relatively easy to perform and understand. The basic logic
gates that are used for the analysis are depicted in Fig. 2.

FTA building is an iterative process of standard questions.
The key products of the FTA are the CSs that identify the
component failures and various combinations causing the
occurrence of top events. Essentially, CSs reveal both the
critical and weak links in a system analysis by demonstrating
the safety problems. In general, a low order CS is a clear
indication of a high risk. The generation of CSs requires
the exploitation of specific algorithms that use the Boolean
reduction (BR) technique. With BR the FTA events and
branches that happen in more than one place are not accounted
in the top event probability calculation. Some basic measures
used in the FTA are presented in Table II.

For the mathematical representation of the probability of
failure PA of component A, the exponential distribution of (1)
is used

PA = 1 − e−λT (1)

TABLE II

FTA Basic Metrics

Metric Definition Value and
Notes

CS importance (I) Evaluates the
contribution of
minimum CS to
the top event
(total) probability,
Ics=Pcut set /Ptotal

The highest
the ratio,
the highest the
impact
to the total
probability
Ics > 0

Fussell–Vesely (FV)
importance (I)

Evaluates the
contribution of
each event to the
top event (total)
probability,
IFV =Pevent /Ptotal

The highest
the ratio,
the highest the
impact to the
total
probability
IFV >0

Risk reduction worth
(RRW)

Evaluates the
decrease in the
FT top event
(total) probability
if a given event A
is guaranteed not
to occur (set
PA=0 in FTA)

High decrease
in the total
propability
indicates
critical event,
0<=RRW<=1

Risk achievement
worth (RAW)

Evaluates the
increase in the FT
top event (total)
probability if a
given event A
occurs (set PA=1
in FTA)

High increase
in the total
propability
indicates
critical event,
0<=RAW<=1

where T is the component’s exposure time and λ is the
component’s failure rate, which can be written as a function
of the mean time between failures (MTBF)

MTBF =
1

λ
. (2)

The constant failure rate and the memoryless property of the
exponential distribution will help to avoid adding complexity
in the proposed framework.

C. BN

BN [29] belong to probabilistic graphical models. These
structures are used to represent specific knowledge in an uncer-
tain domain. BN combine general principles from probability
theory, graph theory, and statistics. A set of random variables
(nodes) along with their conditional dependences (edges) are
connected through a DAG. The nodes are drawn as circles
each with a label corresponding to variable’s name, while
edges are represented by arrows showing the dependence of
the connected nodes.

The graphical-qualitative representation of BN is usually
followed by the quantitative part of the model. This includes
parameters such as the conditional probability distribution at
each node. It should be noted that BN must satisfy the Markov
property, i.e., each variable depends only on its parents. The
conditional probability is usually given in a table format,
reporting the probability of the variable represented by the
node for each combination of values of the node’s parent
variables.
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Fig. 3. BN model.

Hence, a BN can be defined by a set of nodes (random
variables) X = X1, . . . , Xn with interdependences through
a DAG G. The graph G corresponds to a joint probability
distribution over the set of random variables

P
(
X1,X2, ..., Xn

)
=

n∏
i=1

P (Xi|Pa (Xi)) (3)

where Pa (Xi) are the parents of Xi.
Consider, for example, the BN of Fig. 3, where node 3

is a direct cause of node 2, node 4 depends on nodes 1, 2,
and 3 while node 1 has no parents. For each realization of
each node conditioned on the set of its parents in the graph
G, the conditional probabilities �Pr(2|1), Pr(3|2), Pr(4|1, 2, 3)
should be evaluated. The DAG G over the set of variables
X(1, 2, 3, 4) is called a network structure, while �, also called
network parameterization, is a set of conditional probability
tables (CPT), one for each variable.

IV. Results and Discussion

A. Coarse Reliability Analysis

In this section, a coarse reliability analysis will be per-
formed. This includes HAZOP and FT analysis by taking
into account the absolutely necessary components of each
system. In this case, residual mishap risks are incorporated
using sensitivity analysis of a random variable.

The starting point of the hybrid analysis tool is the col-
lection of the participant components along with their inter-
connections and interdependences. Then, the parameters and
guidewords used in HAZOP are defined and recorded in the
worksheet form, as shown in Table III. The HAZOP table for
the CO reveals its main functionality within SoS, which is
switching among LE subscribers. Furthermore, it is connected
to BBRASs in order to get the required authentication through
an optical fiber. However, this can be interrupted due to a
failure or a mishap in the BBRAS or due to a fiber cut.

The HAZOP is repeated for each component separately and
FTA follows to graphically represent the root cause of each top

Fig. 4. FTA in the case of the LE.

event. As shown in Fig. 4, the three parameters, connection,
electricity, and temperature, can be triggered by hardware,
software, or human errors.

In order to mathematically represent the block diagram
of FTA, MATLAB’s simulink toolbox along with Boolean
algebra was used. As an example, the simulink model for the
CO is illustrated in Fig. 5. Highlighted is the BBRAS mishap
that acts as the interface hazard. The input parameters of the
obtained model are the exposure time T and the failure rate
λ that is the inverse of the MTBF. In this paper, the exposure
time T is considered arbitrarily as 10 years. However, any
other value of the exposure time can be easily introduced in
the proposed framework. The MTBF, which was used in this
paper, has been mined from the database of a built-in techno-
economic tool containing numerous network components [30].

The probability of failure of each system is then estimated.
As shown in Fig. 6, the BBRAS is the most reliable system,
while the CPE is characterized by the highest probability
of failure. The above result is somewhat expected since the
BBRAS is located in a higher position in the network hierarchy
compared to the CPE. This means that BBRAS serves numer-
ous end users, while CPE is located at the customer’s premise
serving just one. Hence, BBRAS has to be more robust since
its failure results in significant effects in terms of disconnected
end users.

In order to evaluate the probability of failure of SoS,
one should carefully investigate the relationships between the
constituent systems. From Fig. 1, it can be deduced that the
systems comprising SoS are connected in series. Therefore, an
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TABLE III

HAZOP Spreadsheet for the Central Office

No. Item Function/purpose Parameter Guide word Consequence Cause Secondary cause Hazard
BBRAS MISHAP

Connection NO All assigned LEs
not connected

Fiber cut Faulty installation BBRAS–CO interface
damage

1 CO Serves switching
among LE
subscribers

Human mistake

CO nonfunctional Hardware error CO equipment fault
Software error

2 Electricity NO All assigned LEs
not connected

Power supply is not
working

Loss of power

3 Temperature HIGH All assigned LEs
not connected

Air condition damage Equipment damage

Fig. 5. Simulink model for the estimation of the CO probability of failure.

OR gate [31] must be used in order to evaluate the probability
of failure of SoS, as shown in Fig. 7. However, increased at-
tention should be paid during calculations. Multiple occurring
events and branches observed in the FTA must be removed
in order to avoid errors that will decrease the accuracy of the
obtained results.

In the initial coarse analysis, the probability of failure of
SoS equals the probability that at least one user does not enjoy
the provided service. Therefore, the probability is identical
to the probability of failure of the CPE due to the serial
connection of the constituent systems. However, a different
definition of the probability of failure of SoS could alter the
above case. According to this definition, the probability of
failure should depend on the number of disconnected users.

It is interesting to note that different SoS mishaps lead to
different results in terms of the disconnected users. An SoS

mishap coming from a hardware error of the CPE results in
the disconnection of a single user. A mishap for the network
that has to do with the LE will influence a serious number
of connected DSLAMs, which affect multiple users. Although
the results obtained from the coarse analysis are not of great
importance, it gives us a first insight into the performance of
SoS.

In the above analysis, the residual mishap risk as a result
of a nonperfect hazard analysis in not accounted for. In order
to incorporate the residual mishap risk, a random variable is
introduced. In order to retain the complexity of the framework
in low levels, the random variable is chosen arbitrarily to
follow the normal distribution. It should be noted that the
position of the residual mishap risk is significant. As expected,
the introduction of the residual mishap risk in the CPE region
(Fig. 6) has the maximum impact on the performance of SoS.
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Fig. 6. Probability of failure of the SoS constituent systems for 18 000 h of operation.

Fig. 7. SoS mishap.

Apart from the probability of failure, several importance
metrics can also be derived through FT analysis. These metrics
can be used to determine the significance of the contribution
of all events in the FT to the probability of the top event. The
first metric is the CS importance that equals the ratio of the CS
probability to the FT top probability. The CS importance in
the case of SoS is depicted in Fig. 8. It can be deduced that the
“air condition fault or damage” event has the highest impact
ratio in the SoS probability of failure and can be characterized
as a critical event. This is not surprising since the air condition
has the lowest MTBF.

The impact of lower level events can also be evaluated using
the risk reduction worth (RRW) metric. This corresponds to the
decrease in the probability of the top event if the lower level
event did not occur. The RRW measure in the case of SoS is
illustrated in Fig. 9. A conclusion similar to that of Fig. 8 can
also be derived from the zoomed version of the RRW diagram.
The omission of “air condition fault or damage” event results
in the biggest reduction of SoS probability of failure.

Similarly, the importance metrics of the constituent systems
can also be estimated in order to early track critical events and
the high risk hours of operation.

B. Complex and Unknown Events

The above picture of a coarse analysis completely changes
if one wants to incorporate additional information in the
proposed framework. However, one should always have in
mind the basic purpose of an SoS framework that is to address
complexity and size issues while simultaneously maintaining
its dynamic and emergent behavior. Thus, the inclusion of
details should be performed in a general way to avoid over-
loading the proposed framework.

To begin with, the term “additional information” includes
both unknown risks and events, which cannot be easily mod-
eled, quantified, and described in precise terms. In the second
set, one can incorporate failures on specific ports or elements
that are not taken into consideration, such as the existence of
backup systems, the ability of traffic rerouting [32], and the
possibility of fast restoration [33]. In other words, the latter
set of information mainly includes those actions that prevent
failures before perceived by the end user.

Therefore, it is obvious that under this new perspective, one
must ignore the rigorous block diagram of Fig. 1. Both the
first and the second set of additional details may be connected
either in series or in parallel with existing systems.

In order to incorporate complex and unknown events as well
as to extract useful guidelines, one should resort to BN models.
Such models will provide us with the asset of answering
complex probabilistic queries about the network operation,
using the information about nodes and interfaces obtained
from the HAZOP and FT analyses. The BN describing the
FTTC network under SoS perspective is shown in Fig. 10. Sys-
tems connected in parallel are used to represent the complex
and unknown events. Unlike common serial-parallel reliability
analysis, the inclusion of BN in the framework of the study
makes feasible the generation of quantitative results that deal
with complex and unknown events. This way, deep uncertainty
is also modeled through the proposed framework.

A first insight into the impact of unknown or complex events
and risks is the change occurred in the BN parameters, such as
the CPTs of each system. By ignoring complex and unknown
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Fig. 8. Cut sets importance in the case of SoS.

Fig. 9. Estimation of RRW for SoS.

TABLE IV

BN Parameters for the CO

Conditional Probability Table BBRASS
CO Mishap=True Mishap=False
Probability of Mishap=True 1 1-exp(-(0.0003124)*T)
Probability of Mishap=False 0 exp(-(0.0003124)*T)

events, the CPT for the CO is shown in Table IV. As shown in
Table IV, the probability of failure of CO when the BBRAS has
a mishap is equal to 1, which means that CO will also fail be-
cause of the interface hazard. On the other hand, when BBRAS
has no mishap, CO probability follows an exponential function
that is derived from the HAZOP-FTA analysis, as shown in
Fig. 6. However, the incorporation of the parallel system at
BBRAS level completely changes the CO’s CPT. The BBRAS
failure will not be transferred to the CO level since the service
continuity is guaranteed through the parallel system.

Using the BN of Fig. 10, one can calculate several condi-
tional probabilities, such as the probability of failure of the

SoS given that LE is failing

P (SoS = True|CPE, DSLAM, LE = True, CO, BRASS) =

=

∑
C,D,CO,B∈[True, False]

P(SoS=T, C, D, L=T, CO, B)∑
SoS,C,D,CO,B∈[True, False]

P(SoS, C, D, L=T, CO, B)

(4)
where CPE, DSLAM, LE, CO, BBRASS, true, and false are
written as C, D, L, CO, B, T, and F for simplicity.

Since the probabilities of failure of the parallel systems are
unknown, one should resort to identically distributed random
variables. However, in order to focus on the impact of the
parallel to the LE system, its probability of failure ranges
from 0.2 to 0.8, while the probabilities of failure of the others
are chosen equal to 0.5 arbitrarily. In Fig. 11, the conditional
probability of (4) is illustrated for three different sets of
operation hours for the SoS.

From Fig. 11, it can be deduced that in the initial stages
of SoS operation, the impact of the parallel to the LE system
is higher. It is interesting to note that the SoS conditional
probability marginally changes for more than 10 000 h of
operation. In addition, as expected, the SoS conditional proba-
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Fig. 10. Bayesian model for the SoS interconnection.

Fig. 11. Conditional probability of (4) for three different sets of operation
hours as a function of the probability of failure of the LE’s parallel system.

bility increases as the probability of failure of the LE’s parallel
system increases.

In order to further reveal the impact of simultaneously
changing the probability of failure of the parallel systems, one
can resort to Monte Carlo simulations. In Fig. 12(a) and (b),
the histograms of the conditional probability of failure values
[estimated using (4)] are shown for 10 000 h of SoS operation.
These are obtained when the probabilities of failure of the
parallel systems are randomly chosen from (a) a normal and
(b) a uniform distribution inside [0.3, 0.7]. The conditional
probability values for both distributions were calculated using
105 Monte Carlo iterations. It is interesting to note that the
conditional probability exhibits an almost similar sensitivity
for both distributions. In both cases, an SoS probability of
failure equal to 0.35 is the most probable one. It can also be
observed that the performance of the SoS is relatively prone
to uncertainty-induced changes.

Figs. 11 and 12 provide an indication of the reliability of
the obtained results against uncertainties in the incorporation
of unknown events and risks or events that cannot be easily
modeled.

Fig. 12. Sensitivity analysis of SoS with Monte Carlo simulation at 10 000
h of operation using BN. (a) Normal. (b) Uniform distribution.

C. Dynamic and Emergent Behavior of the Proposed
Framework

In the previous subsections, the hybrid HAZOP-FTA
method along with the BN modeling and the sensitivity
analysis was implemented to evaluate the impact of unknown
events, such as the addition of new systems which is a part of
the evolution of the SoS. In order to further study the emergent
behavior of the SoS under investigation, one should resort
to techniques dealing with large degrees of uncertainty (deep
uncertainty). Under conditions of deep uncertainty, it is hard
to forecast the realizations and the time-varying relationships
of relevant factors in the SoS. Furthermore, these situations
of uncertainty can be occurred in a system that has not yet
existed. The latter case is examined in this subsection since
new versions of the SoS can be obtained through the addition
or deletion or replacement of systems or links. Unfortunately,
in deep uncertainty the appropriate conceptual models to
describe interactions among SoS variables as well as the
probability distributions to represent uncertainty about key
parameters in the models are unknown.

In order to calm down model assumptions that are necessary
to address uncertainty, a series of computational experiments
should be performed. The numerical simulations include eval-
uations of model outcomes across a large set of possible
SoS representations. Each plausible SoS representation can be
assumed as one hypothesis about SoS behavior. By investi-
gating a large set of such hypotheses and by evaluating their
correctness, the “whole picture” of SoS emergent behavior can
be obtained.

A simple method for constructing the possible SoS models
is to include time in the model specification defining the
evolution of the SoS model. Without loss of generality, a
discrete rather than continuous approach in modeling the time
evolution is considered. The evolutionary modeling of SoS is
depicted in Fig. 13.
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Fig. 13. Network realization along with uncertainty spaces.

Fig. 14. SoS plausible representation for different combinations of failure
rates and parallel systems probabilities of failure.

TABLE V

Parameters of the Realization

aa λ1 λ2 P1 P2

1 80% λ1,in 80% λ2,in 0.3 0.3
2 90% λ1,in 90% λ2,in 0.4 0.4
3 λ1,in=0.000135 λ2,in=0.000312 0.5 0.5
4 110% λ1,in 110% λ2,in 0.6 0.6
5 120% λ1,in 120% λ2,in 0.7 0.7

As shown in Fig. 13, there is a dependence of uncertainty
spaces in a period i on the realizations of all the preced-
ing periods. For example in Period 2, the uncertainty space
(Space2 [(sm)1]) is generated from the realization (sm)1 of the
preceding uncertainty space (Space1 [(sk)0]), which in turn is
originated from the initial condition (sk)0. Hence, a possible
future path (dashed lines) can be represented by the sequence
(sk)0→(sk)1→ (sk)2. . . → (sk)n.

In this paper, the time gap between two consequent periods
is two years, while the parameters involved in each uncertainty
space (Fig. 14) are the failure rates of the BRAS server and the
CO switch as well as the probability of failure of the parallel
to the CO and the LE systems. Each combination between
the failure rates and the probability of failures of the parallel
systems is a plausible SoS representation, while the path from
the initial condition to this representation point describes the
SoS behavior up to that period.

The values for the parameters λ1, λ2, P1, P2 are shown in
Table V, where λi,in are the original values of the component’s
failure rate used in the previous sections.

Fig. 15. One of the possible SoS representations after four years (period 2).

In Fig. 15, the uncertainty space 2 (after four years)
originating from the realization (80% λ1,in,110 % λ2,in, 0.3,
0.5) of the previous period (2 years) is illustrated as a color
map where different colors correspond to different probability
values estimated using

P(SoS = True|CPE = False, DSLAM, LE, CO, BRASS)
(5)

=

∑
D,L,CO,B[True,False] P(SoS = T, C, = F, D, L, CO, B)∑
SOS,DL,CO,B∈[True,False] P(SoS, C = F, D, L, CO, B)

.

In order to simplify Fig. 15 the coordinates of each real-
ization are omitted. However, a method for determining the
coordinates of a realization k (ith line and jth column of
Fig. 15) is provided by the following equations:

λ1,k = λ1

(⌊
i − 1

5

⌋
+ 1

)
(6a)

λ2,k = λ2 (mod ((i − 1) , 5) + 1) (6b)

P1,k = P1

(⌊
j − 1

5

⌋
+ 1

)
(6c)

P2,k = P2 (mod ((j − 1) , 5) + 1) (6d)

where �x� denotes the integer part of x and λi(m), Pi(m) repre-
sent the mth entries of λi and Pi, respectively, in Table V. Using
the color map of Fig. 15, one can predict the impact of possible
changes (components replacement and/or addition or deletion
of links—systems) in the infrastructure by estimating the
values of conditional probabilities and determine the emergent
behaviors of the SoS by exploring the corresponding paths.

V. Conclusion

In this paper, a new SoS framework for the reliability
assessment of telecommunication networks was proposed.
This was based on a combination of hazard analysis
techniques along with the BN model and sensitivity analysis.
The proposed framework was implemented in the case of a
fiber-to-the-curb VDSL network. The probabilities of failure
of both the constituent systems and SoS were evaluated.
Several importance metrics were also calculated showing the
significance of all events contribution. The impact of both
residual mishap risk and unknown events was estimated.
The SoS evolution, i.e., SoS changes stemming from link
or system addition or replacement, was investigated through
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exploratory modeling. The obtained results revealed the
importance of the proposed tool regarding the proper and
uninterrupted operation of SoS under investigation.

The proposed methodology can be used for evaluation of
network performance and monitoring of service quality and
service level agreements in a telecommunication network.
It can also be exploited in technoeconomic studies in
order to evaluate the cost of operation, administration, and
maintenance.
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