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Abstract

This paper describes a new replication algorithm that is able
to tolerate Byzantine faults. We believe that Byzantine-
fault-tolerant algorithms will be increasingly important in
the future because malicious attacks and software errors are
increasingly common and can cause faulty nodes to exhibit
arbitrary behavior. Whereas previous algorithms assumed a
synchronous system or were too slow to be used in practice,
the algorithm described in this paper is practical: it works in
asynchronous environments like the Internet and incorporates
several important optimizations that improve the response time
of previous algorithms by more than an order of magnitude. We
implemented a Byzantine-fault-tolerant NFS service using our
algorithm and measured its performance. The results show that
our service is only 3% slower than a standard unreplicated NFS.

1 Introduction

Malicious attacks and software errors are increasingly
common. The growing reliance of industry and gov-
ernment on online information services makes malicious
attacks more attractive and makes the consequences of
successful attacks more serious. In addition, the number
of software errors is increasing due to the growth in size
and complexity of software. Since malicious attacks and
software errors can cause faulty nodes to exhibit Byzan-
tine (i.e., arbitrary) behavior, Byzantine-fault-tolerant al-
gorithms are increasingly important.

This paper presents a new, practical algorithm for
state machine replication [17, 34] that tolerates Byzantine
faults. The algorithm offers both liveness and safety
provided at most [%] out of a total of n replicas are
simultaneously faulty. This means that clients eventually
receive replies to their requests and those replies are
correct according to linearizability [ 14, 4]. The algorithm
works in asynchronous systems like the Internet and it
incorporates important optimizations that enable it to
perform efficiently.

There is a significant body of work on agreement
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and replication techniques that tolerate Byzantine faults
(starting with [19]). However, most earlier work (e.g.,
[3, 24, 10]) either concerns techniques designed to
demonstrate theoretical feasibility that are too inefficient
to be used in practice, or assumes synchrony, i.e.,
relies on known bounds on message delays and process
speeds. The systems closest to ours, Rampart [30] and
SecureRing [16], were designed to be practical, but they
rely on the synchrony assumption for correctness, which
is dangerous in the presence of malicious attacks. An
attacker may compromise the safety of a service by
delaying non-faulty nodes or the communication between
them until they are tagged as faulty and excluded from the
replica group. Such a denial-of-service attack is generally
easier than gaining control over a non-faulty node.

Our algorithm is not vulnerable to this type of
attack because it does not rely on synchrony for
safety. In addition, it improves the performance of
Rampart and SecureRing by more than an order of
magnitude as explained in Section 7. It uses only one
message round trip to execute read-only operations and
two to execute read-write operations. Also, it uses
an efficient authentication scheme based on message
authentication codes during normal operation; public-key
cryptography, which was cited as the major latency [29]
and throughput [22] bottleneck in Rampart, is used only
when there are faults.

To evaluate our approach, we implemented a replica-
tion library and used it to implement a real service: a
Byzantine-fault-tolerant distributed file system that sup-
ports the NES protocol. We used the Andrew bench-
mark [15] to evaluate the performance of our system. The
results show that our system is only 3% slower than the
standard NFS daemon in the Digital Unix kernel during
normal-case operation.

Thus, the paper makes the following contributions:

e It describes the first state-machine replication proto-
col that correctly survives Byzantine faults in asyn-
chronous networks.

e It describes a number of important optimizations that

allow the algorithm to perform well so that it can be
used in real systems.



e |t describes the implementation of a Byzantine-fault-
tolerant distributed file system.

e |t provides experimental results that quantify the cost
of the replication technique.

The remainder of the paper is organized as follows.
We begin by describing our system model, including our
failure assumptions. Section 3 describes the problem
solved by the algorithm and states correctness conditions.
The algorithm is described in Section 4 and some
important optimizations are described in Section 5.
Section 6 describes our replication library and how
we used it to implement a Byzantine-fault-tolerant
NEFS. Section 7 presents the results of our experiments.
Section 8 discusses related work. We conclude with a
summary of what we have accomplished and a discussion
of future research directions.

2 System Model

We assume an asynchronous distributed system where
nodes are connected by a network. The network may
fail to deliver messages, delay them, duplicate them, or
deliver them out of order.

We use a Byzantine failure model, i.e., faulty nodes
may behave arbitrarily, subject only to the restriction
mentioned below. We assume independent node failures.
For this assumption to be true in the presence of malicious
attacks, some steps need to be taken, e.g., each node
should run different implementations of the service code
and operating system and should have a different root
password and a different administrator. It is possible
to obtain different implementations from the same code
base [28] and for low degrees of replication one can buy
operating systems from different vendors. N-version
programming, i.e., different teams of programmers
produce different implementations, is another option for
some services.

We use cryptographic techniques to prevent spoofing
and replays and to detect corrupted messages. Our
messages contain public-key signatures [33], message
authentication codes [36], and message digests produced
by collision-resistant hash functions [32]. We denote a
message m signed by node i as (m),, and the digest of
message m by D(m). We follow the common practice
of signing a digest of a message and appending it to
the plaintext of the message rather than signing the full
message ({(m),, should be interpreted in this way). All
replicas know the others’ public keys to verify signatures.

We allow for a very strong adversary that can
coordinate faulty nodes, delay communication, or delay
correct nodes in order to cause the most damage to the
replicated service. We do assume that the adversary
cannot delay correct nodes indefinitely. We also assume
that the adversary (and the faulty nodes it controls)

are computationally bound so that (with very high
probability) it is unable to subvert the cryptographic
techniques mentioned above. For example, the adversary
cannot produce a valid signature of a non-faulty node,
compute the information summarized by a digest from
the digest, or find two messages with the same digest.
The cryptographic techniques we use are thought to have
these properties [33, 36, 32].

3 Service Properties

Our algorithm can be used to implement any deterministic
replicated service with a state and some operations. The
operations are not restricted to simple reads or writes of
portions of the service state; they can perform arbitrary
deterministic computations using the state and operation
arguments. Clients issue requests to the replicated service
to invoke operations and block waiting for a reply. The
replicated service is implemented by n replicas. Clients
and replicas are non-faulty if they follow the algorithm
in Section 4 and if no attacker can forge their signature.

The algorithm provides both safety and liveness assum-
ing no more than | % | replicas are faulty. Safety means
that the replicated service satisfies linearizability [14]
(modified to account for Byzantine-faulty clients [4]): it
behaves like a centralized implementation that executes
operations atomically one at a time. Safety requires the
bound on the number of faulty replicas because a faulty
replica can behave arbitrarily, e.g., it can destroy its state.

Safety is provided regardless of how many faulty
clients are using the service (even if they collude with
faulty replicas): all operations performed by faulty clients
are observed in a consistent way by non-faulty clients.
In particular, if the service operations are designed to
preserve some invariants on the service state, faulty
clients cannot break those invariants.

The safety property is insufficient to guard against
faulty clients, e.g., in a file system a faulty client can
write garbage data to some shared file. However, we
limit the amount of damage a faulty client can do by
providing access control: we authenticate clients and
deny access if the client issuing a request does not have
the right to invoke the operation. Also, services may
provide operations to change the access permissions for
a client. Since the algorithm ensures that the effects of
access revocation operations are observed consistently by
all clients, this provides a powerful mechanism to recover
from attacks by faulty clients.

The algorithm does not rely on synchrony to provide
safety. Therefore, it must rely on synchrony to provide
liveness; otherwise it could be used to implement
consensus in an asynchronous system, which is not
possible [9].  We guarantee liveness, i.e., clients
eventually receive replies to their requests, provided at
most [”3;1] replicas are faulty and delay(t) does not



for lheyargumenls and portions of the state that are op;;qué
to the service operations. We plan to investigate these
techniques in the future.

4 The Algorithm

Our algorithm is a form of state machine replication [17,
34]: the service is modeled as a state machine that is
replicated across different nodes in a distributed system.
Each state machine replica maintains the service state
and implements the service operations. We denote the
set of replicas by R and identify each replica using an
integer in {0, ...,|R| — 1}. For simplicity, we assume
R| = 3f + 1 where f is the maximum number of
replicas that may be faulty; although there could be
more than 3 f + 1 replicas, the additional replicas degrade
performance (since more and bigger messages are being
exchanged) without providing improved resiliency.

The replicas move through a succession of configura-
tions called views. In a view one replica is the primary
and the others are backups. Views are numbered con-
secutively. The primary of a view is replica p such that
p = v mod |R|, where v is the view number. View
changes are carried out when it appears that the primary
has failed. Viewstamped Replication [26] and Paxos [18]
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4.1 The Client

A client ¢ requests the execution of state machine
operation o by sending a (REQUEST,o,1t,c),. message
to the primary. Timestamp ¢ is used to ensure exactly-
once semantics for the execution of client requests.
Timestamps for ¢’s requests are totally ordered such that
later requests have higher timestamps than earlier ones;
for example, the timestamp could be the value of the
client’s local clock when the request is issued.

Each message sent by the replicas to the client includes
the current view number, allowing the client to track the
view and hence the current primary. A client sends
a request to what it believes is the current primary
using a point-to-point message. The primary atomically
multicasts the request to all the backups using the protocol
described in the next section.

A replica sends the reply to the request directly to
the client. The reply has the form (REPLY, v, t,¢,,7),,
where v is the current view number, ¢ is the timestamp of
the corresponding request, i is the replica number, and r
is the result of executing the requested operation.

The client waits for f + 1 replies with valid signatures
from different replicas, and with the same ¢ and r, before


















6 Implementation completely implemented (including the manipulation of
B . . p

This section describes our implementation. First wethe timers that trigger view change;) and because we

discuss the replication library, which can be used a§1ave formalized the complete algorithm and proved its

a basis for any replicated service. In Section 6.2 weborrectness [4].

describe how we implemented a replicated NFS on top ) . .

of the replication library. Then we describe how we 6.2 BFS: A Byzantine-Fault-tolerant File System

maintain checkpoints and compute checkpoint digestyVe implemented BFS, a Byzantine-fault-tolerant NFS

ef ciently. service, using the replication library. Figure 2 shows the
architecture of BFS. We opted not to modify the kernel
6.1 The Replication Library NFS client and server because we did not have the sources

The client interface to the replication library consists of for the Digital Unix kernel.

a sing|e procedurénvoke with one argument’ an input Ale system exported by the fault-tolerant NFS service
buffer containing a request to invoke a state machinds mounted on the client machine like any regular NFS
operation. Thanvoke procedure uses our protocol to le system. Application processes run unmodi ed and
execute the requested operation at the replicas and seldgferact with the mounted le system through the NFS

the correct reply from among the replies of the individual client in the kernel. We rely on user lewelay processes
replicas. It returns a pointer to a buffer containing theto mediate communication between the standard NFS

operation result. client and the replicas. A relay receives NFS protocol

On the server side, the replication code makes dequests, calls thevoke procedure of our replication
number of upcalls to procedures that the server part ofibrary, and sends the result back to the NFS client.
the application must implement. There are procedures
to execute requesteXecutg to maintain checkpoints of
the service statafakecheckpointdeletecheckpoint, to
obtain the digest of a speci ed checkpoimetdiges},
and to obtain missing informationgétcheckpoint
setcheckpoint Theexecutgrocedure receives as input
a buffer containing the requested operation, executes the Andrew
operation, and places the result in an output buffer. The
other procedures are discussed further in Sections 6.3 4
and 6.4. kernel NFS client

Point-to-point communication between nodes is imple- oy
mented using UDP, and multicast to the group of replicas
is implemented using UDP over IP multicast [7]. There
is a single IP multicast group for each service, which con-
tains'all the replicas. The§e communication protocols are  figure 2: Replicated File System Architecture.
unreliable; they may duplicate or lose messages or deliver
them out of order. Each replica runs a user-level process with the

The algorithm tolerates out-of-order delivery and replication library and our NFS V2 daemon, which we
rejects duplicates. View changes can be used to recovavill refer to assnfsd(for simplenfsd. The replication
from lost messages, but this is expensive and therefore ltbrary receives requests from the relay, interacts with
is important to perform retransmissions. During normalsnfsdby making upcalls, and packages NFS replies into
operation recovery from lost messages is driven byreplication protocol replies that it sends to the relay.
the receiver: backups send negative acknowledgments We implementedsnfsdusing a xed-size memory-
to the primary when they are out of date and themapped le. All the le system data structures, e.g.,
primary retransmits pre-prepare messages after a lonigpodes, blocks and their free lists, are in the mapped le.
timeout. A reply to a negative acknowledgment mayWe rely on the operating system to manage the cache of
include both a portion of a stable checkpoint and missingnemory-mapped le pages and to write modi ed pages
messages. During view changes, replicas retransmib disk asynchronously. The current implementation
view-change messages until they receive a matching newsses 8KB blocks and inodes contain the NFS status
view message or they move on to a later view. information plus 256 bytes of data, which is used to store

The replication library does not implement view directory entries in directories, pointers to blocks insle
changes or retransmissions at present. This doeand textin symbolic links. Directories and les may also
not compromise the accuracy of the results givenuse indirect blocks in a way similar to Unix.
in Section 7 because the rest of the algorithm is Our implementation ensures that all state machine
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that determines the performance of the system. All The overhead for read-only operations is signi cantly
experiments ran with one client running two relay lower because the optimization discussed in Section 5.1
processes, and four replicas. Four replicas can tolerateduces both computation and communication overheads.
one Byzantine fault; we expect this reliability level to For example, the computation overhead for the read-only
suf ce for most applications. The replicas and the 0/0 operation is approximately 0.43ms, which includes
clientran onidentical DEC 3000/400 Alpha workstations.0.23ms spent executing cryptographic operations, and
These workstations have a 133 MHz Alpha 21064the communication overhead is only 0.37ms because the
processor, 128 MB of memory, and run Digital Unix protocol to execute read-only operations uses a single
version 4.0. The le system was stored by each replicaround-trip.
on a DEC RZ26 disk. All the workstations were  Table 1 shows that the relative overhead is lower for
connected by a 10Mbit/s switched Ethernet and had DEGhe 4/0 and 0/4 operations. This is because a signi cant
LANCE Ethernet interfaces. The switch was a DEC fraction of the overhead introduced by the replication
EtherWORKS 8T/TX. The experiments were run on anjibrary is independent of the size of operation arguments
isolated network. and results. For example, in the read-write 0/4 operation,
The interval between checkpoints was 128 requestgshe large message (the reply) goes over the network
which causes garbage collection to occur several times ignly once (as discussed in Section 5.1) and only the
any of the experiments. The maximum sequence numbesryptographic overhead to process the reply message is
accepted by replicas in pre-prepare messages was 2%fcreased. The overhead is higher for the read-write 4/0
plus the sequence number of the last stable ChECprint.operation because the large message (the request) goes
over the network twice and increases the cryptographic

72 Mlcro-Benchmark ] overhead for processing both request and pre-prepare
The micro-benchmark measures the latency to invokgnessages.

a null operation. It evaluates the performance of two It is important to note that this micro-benchmark

implementations of a simple service with no state thatrepresents the worst case overhead for our algorithm
implements null operations with arguments and resultsOecause the operations perform no work and the
of different sizes. The rst implementation is replicated nreplicated server provides very weak guarantees.

using our Iiprary and the second is unreplicated .an(*\jllost services will require stronger guarantees, e.g.,
uses UDP directly. Table 1 reports the response tlme3uthenticated connections, and the overhead introduced

mgasured "’.It the client for bOth. read-on'ly.and readbyouralgorithmrelativetoaserverthatimplementsthese
write operations. They were obtained by timing 10,000 uarantees will be lower. For example, the overhead

operation invocationsin three separate runs and we repo, the replication Iibrary relative to a version of the

:jhe.m'edla;n Vall:]e of t(;].e three r:ms. ;’hle mg)ggpun;unreplicated service that uses MACs for authentication
eviation from the median was always below 0.3% of;q only 243% for the read-write 0/0 operation and 4% for

the reported value. We denote each_operanoralthy d[he read-only 4/0 operation.
whereaandb are the sizes of the operation argument an .
We can estimate a rough lower bound on the

resultin KBytes. . . .
y performance gain afforded by our algorithm relative to

arg./res. replicated without Rampart [30]. Reiter reports that Rampart has a latency
(KB) read-write read-only | replication of 45ms for a multi-RPC of a null message in a 10 Mbit/s
0/0 3.35(309%) | 1.62 (98%) 0.82 Ethernet network of 4 SparcStation 10s [30]. The multi-
4/0 | 14.19(207%)| 6.98 (51%)|  4.62 RPC is suf cient for the primary to invoke a state machine
0/4 8.01 (72%) | 5.94(27%)| 4.66 operation but for an arbitrary client to invoke an operation

Table 1: Micro-benchmark results (in milliseconds); theit would be necessary to add an extra message delay and

percentage overhead is relative to the unreplicated case2n extra RSA signature and veri cation to authenticate
the client; this would lead to a latency of at least 65ms

The overhead introduced by the replication library is(using the RSA timings reported in [29].) Even if we
due to extra computation and communication. For examelivide this latency by 1.7, the ratio of the SPECint92
ple, the computation overhead for the read-write 0/0 op+atings of the DEC 3000/400 and the SparcStation 10, our
eration is approximately 1.06ms, which includes 0.55msalgorithm still reduces the latency to invoke the read-evrit
spent executing cryptographic operations. The remainand read-only 0/0 operations by factors of more than 10
ing 1.47ms of overhead are due to extra communicationand 20, respectively. Note that this scaling is consergativ
the replication library introduces an extra message roundbecause the network accounts for a signi cant fraction
trip, it sends larger messages, and itincreases the numbef Rampart’s latency [29] and Rampart's results were
of messages received by each node relative to the serviabtained using 300-bit modulus RSA signatures, which
without replication. are not considered secure today unless the keys used to
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generate them are refreshed very frequently.

There are no published performance numbers for __BFS

SecureRing [16] but it would be slower than Rampart phase strict rfo lookup | BFS-nr

because its algorithm has more message delays and ! 0.55(57%) | 0.47(34%) | 0.35

. . . . 2 9.24 (82%) | 7.91 (56%) 5.08

signature operations in the critical path. 3 7.24(18%) | 6.45 (6%) 6.11
4 8.77 (18%) 7.87 (6%) 7.41

7.3 Andrew Benchmark 5 | 38.68 (20%)| 38.38 (19%)| 32.12

The Andrew benchmark [15] emulates a software total | 64.48 (26%)| 61.07 (20%)| 51.07

development workload. It has ve phases: (1) createSrapie 5. Andrew benchmark: BFS vs BFS-nr. The times
subdirectories recursively; (2) copies a source tree; (3)a in seconds.

examines the status of all the les in the tree without
examining their data; (4) examines every byte of data i
all the les; and (5) compiles and links the les.

We use the Andrew benchmark to compare BFS wit
two other le system con gurations: NFS-std, which is
the NFS V2 implementation in Digital Unix, and BFS-nr,
which is identical to BFS but with no replication. BFS-nr
ran two simple UDP relays on the client, and on the serve
it ran a thin veneer linked with a version shfsdfrom
which all the checkpoint management code was remove
This con guration doesot write modi ed le system
state to disk before replying to the client. Therefore, it
does notimplement NFS V2 protocol semantics, wherea
both BFS and NFS-std do.

Out of the 18 operations in the NFS V2 protocol only
getattr  is read-only because the time-last-accesse%
attribute of les and directories is set by operations

lthai WOUIdThOtherW'EPT ?ﬁ tread-onlty, _e.g?['_eadf andd to 20%. This optimization has a signi cant impact in
OOI up . fi € resutt1s | ab our og |r:rr1|zah|on tﬁr réad- ine rst four phases because the time spent waiting for
only operations can rarely be used. 1o snow the ImloacFookup operations to complete in BFS-strict is at least

of this opt|rr:j|zat|or1, wefallgs':osr?lzl tthe Ag'drev;/lmt;)el?chmarkzo% of the elapsed time for these phases, whereas it is
on a second version o atmodies t up less than 5% of the elapsed time for the last phase.
operation to be read-only. This modi cation violates

"he complete benchmark. The overhead is lower than
what was observed for the micro-benchmarks because
hthe client spends a signi cant fraction of the elapsed time
computing between operations, i.e., between receiving
the reply to an operation and issuing the next request,
and operations at the server perform some computation.
But the overhead is not uniform across the benchmark
hases. The main reason for this is a variation in the
mount of time the client spends computing between
operations; the rst two phases have a higher relative
overhead because the client spends approximately 40%
Bf the total time computing between operations, whereas
it spends approximately 70% during the last three phases.
The table shows that applying the read-only optimiza-
on tolookup improves the performance of BFS sig-
ni cantly and reduces the overhead relative to BFS-nr

strict Unix le system semantics but is unlikely to have BES
adverse effects in practice. phase strict r/o lookup | NFS-std
For all con gurations, the actual benchmark code ran 1 0.55 (-69%)| 0.47 (-73%)| 1.75
at the client workstation using the standard NFS client 2 9.24 (-2%) | 7.91(-16%)| 9.46
implementation in the Digital Unix kernel with the same 3 7.24 (35%) | 6.45(20%) | 5.36
mount options. The most relevant of these options for 4 8.77 (32%) | 7.87(19%)| 6.60
the benchmark are: UDP transport, 4096-byte read and 5 | 3868(-2%)| 38.38(-2%)| 39.35
write buffers, allowing asynchronous client writes, and total | 64.48 (3%) | 61.07 (-2%)| 62.52

allowing attribute caching.

Table 3: Andrew benchmark: BFS vs NFS-std. The

We report the mean of 10 runs of the benchmark fortimes are in seconds.
each con guration. The sample standard deviation for
the total time to run the benchmark was always below Table 3 shows the results for BFS vs NFS-std. These
2.6% of the reported value but it was as high as 14% forresults show that BFS can be used in practice — BFS-
the individual times of the rst four phases. This high strict takes only 3% more time to run the complete
variance was also present in the NFS-std con gurationbenchmark. Thus, one could replace the NFS V2
The estimated error for the reported mean was belowmplementation in Digital Unix, which is used daily
4.5% for the individual phases and 0.8% for the total. by many users, by BFS without affecting the latency
Table 2 shows the results for BFS and BFS-nr. Theperceived by those users. Furthermore, BFS with the
comparison between BFS-strict and BFS-nr shows thatead-only optimization for thdookup operation is
the overhead of Byzantine fault tolerance for this serviceactually 2% faster than NFS-std.
is low — BFS-strict takes only 26% more time to run  The overhead of BFS relative to NFS-std is not the
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