This is the author's version of an article that has been published in this journal. Changes were made to this version by the publisher prior to publication.

The final version of record is available at

http://dx.doi.org/10.1109/TVT.2019.2938405

On Jamming and Black Hole Attacks in
Heterogeneous Wireless Networks

Anastasia Tsiota, Dionysis Xenakis, Nikos Passas, and Lazaros Merakos

Abstract—The proliferation of radio-enabled equipment, in-
cluding sensors, controllers, actuators, mobile handhelds, etc.,
into the today’s heterogeneous wireless network (HWN) has led
to the support of different vertical services on-top of the same
physical infrastructure. Such an approach increases the potential
for enhanced multiplexing gains due to the joint utilization of
multiple network tiers and their resources. However, it also links
the availability of new services to the robustness of the HWN
infrastructure against malicious attacks. In this paper, we study
the impact of two prominent denial of service (DoS) attacks,
the jamming and the black hole attack, on network coverage of
multi-tier HWNs. In particular, we consider a HWN model of
multiple tiers, where the locations of nodes belonging to each tier
are modeled by a homogeneous Poisson point process (PPP) with
known intensity. Each tier consists of regular nodes, jammers
(disrupting downlink communications by transmitting at constant
power), and black holes (appearing as regular nodes but without
forwarding received packets to their legitimate destination).
The type of a node for a given network tier is determined
by a prescribed probability, whereas jammer and black hole
nodes are considered to act independently from each other. We
further focus on the challenging scenario where end users can
access a limited number of network tiers, while we also allow
different tiers to potentially utilize different spectrum bands.
Assuming that successful service reception from a node belonging
to a given network tier requires a minimum received signal
quality threshold to be attained, we derive exact expressions
and performance bounds on the coverage probability of random
multi-tier HWNs with joint jamming and black hole attacks,
which depend on the capability of network nodes to detect and
avoid association with malicious nodes (i.e., jammers or black
holes). Detailed numerical results highlight the usefulness of the
proposed analysis, providing valuable insights on system design
and parameterization towards enhanced network robustness.

Index Terms—Heterogeneous wireless networks, multi-tier net-
works, jamming, black hole attacks, performance analysis.

I. INTRODUCTION

Our community has recently witnessed an explosive in-
crease in the number and diversity of end devices with
wireless communication capabilities. Mobile phones, smart
meters, wearables, connected vehicles and drones, are only
a few examples in the area. Recent reports predict that the
number of mobile phones will reach a total of 8.6 billion
devices by 2022, while wide-area and short-range Internet
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of Things (IoT) devices are expected to surpass the number
of mobile phones by 2022 [1]. This trend has created a
highly dynamic and multi-tier heterogeneous wireless network
(HWN), which is composed of wireless networking elements
(WNEs) of different-purpose, supporting different radio ac-
cess technologies (RATs). Adding to this, the forthcoming
integration of different vertical services and RATs under the
5G mobile network architecture, using potentially the same
physical resources, stresses the need for a holistic analysis on
device coexistence in both licensed and unlicensed spectrum.
Besides, 3GPP has already specified how LTE can expand its
operation to unlicensed bands with incumbent IEEE networks
(e.g., License Assisted Access at SGHz in Release 13). Similar
capabilities are provisioned for the 3GPP New Radio as well.

Support of different vertical services and RATSs on top of the
same physical resources, inevitably links service availability
to network robustness against malicious attacks. Denial of
Service (DoS) attacks have lately increased both in numbers
and sophistication [3]. DoS attacks are performed by malicious
nodes that aim to make a machine, or network resource,
unavailable to legitimate users. DoS attacks, and distributed
DoS in particular, have attracted surge of interest due to the
severe impact that they can potentially have on our everyday
life activities and working routine [4]. One recent DoS attack
with disruptive influence on the Danish Railway Company
DSB has been recorded in May 2018. The attack made it
impossible for travelers to purchase a ticket via the DSB
mobile app, website, ticket machines and local kiosks at the
stations. DoS attacks have also been reported in October 2017,
where several IT systems used by Sweden’s transport agencies
have been brought down on two separate days.

Wireless networks are more vulnerable to DoS attacks
due to the openness of the wireless medium. Wireless DoS
(WDoS) attacks aim to prevent legitimate data from reaching
their destinations. WDoS attacks can be launched in various
layers of a wireless network, including the physical and the
network layer. Jamming attacks are a special case of WDoS
that affect the physical layer. Jamming attacks are performed
by an entity widely known as jammer, which aims to disrupt
wireless reception of downlink (DL) data by creating interfer-
ence during the transmission, or reception of packets. The most
common form of jamming attacks involves an attacker that
emits a strong wireless signal continuously to degrade network
coverage. On the contrary, black hole attacks typically affect
the network layer, as they utilize a set of network nodes that
are reprogrammed (by someone malicious) to block (or reject)
the packets they receive (or produce) rather than forward them
to their destination. Therefore, any information entering the
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coverage area of black hole nodes is discarded, or processed
to extract sensitive information. Black hole attacks are easy to
deploy and can compartmentalize the network by undermining
the effectiveness of two-way end-to-end information flow.

In this paper, we study the performance of multi-tier HWNs
that are under the joint impact of jamming and black hole
attacks. We model the locations of network nodes using a
tractable multi-tier model of Poisson point processes (PPPs),
which enables us to estimate network coverage in closed-form.
In particular, we derive network coverage for two scenarios
of high practical interest. In the first scenario, termed as
the perfect detection of malicious WNEs scenario, we derive
network coverage assuming that end users can perfectly detect
jammer and black hole WNEs and avoid association with
them. To achieve this, we first derive network coverage for
accessible tiers belonging to a given frequency band b (Theo-
rem 1) and extend the respective result to the scenario where
multiple bands can be assessed by the end users (Corollary
1). The expressions derived in this scenario provide an upper
performance bound on network coverage of random multi-
tier HWNs with joint jamming and black hole attacks, as
they assess network coverage for any countermeasure that can
achieve perfect detection (and avoidance) of malicious WNE:s.

In the second scenario, termed as the no detection of mali-
cious WNEs scenario, we derive network coverage assuming
that end users are fully unable to detect malicious nodes,
allowing thus association with WNEs independent of their type
(regular, or not). In this scenario, network coverage strongly
depends on the association policy followed by end users,
i.e., how they prioritize access across reachable WNEs that
belong to different network tiers, operate in different spectrum
bands, or utilize different radio access technologies (RATS).
To this end, for this scenario, we assess network coverage
under general association policies that prioritize access across
WNEs based on the operating spectrum band (Theorem 2).
To achieve this, we build on the results derived for the perfect
detection of malicious WNEs scenario and derive the associ-
ation probability with a WNE operating in a given frequency
band independent of its type (Corollary 2). The optimal policy
for band prioritization (i.e., the one maximizing the coverage
probability) is also discussed for this scenario (Proposition 1).
Detailed numerical results draw useful design guidelines for
practical HWN deployments, also providing valuable insights
on upper and lower performance bounds for network coverage
in HWNs with jamming and black hole attacks.

II. RELATED WORKS AND MAIN CONTRIBUTIONS

Current literature includes numerous studies that either aim
to assess the impact of jamming/black hole attacks on network
performance, or aim to develop efficient countermeasures to
safeguard the performance of different network types from
such attacks. The vast majority of recent studies in the area
focus on Wireless Sensor Networks (WSNs) [5] - [10]. In
[5], a novel routing scheme is proposed to dynamically avoid
black hole areas, by estimating the behavioral patterns and the
locations of black hole nodes. To avoid DoS and compromised
node attacks in WSNs, the authors in [6] consider random
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multi-path routing. Four different algorithms are proposed
to split the original message into segments and randomly
route the segments through multiple network paths. Network
robustness is assessed in terms of the packet interception
probability (ratio of intercepted packets to the number of
source packets). The impact of different types of system
failure on the WSN performance is quantified in [7]. Based
on continuous time markov chain (CTMC) modeling, network
performance is analyzed in terms of network survivability
under node, link and attack failures. The impact of multi-
channel jamming attacks under mission-critical applications
is investigated in [8], where the authors consider a WSN
dedicated to the tracking of moving targets, such as airplanes
and military warcrafts. The authors in [9] overview different
types of jamming and eavesdropping attacks in industrial
WSNs, review relevant countermeasures and highlight four
main reasons that degrade system reliability: interference, path
loss, multipath fading and link failure. Assuming a small
sample of network elements (source, destination, jammer,
eavesdropper, relay), a simulation-driven performance com-
parison of different schemes is provided, using quality of
service (QoS) metrics. The authors in [10] focus on wireless
network-controlled systems (WNCS) of physical elements
(plants, sensors, controllers and actuators) that communicate
through wireless networks. Assuming that the performance
of the WNCS is described by a linear quadratic Gaussian
control cost function, the authors derive an optimal strategy
to maximize the impact of jamming attacks in WNCS given
specific energy and system stability constraints.

The works in [11] and [12] focus on mobile ad hoc networks
(MANETS). The problem of black hole attacks in MANETS
is reviewed in [11], where a modification of the on-demand
routing protocol is proposed to alleviate black hole attacks. A
suite of protocols to secure MANETS against different types
of malicious attacks is proposed in [12], and their performance
is analytically assessed. The impact of jamming attacks in
cognitive radio networks (CRNs) with energy harvesting is
studied in [13], assuming that secondary users perform decep-
tion transmissions to deplete the battery of jammer nodes. An
optimal strategy to maximize end-to-end throughput is also de-
rived, using Markov decision modeling and machine learning.
The impact of jamming against wireless networks composed
of base stations, or access points (APs), is studied in [14].
The locations of legitimate and jammer nodes are modeled
using Poisson and Binomial Point Processes, respectively, and
closed-form expressions are derived for network outage and
error probability in such networks. A meticulous study on
friendly jamming is provided in [15], where low-functionality
APs cannot detect unauthorized transmissions. To overcome
this limitation, external devices (termed as friendly jammers)
are used to protect the APs by jamming unauthorized signals.
Real-life implementation and simulation results are provided
for an IEEE 802.11 campus network.

Different from the studies in [5] - [13], this work studies
the performance of multi-tier HWNs that are under the joint
impact of constant jamming (fixed transmit power) and black
hole attacks, where the locations of jammer and black hole
nodes are distributed at random in the Euclidean space with a
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given probability. On the other hand, different from the studies
in [14] and [15], in this work we model the locations of net-
work nodes using a tractable multi-tier model of independent
PPPs that enables us to derive upper and lower performance
bounds for network coverage, depending on the capability of
network nodes to perfectly detect (or not) malicious nodes.
Detailed numerical results allows us to draw useful design
guidelines for practical network deployments and assess the
performance gains of different system design approaches. The
main contributions of our work can be summarized as follows:

o We develop a tractable framework to analyze the network
coverage performance of multi-tier HWNSs in the presence
of constant jamming and black hole attacks.

e We derive upper and lower performance bounds on net-
work coverage of multi-tier HWNs with jamming and
black hole attacks, depending on the capability of network
nodes to perfectly detect (and avoid) malicious nodes.

o We propose and validate the performance of an optimal
association strategy that alleviates such attacks when
legitimate nodes are unable to detect malicious WNEs.

o We assess the impact of key parameters related to jam-
ming and black hole attacks (e.g. transmit power, attack
probability, density of attackers) on network coverage.

o We quantify the performance gains of utilizing multiple
spectrum bands, or RAT interfaces, and assess the perfor-
mance of different frequency-based association strategies.

e We draw guidelines on how to exploit the presented
expressions, the derived performance bounds and the pro-
posed countermeasures in practical HWN deployments.

The remainder of this paper is organized as follows. In
section III, we present the proposed M-tier HWN system
model, define our performance metrics and discuss issues
relevant to the use of the proposed mathematical models. In
section IV, we derive closed-form expressions on network
coverage of multi-tier HWNs with joint jamming and black
hole attacks, under two different scenarios of high practical
interest. In the first scenario, we assume that legitimate nodes
can perfectly detect and avoid association with malicious
WNEs (upper performance bound - section IV.A), whereas
in the second scenario we assume that legitimate nodes are
unable to detect malicious WNEs (lower performance bound -
section IV.B). For the second scenario, we further propose an
optimal association strategy that enables legitimate nodes to
prioritize access among accessible network tiers to maximize
network coverage. In section V, we provide detailed numerical
results using the presented mathematical analysis in practical
HWN deployments and evaluate the efficiency of employing
different countermeasures, or system design options. In section
VI, we overview our contributions and conclude this work.

ITII. SYSTEM MODEL
A. System Description

We consider a HWN infrastructure of M network tiers,
where each tier consists of WNEs that serve similar com-
munication purposes and support the same RAT. WNEs be-
longing to the m-th tier are termed as tier-m WNEs and
their locations are assumed to be distributed according to
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a homogeneous PPP ®,, of intensity A,, in the Euclidean
plane with m € M = {1,---, M}. The locations of WNEs
belonging to different tiers are assumed mutually independent
(i.e., the processes ®,, are mutually independent). WNEs
belonging to different tiers can operate in different spectrum
bands, utilize diverse transmit powers, or be characterized by
different spatial densities. Nevertheless, WNEs of the same
tier are considered to operate in the same spectrum band and
utilize the same (fixed) transmit power (if not malicious). In
the sequel, we denote by P,, the transmit power of all regular
(i.e., non-malicious) WNEs belonging to tier-m.

Without loss of generality, we focus on the performance
of DL communications of a tagged WNE, termed as the
typical WNE, which we consider not to be part of the HWN
infrastructure (not part of ®,,, m € M). The entire HWN is
considered to utilize a total of B distinct and non-overlapping
spectrum bands, where B < M (i.e., different tiers are allowed
to utilize the same band). We also denote by B = {1,--- , B}
the set of utilized spectrum bands and by M, C M the set
of networking tiers that operate in a given band b € B. Since
each tier operates in a single spectrum band, the sets M, are
disjoint. Radio transmissions in a given spectrum band b € B
are governed by the same path loss exponent ay,.

We further focus in the challenging scenario where the
typical WNE is capable of receiving DL data through multiple
tiers of the HWN, e.g. using different RAT interfaces, or
antennas. We use T C M to denote the set of accessible
network tiers. Also, we group the tiers in T into B disjoint sets
(based on their operating band), using Tj; C M to denote the
set of accessible tiers operating in band b € B. Accordingly,
T = UpepTp. We also consider that successful DL service at
the typical WNE requires a minimum received signal quality
(RSQ) threshold. For a given accessible tier 7 € T, we denote
this threshold by +,. For analytical tractability, we assume
that the RSQ thresholds of all tiers are higher than one (i.e.
v > 1,7 € T) and focus our analysis on interference-
limited HWNs, where successful data reception is limited by
the interference caused by WNEs operating in the same band
(i.e. thermal noise at the receiver is assumed to be negligible).

The RSQ threshold assumption implies that the minimum
SIR for preserving a successful serving link should be higher
than one, or equivalently that the successful reception of data
requires a received power from the serving WNE (as measured
at the typical WNE) higher than the aggregate interference
from all in-band operating and non-serving WNEs. This as-
sumption is typical in works conducting performance analysis
using Stochastic Geometry [16] while this assumption has
been shown to provide tight upper bounds to the exact solution
that relaxes the RSQ threshold higher than one requirement.

B. Jamming and Black Hole Attack Models

Jammer and black hole nodes are considered to act inde-
pendently with each other, not being in position to deploy
collaborative attacks. In more detail, in the sequel we assume
that the WNEs of a given tier m € M act as jammer or
black hole nodes independently from the remainder WNEs in
the system, with probability p,, and g,,, respectively, where
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Fig. 1. Example of a three-tier network, where tier-1 and tier-2 WNEs co-
utilize band b1 (blue WNEs) while tier-3 WNEs operate in band b2.

0 < pm+gm < 1. We also consider that all the tier-m jammer
WNESs use fixed transmit power, which we denote by .J,,.
On the contrary, black hole WNEs are considered to act as
regular WNEs supporting all necessary signaling procedures
(including user association); however, without forwarding re-
ceived packets to their eligible destinations. To avoid detection
of their malicious behavior, black hole WNEs in tier-m are
assumed to use the same transmit power P,, with regular
WNEs. The analysis followed can be readily extended to the
scenario where black hole WNEs use different transmit power
compared to regular WNEs.

Since tier-m WNEs act maliciously at random and inde-
pendently of each other, the point process ®,, can be further
divided into three disjoint and mutually independent PPPs of
different intensities. In more detail, the locations of tier-m
jammer WNESs can be described by the PPP ®,,,; of intensity
Dm * Am, the locations of tier-m black hole WNEs by the PPP
®,,,p of intensity ¢, - A, and the locations of regular tier-m
WNEs by the PPP ®,,,,. of intensity (1 — pm — ¢m) * Ams
where ®,, = ®,,; U ®,,;, U $,,,,. Notably, this modeling
approach is equivalent with a system model where jammer and
black hole WNEs are external WNEs (not part of the HWN
infrastructure) that are distributed at random in the Euclidean
plane according to mutually independent PPPs. In Fig.1 we
provide an illustrative example of the proposed system model,
highlighting the different types of WNEs that are met across
the HWN (regular, jammer, black holes) and the potential co-
utilization of the same frequency band by different network
tiers (i.e., tier-1 and tier-2 WNEs co-utilize band b,).

C. Performance Metrics

The performance at the typical WNE is assessed in terms of
coverage probability, taking into account the joint presence of
jammer and black hole nodes in the proposed multi-tier HWN
model. Aiming to derive upper performance bounds for the
coverage probability in such networks, we do not limit our
analysis to a specific association policy that clearly defines
how the typical WNE prioritizes access across the different
WNEs. Instead, we consider that the typical WNE is in
coverage if there exists at least one WNE z € U,,cm®,,, that
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satisfies the following properties: i) x is a regular WNE and
belongs to one of the accessible tiers in T, i.e., x € Uy 1Py,
and ii) the Signal to Interference Ratio (SIR) for the WNE =z is
higher than the RSQ threshold specified for its tier. By letting
STR(x) denote the DL SIR on service reception from WNE
x, we formally define the coverage probability as follows:

C=P [UTET,wGI’TTl(SIR(x) > )] 1

Since the proposed M-tier HWN model allows the WNEs
to operate in different spectrum bands, the calculation of the
coverage probability at the typical WNE strongly depends
on the number of spectrum bands available in the system
as well as the density and transmission profile of occupants
operating in the accessible tiers of T (Eq. (1)). In the sequel,
we consider that the fading power between the typical WNE
and a given WNE z € U,,,em®P,,, is denoted by h, and is
subject to Rayleigh fading, i.e., the random variables (RVs)
h; are independent and identically distributed with (unitary)
exponential distribution. For convenience, we denote by P,
the transmit power of a given WNE z € U,,emP,, and by
|||l its physical distance from the typical WNE. Accordingly,
for a given WNE z that operates in band b and belongs to an
accessible tier in T, we define the DL SIR STR(x):

Pyhg x|~
ZmGMb Eye@m\x P’/hUHyH_ab .

Note that the denominator of (2) can be further analyzed
based on the transmit power of the different types of WNE:s.
Accordingly, the total interference experienced in band b at
the tagged WNE z, which we denote by I(z), is given by:

I@) =Y (Y Jmhllzl™™+ >

meM, z€P,,; ye(bm,\{:lj,@m,j}

SIR(x) =

2

3)

Lemma 1 presents a property that is useful in our analysis.

Lemma 1. In every band b € B, there can be up to one
WNE x € Umem, Pmyr to exhibit SIR(x) higher than one.

Proof. Follows from the assumption of RSQ thresholds per
tier higher than one. A similar property has been proved in
[16] and for that reason we omit the proof in this paper. [

D. Discussion on the System Model and Parameters

The proposed multi-tier model of randomly and indepen-
dently distributed heterogeneous WNEs extends the K-tier
model for cellular networks presented in [16]. However, dif-
ferent from [16], our model allows the utilization of different
spectrum bands across network tiers and enables explicit
modeling of the jammer/black hole locations, either as part
of the HWN infrastructure, or as an external group of WNEs.
Also, the applicability of the proposed M-tier model is not
limited to the scenario where the typical WNE associates with
the (single) WNE exhibiting the highest SIR [16], but applies
to the scenario where multiple WNEs (operating in different
bands) meet the RSQ threshold. We now provide an example
on how to setup the system model in practical scenarios.

We consider a four-tier HWN infrastructure tailored to the
exchange of measurement and control messages in the Smart
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Grid. Tier-1 WNEs are low-power sensors receiving DL data
from tier-2 smart meters (SMs) through ZigBee in band b;.
Tier-2 WNEs are SMs receiving DL data either from other
tier-2 SMs using Wi-Fi based machine-type communications
(MTC) in band b; (ZigBee/Wi-Fi coexistence), or from tier-3
local data aggregators (LDAs) using Wi-Fi in band b,. Tier-3
WNEs are LDAs receiving DL data from tier-4 cellular base
stations in band b3. Let the typical WNE be an external SM
which, in addition to receiving DL data from other tier-2 SMs
in band b; and tier-3 LDAs in band b, it can receive DL data
(from the utility operator) through its cellular interface in band
b3. Accordingly, the system model parameters for the typical
WNE (the SM) are given as follows: B = 3, B = {b1, b2, b3},
M =4, M = {1,2,3,4}, My = {1,2}, My = {3}, M3 =
{4}’ T= {27374}’ T, = {2}’ Ty = {3}’ Tz = {4}

At this point, it is important to note that the proposed multi-
tier HWN model with random jammer and black hole node
locations can not be explicitly used to model the evolution of
jamming and black hole attacks in the time domain and thus,
the impact of specific attack techniques that alter the patterns
of jamming in the short term are not explicitly modeled in
this work (e.g. random jamming, sweep jamming, reactive
jamming). Instead, the present analysis primarily targets to
assess the coverage probability of multi-tier networks with
randomly-distributed nodes, averaged over all possible net-
work layout instances that pertain a given set of system model
characteristics (e.g. network density per tier, transmit power
per tier and per node type, probability of having a jamming
or black hole attack in a given tier).

As a result, in its current form, the proposed analysis can
be viewed as an analytical framework for long-term coverage
analysis assuming that jammers employ constant jamming
in a given frequency band, or as a framework for single
timeslot performance analysis of any type of attack that takes
averages over all possible network layouts, assuming that
regular, jammer and black hole nodes pertain the system model
parameter values defined in section III. Nonetheless, with
appropriate matching of the system model parameter values to
the characteristics of a given technique, the presented analysis
can potentially capture the time aspect of more sophisticated
attacks by future works by taking into consideration that a
given attack technique will alter the set of active attackers
in the spatial domain on a per timeslot basis. Such type of
performance analysis can be technique-specific and potentially
extend the present analytical framework to incorporate the time
aspect of different types of jamming and black hole attacks.

IV. PERFORMANCE ANALYSIS

In this section, we derive exact expressions on the coverage
probability of multi-tier HWNs with joint jamming and black
hole attacks. We further consider the case where the typical
WNE can receive DL data through multiple network tiers
(not necessarily simultaneously) and specialize the analysis
in two different scenarios of high practical interest. In Section
IV.A, we analyze the scenario where the typical WNE can
perfectly detect malicious WNEs and avoid association with
them, whereas in section IV.B, we analyze the scenario where
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the typical WNE is fully unable to detect malicious nodes,
allowing thus association with WNEs independent of their
type (regular, or not). Since different intensities of malicious
and regular WNEs are met across the different network tiers,
in the second scenario, the coverage probability is shaped
by the association policy followed by the typical WNE to
prioritize access across the WNEs satisfying the RSQ thresh-
old. Accordingly, in this scenario, we assess the network
coverage performance under general association policies that
prioritize access across the available WNEs based on the
operating spectrum band (or RAT). The optimal policy for
band prioritization (i.e. the one maximizing the coverage
probability) is also discussed for this particular scenario.

A. Coverage probability: Perfect detection of malicious WNEs

We now consider that the typical WNE can perfectly detect
malicious WNEs. Accordingly, the typical WNE is considered
to be in coverage if there exists at least one regular WNE that
i) belongs to the set of accessible tiers in T and ii) exhibits a
SIR higher than the minimum required RSQ threshold for its
tier. We now derive the coverage probability, when the typical
WNE can associate only with tiers operating in a particular
spectrum band b € B. We use the term coverage probability
in band b and the notation C;, to denote this probability.

Theorem 1. Assuming that i) the typical WNE can perfectly
detect and avoid association with malicious WNEs, and ii) the
RSQ threshold for all tiers in Ty, is higher than one (i.e. v, > 1
for all T € Ty), the coverage probability Cy is given by:

2 2

2 Aryr (1= gy —pr)PR*
Cb = sinc <a7r> . ZTETb v ( ql P ) TR (4)
’ ZmEMb >\m <(1 - pm)Pﬂ{be + pmJ%b)

Proof. See Appendix A. O

Note that the coverage probability when the typical WNE
can associate with a single tier 7 € T can be readily derived
by Theorem 1 for T, = 7. We omit the result for brevity. Let
us now turn our attention to the general scenario where the
typical WNE can receive DL data from all accessible tiers in
T. In this scenario, there can exist more than one (and up to
B) regular WNEs that satisfy the RSQ threshold requirement
across the accessible tiers. Corollary 1 extends Theorem 1
to the challenging scenario where the list of accessible tiers
in T utilize multiple spectrum bands (instead of only one as
considered in Theorem 1).

Corollary 1. The coverage probability C in a multi-tier
HWN where i) the typical WNE can detect and avoid asso-
ciation with malicious WNEs, ii) the RSQ thresholds for all
tiers in T are higher than one, and iii) the tier-m WNEs act
independently as jammers and black holes with probability p,,
and q,, (m € M), respectively, is given by

C=1-TIhep (1 -Cp) 5)
where Cy is derived by Eq. (4).
Proof. See Appendix B. O
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The expressions in Corollary 1 provide an upper perfor-
mance bound of the coverage probability in multi-tier HWNs
that utilize different spectrum bands per tier and are subject
to jamming and black hole attacks. Note that the derived
expressions can also be used to assess network coverage in
multi-tier HWNs that are free of jamming and black hole
attacks (i.e. by setting ¢,,, = 0 and p,, = 0 for all m € M).

B. Coverage probability: No detection of malicious WNEs

In this section, we consider that the typical WNE is unable
to detect malicious WNESs and associates with WNEs indepen-
dent of their type (i.e. malicious or not). Thus, different from
section IV.A, outage events in this scenario also occur due to
the association with malicious WNESs. Since the typical WNE
cannot distinguish between regular and malicious WNEs, the
employment of different association policies result in different
coverage probabilities. In the remainder of this section, we
consider that the typical WNE prioritizes access among WNEs
based on their operating spectrum band. In more detail, we
assume that the typical WNE associates with the WNE that
satisfies the RSQ requirement for its tier (can be up to one per
band - Lemma 1) and operates in the band with the highest
possible priority. This association policy is widely used by the
today’s multi-mode terminals and can be readily generalized
to the prioritization of tiers based on their RAT [18].

Without loss of generality, we assume that spectrum bands
with lower identifiers are given higher priority, i.e. the typical
WNE prioritizes access across bands according to the policy
(Ty,---,Tpg). Provided that up to one WNE can satisfy the
RSQ threshold per band (Lemma 1), this policy leads the
typical WNE to associate with the WNE that i) belongs to
one of the accessible tiers in T, ii) satisfies the RSQ threshold
for its tier and iii) operates in the spectrum band with the
highest possible priority. Practically, this policy implies that
the typical WNE will first search for a WNE that belongs to
one of the tiers in T; and satisfies the RSQ threshold for its
tier. If such a WNE exists, the typical WNE will associate
with it without taking into account whether it is of regular,
or malicious type (no detection capabilities). In the contrary,
if such a WNE does not exists in T;, the typical WNE will
search for a WNE that operates in one of the tiers in Ty and
satisfies the RSQ threshold for its tier, and so on.

In the sequel, for a given band b € B, we define the
association probability as the probability that the typical WNE
associates with a WNE (regular or not) in band b. We denote
this probability by .A; and formally define it as follows:

Ab =P [UTGTg),l‘E(DT]‘(SIR(I) > '77')] . (6)

Note that A; corresponds to the probability that at least one
WNE (regular or not) belonging to an accessible tier in Tp,
satisfies the RSQ threshold for its tier. On the other hand, the
coverage probability Cp in (9) corresponds to the probability
that at least one regular WNE holds the same properties. Thus,
by definition, when the typical WNE can detect and avoid
association with malicious WNEs, the probabilities .4; and
Cp are equal. In contrast, when the typical WNE is unable to
detect malicious WNEs, the values of A; and C; are different
and depend on the association policy followed by the WNE.
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Corollary 2. Assuming that the typical WNE is unable to
detect malicious WNEs and the RSQ thresholds for all tiers
in Ty are higher than one (v, > 1, 7 € Ty), the probability
Ay with which the typical WNE associates with a WNE that
operates in band b € B, belongs to the set of accessible tiers
in Ty, and satisfies the RSQ threshold of its tier, is given by:

2 2 2
2 Z‘re'ﬂ‘b Aryr ™ ((1 —pr)Pr? +pr<]:b>
Ay = sinc (a) ~ ERNE
’ ZmEMb Am <(1 - pm)Pn(;b ermc]r%b)
(7
Proof. See Appendix C. [

Theorem 2 derives the coverage probability when the typical
WNE is unable to detect malicious nodes but is capable of
associating with WNEs operating in different spectrum bands.
We denote this probability by C.

Theorem 2. The coverage probability C in a multi-tier
HWN where i) the typical WNE is unable to detect malicious
WNE:s, ii) access is prioritized across the accessible tiers in T
based on their band of operation and according to the policy
(Ty,---,Tp), iii) the RSQ thresholds for all tiers in T are
higher than one, and iv) the tier-m WNEs act independently
as jammers and black holes with probability p,, and qp,
(m € M), respectively, is given by

B
C=> C-T_} (1-Ay) ®)
b=1

where C, and Ay, are derived by Egs. (1) and (6).
Proof. See Appendix D. O

Theorem 2 provides a lower performance bound on the
coverage performance of multi-tier HWNs with randomly dis-
tributed black hole and jammer nodes, when both the network
and the end terminals are fully unable to detect malicious
WNEs and thus, employ effective countermeasures. Besides,
Theorem 2 can also be used to assess the coverage probability
of different frequency/RAT-based association policies in the
same scenario, or even identify the optimal (frequency/RAT
based) association policy through exhaustive search (i.e. by
calculating the coverage probability of all feasible policies
and employing the one with the highest gain). Notably, since
WNEs operating in different spectrum bands do not interfere
with each other, the optimal association policy (in terms of
coverage probability) can be obtained using Proposition 1.

Proposition 1. The optimal frequency-based association
policy in a multi-tier HWN with randomly distributed jammer
and black hole nodes where the typical WNE is unable to de-
tect malicious WNEs, is given by the ordered set of accessible
tiers per band according to their coverage probability Cy, in a
descending order:

Proof. 1t can be proved based on the fact that i) the parameters
Ams Py Jms Pm» @m,» and 7y, are fixed, and ii) DL commu-
nications in different bands are performed independently. [
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In contrast to the complexity required to identify the optimal
frequency/RAT-based association policy through exhaustive
search (B! iterations), Proposition 1 can derive the optimal
association policy using B iterations. It should also be noted
that Proposition 1 is a simple yet highly-effective countermea-
sure to maximize network coverage in the presence of joint
jamming and black hole attacks, when the end terminals are
fully unable to detect and avoid malicious WNEs.

V. NUMERICAL RESULTS AND DESIGN GUIDELINES

In this section, we exploit the analytical expressions derived
in section IV to assess the performance of DL communica-
tions in the practical HWN setup discussed in Section IIL.D.
Accordingly, the system model parameters B, B, M, M and
T as well as the subsets M, and T, for b € B, are valued
in line with Section III.D. To highlight the usefulness of the
proposed analysis and derive valuable guidelines for the design
of robust communications in multi-tier HWNs, we evaluate
and compare the coverage probability of the four-tier HWN
under three different scenarios of high practical interest.

In the first scenario, termed as the No-Attack scenario,
we evaluate network coverage in the absence of malicious
WNEs (i.e. p,, = 0 and ¢, = 0 for all m € M). In the
second scenario, termed as the Upper Bound (UB) scenario,
we assume that the typical WNE can perfectly detect and avoid
association with malicious WNEs (Section IV.A). In the third
scenario, termed as the No detection scenario, we consider that
the typical WNE is unable to detect malicious WNEs (Section
IV.B). Since network performance in the No detection scenario
strongly depends on the association policy used to prioritize
access across the different network tiers, we assess and plot
the performance of different association policies that prioritize
access among tiers based on their operating frequency.

Note that all RSQ thresholds are assumed to be higher than
the unit SIR; thus, there can be up to one WNE exhibiting SIR
higher than one in a given spectrum band (Lemma 1). To this
end, in the No detection scenario, we distinguish the different
association policies by using the notation B = {bg,--- by}.
This notation corresponds to the ordered set of bands used as
the prioritization policy at the typical WNE, where a given
band b € B is included in the association policy only if the
typical WNE has access to at least one of the tiers operating
in this band. Unless differently stated, the remainder system
model parameters and their values are in line with Table L.

A. On the number of accessible tiers and spectrum bands

In Fig. 2 we assess the coverage probability with respect to
the number (and type) of tiers through which the typical WNE
can receive DL data (i.e. different setups of T). In the upper
histogram, we plot the coverage probability when the typical
WNE is capable of receiving DL data from a single network
tier (and thus a single band), in the middle histogram when
it can receive DL data from two tiers operating in different
bands, and in the bottom histogram when it can receive DL
data from all tiers in T = {2,3,4}. Each histogram plots
the coverage probability obtained under the No-Affack and the
UB scenarios, as well as the coverage probability obtained
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TABLE I
SYSTEM PARAMETERS AND THEIR VALUES

Parameters Values

Path loss exponent per band | a1 = 3.2, a2 = 3.5, ag = 3.8

Al = 1072, X\g = 1073, A3 = 10735,
Ag = 1072

Network intensities

RSQ thresholds 71 =2 (3dB), v2 = 1.01 (0.04dB), 3 =

1.01 (0.04dB), 74 = 1.01 (0.04dB)

Transmit power of regular/ | P; = 1lmW, P> = 100mW, P3 = 0.5W,

black hole WNEs (per tier) | Py = 1W
Transmit power of jammer | Ji = 2mW, J2 = 200mW, J3 = 0.5W,
WNEs (per tier) Jy =1.5W

Prob. of jamming attacks
(per tier)

p1 =0.15, po = 0.1, p3 = 0.1, ps = 0.05

Prob. of black hole attacks
(per tier)

q1 =0.1, g2 = 0.1, g3 = 0.05, g4 = 0.1

I No Attack b
[ Upper Bound
[ Single-Band

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7
Coverage Probability

I \o Attack
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—_— ==
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;| I B={1.2.3)
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Coverage Probability

Fig. 2. Coverage probability vs. the set of accessible tiers T

by all feasible frequency-based association policies in the No
detection scenario (malicious WNE cannot be detected).

We start our discussions with the upper histogram of Fig.
2. In this histogram, we tag the association policy employed
in the No detection scenario as Single-Band. As expected,
the coverage probability for DL communications with a given
network tier, as derived by the proposed analysis framework,
is not simply given by the probability that the WNEs of that
tier are regular (e.g. for m € M this probability is calculated
by (1 — py — gm))- Instead, the derived expressions account
for more practical system parameters that include the transmit
power, the RSQ thresholds per tier, the density of WNEs across
the different tiers, the coexistence of different RATs/tiers in a
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given band, the openness of a given network tier to jamming
and black hole attacks (attack probability - intrusion rate), the
set of accessible network tiers (or available RAT interfaces) at
the typical WNE, the association policy employed, etc.

In the presence of jamming and black hole attacks, the
results in the upper histogram of Fig. 2 imply that network
coverage does not depend on the capability of the typical
WNE to detect malicious WNEs, or not (i.e. Upper-Bound and
Single-Band performance is equal). This result is in line with
intuition if we consider that, even when the typical WNE can
detect malicious WNEs, the capability of receiving DL data
only from a single tier (and thus band), limits the association
options (at the typical WNE) to up to one WNE (satisfying
the higher-than-one RSQ threshold), which can be regular,
malicious, or even inaccessible (i.e. not part of T). Thus,
the employment of more sophisticated countermeasures can
be beneficial, only if the typical WNE can utilize different
spectrum bands, or RATs. This result further highlights that
the use of radio receivers with RSQ threshold requirements
lower than the unit SINR (0 dB) would not only increase the
association options available at the receiver (i.e. more WNEs
would satisfy the RSQ threshold), but would also enhance
system robustness against jamming and black hole attacks.

For the given system parameters, the reception of DL data
from tier-2 WNEs exhibits the lowest performance (i.e. plots
for T = {2}) under all scenarios within scope. This result fol-
lows from the fact that tier-2 WNEs are assumed to co-utilize
the same spectrum band with the low-power yet densely-
deployed tier-1 WNEs (Table I). Besides, the system model
parameters further imply that tier-2 WNEs are more vulnerable
to jamming and black hole attacks (i.e. increased tier-1/tier-
2 jamming and tier-2 black hole probabilities). In contrast,
higher network tiers exhibit enhanced network coverage (e.g.
plots for T = {3}, T = {4}), due to i) the lower population
of WNEs (and thus potential interferes) in the respective tiers
(A3 and A4 lower than )\9), ii) the increased path loss exponent
(thus reduced interference) in the respective bands of operation
(a3 and a4 higher than aq), and iii) the reduced probability
with which the WNEs act as jammers and black holes in the
respective tiers (qs3, g4, p3 and p4 are lower than the respective
g2 and po parameters). The results in the upper histogram of
Fig. 2 also indicate that the joint impact of jamming and black
hole attacks on network coverage is even more evident when
the HWN inherently exhibits a low coverage probability in the
absence of malicious WNEs (e.g. compare the No-Attack and
the Upper Bound performance for T = {2} and T = {3}).

Let us now turn our attention to the middle histogram of
Fig. 2 (data reception from up to two tiers). In this histogram,
we distinguish the results of the No detection scenario, by
terming as Ascending the results derived for the association
policy giving priority to tiers with lower coverage probability
and as Descending the results derived for the association policy
giving priority to tiers with higher coverage probability (opti-
mal policy - Proposition 1). By comparing the results of the
No-Attack scenario in the upper and middle histograms of Fig.
2, it can be seen that the utilization of multiple spectrum bands
(even using the same RAT interface) significantly increases
the coverage probability in the absence of malicious WNEs.
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Although this performance trend is pretty much expected, the
coverage probability is not simply given by the maximum
of the coverage probabilities per accessible tier. Instead, it is
comparably higher and depends on the number of accessible
bands through which the typical WNE can receive DL data.
Accordingly, it follows that the proposed analysis framework
can be used to assess the performance gains following from
the utilization of multiple spectrum bands in regular HWNss.
Moving one step further, when the typical WNE is unable
to detect malicious WNEs (Ascending and Descending sce-
narios) an inevitable performance degradation is observed as
compared to the No-Attack and the Upper Bound scenarios.
The range of this performance degradation strongly depends
on the set of accessible tiers, while notable correlation between
the network coverage performance and the association policy
is shown in the No detection scenario results (Ascending, De-
scending plots). Besides, the results of Fig. 2 validate our find-
ings in Proposition 1. In more detail, when the typical WNE
is unable to detect malicious WNEs, the frequency-based
association policy that prioritizes access to tiers with higher
coverage probability, i.e. the Descending policy, exhibits the
optimal performance in all setups of T. For example, when the
typical WNE has access to three tiers (bottom histogram), the
optimal prioritization policy is given by B = {3,2,1}. For
the given system parameters it is shown that, as compared
to the No-Attack scenario, the typical WNE experiences a
performance degradation of up to 10% when it is capable of
avoiding association with malicious nodes (Upper Bound), and
up to 25% when it is fully unable to detect malicious WNEs
(Ascending policy). This result highlights that the proposed
analysis framework can be used to quantify the performance
of different frequency-based association policies in the No
detection scenario, in addition to serving as a reference point
for the upper bound performance that can be achieved by
the employment of more sophisticated techniques that allow
perfect detection of malicious WNEs (Upper Bound scenario).
The results of Fig. 2 further indicate that the use of WNEs
with limited functional capabilities, in terms of number of
utilized spectrum bands and RAT interfaces, can be a lim-
iting factor to the risk management options available to the
network administrator as well as to the actions that can be
delivered towards protecting critical infrastructures, e.g. for
the navigation of autonomous vehicles and unmanned aerial
vehicles, or the distant access/control of local cyber-physical
equipment. Nonetheless, the derived results also highlight that
even the use of simple security countermeasures, which in this
paper are based on the prioritization of access across different
network tiers and spectrum bands, can be highly effective if
properly designed and optimized. The effectiveness of such
countermeasures, however, strongly depends on the number of
available spectrum bands in the system as well as the density
and transmission profile of incumbents in accessible tiers. The
development of more sophisticated security countermeasures,
allowing perfect detection of malicious behaviors, is still
needed to safeguard system robustness and maximize network
coverage of HWNs. In this direction, the analysis presented
in this paper can be readily used to quantify the effectiveness
of future countermeasures, providing specific bounds for the
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Fig. 3. Coverage probability vs. intensity of tier-2 WNEs

minimum and maximum network coverage that can be attained
in the presence of joint jamming and black hole attacks.

B. On the network intensity

Fig. 3 depicts the coverage probability for different network
intensities per tier in the four-tier HWN under scope. For the
given system parameter values, we observe that the coverage
probability is not affected by the density of tier-4 WNESs. This
can be easily verified by observing that the coverage plots for
A = 107* (cyan star) and Ay, = 1076 (blue) in the No-
Attack scenario coincide. The same applies in the presence of
malicious nodes for Ay, = 10~ (pink cross) and Ay = 1076
(magenta square) in the No detection scenario (i.e. plots with
different B={- - - }). Similar conclusions can be derived for the
impact of the tier-3 intensity A3, leading us to the conclusion
that the coverage probability is not affected by an increase
in the intensity of network tiers that are the only incumbents
in their band. This trend can be explained as follows. For a
given spectrum band, as the density of WNEs operating in-
band increases, the signal strength and the interference level
increase with the same factor; thus, the observed SINR remains
unchanged. This result is consistent with previous studies on
the coverage performance of multi-tier networks that assume
distinct operating bands across the network tiers [16].

However, different from previous works, Fig. 3 also reveals
that this property does not hold when the same spectrum band
is (co)utilized by two different network tiers. For example, pro-
vided that tier-1 and tier-2 WNEs operate in the same band b,
and that only tier-2 WNEs are accessible to the typical WNE,
an increase of the tier-2 intensity Ao is shown to improve
the coverage probability. The respective performance improve-
ment strongly depends on the intensity of tiers operating in
the same spectrum band, i.e. the coverage probability in Fig.
3 increases rapidly with Ay when A\; = 10~2 (red triangle) but
slowly when A\; = 10! (higher tier-1 intensity). The same set
of plots verify that an increase to the intensity of tier-1 WNEs,
which are not accessible by the typical WNE yet operate in
the same band with tier-2 WNEs, degrades network coverage.
Thus, we can conclude that an increase in the intensity of

http://dx.doi.org/10.1109/TVT.2019.2938405

p,=0.05

T={2,34}: UB, P,=1W
X T=(2.34} UB, P =0.1W
T=(2,3,4) B, P =1W
T=(2,34): B={3,2,1}P,=1W
T={2,3): UB, P,=1W

o T=23): B, P=1W
T=(2,3): B43,2)P,=1W
T=(2,3): B42.3}P,=1W
T=(3): UB, P,=1W

T=(3): UB, P =0.1W

Coverage Probability

02} T=(3)

0 0.2 0.4 0.6 0.8 0.95
Probability of Blackhole Attack in Tier-3 a3

Fig. 4. Coverage probability vs. probability of black hole attacks g3

accessible network tiers improves network coverage only if
the corresponding intensity value is comparable to that of non-
accessible tiers operating in the same band.

Fig. 3 also illustrates that black hole and jamming attacks
can lead to notable performance degradation, even when
the typical WNE can perfectly detect the malicious WNEs.
The corresponding degradation relates to the density of non-
accessible tiers, e.g. the coverage probability in the Upper
bound scenario is reduced by 8% for A\; = 1072 and by
10% for Ay = 10~!. Once again, the degradation following
from jamming and black hole attacks is more evident when
the coverage probability is overall lower. This can be readily
verified by comparing the performance of the No-attack and
the Upper bound scenarios for \; = 1072 and \; = 10~%.
For the given system parameters, we observe a two-fold perfor-
mance degradation when the typical WNE is unable to detect
the malicious WNEs (e.g. for B = {3,2,1}) as compared
to the perfect detection (UB) scenario. This result highlights
the importance of implementing effective countermeasures that
can allow perfect identification of malicious WNE:s.

By comparing the performance of the policies B = {3,2,1}
and B = {1,2,3}, it is shown that the proposed countermea-
sure, which prioritizes access among tiers according to the
operating band, exhibits notable performance gains especially
when the accessible tiers are characterized by medium to
high network intensities (i.e. as Ay increases). For the given
system parameters, the performance of the optimal prioritiza-
tion policy (i.e. B = {3,2,1}) is up to 5% lower compared
to the Upper bound and up to 3% improved compared to
the remainder association policies (No detection scenario).
As will be seen in the sequel, the performance gains of the
optimal frequency-based prioritization policy rapidly increase
and converge to the ones attained by the Upper Bound as the
probability of jamming and black hole attacks increases.

C. On the probability of black hole attacks

In Fig. 4 we assess the coverage probability as the pro-
bability of black hole attacks in tier-3 increases. For the
No detection scenario we plot the optimal frequency-based
prioritization policy B* (Proposition 1). Fig. 4 shows that the
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impact of black hole attacks (in tier-3) is more evident when
the typical WNE has access to a lower number of network
tiers. In particular, when the typical WNE has access only to
tier-3 WNEs (T" = {3}), the coverage probability decreases
rapidly with g3. However, a similar increase of the probability
q3 has a comparably lower impact on the coverage when the
typical WNE has access to more tiers, e.g. the performance
degradation for T' = {2, 3,4} reaches up to 10%. Once again,
this result highlights the flexibility and performance gains
offered by the employment of multi-band communications in
the presence of jamming/black hole attacks, independent of
whether end terminals can detect and avoid malicious WNEs.

Fig. 4 also shows that, when the typical WNE is unable
to detect black hole WNEs (e.g. plots for 7' = {2,3,4}: B*
and B = {3,2,1}), network coverage strongly depends on the
employed association policy, especially when the probability
of black hole attacks increases. It is also worth noting that
the optimal prioritization policy changes as the black hole
attack probability increases. For example, when the typical
WNE has access to tier-2 and tier-3 WNEs (I" = {2,3}),
the prioritization policy B = {3,2} exhibits the optimal
performance in the interval g3 = [0, 0.17], whereas the policy
B = {2,3} is optimal in the interval g3 = [0.17,0.95].
The performance gap between the two prioritization policies
increases fast with the probability of black hole attacks,
highlighting the importance of model-based adaptation of the
association policy in light of the current system status. Similar
conclusions are derived for a larger number of accessible tiers
T = {2, 3,4}, where the optimal association policy changes
two times. For completeness, Fig. 4 includes the performance
of the policy B = {3,2,1} to better highlight the change of
the optimal prioritization policy for different g3 values.

From the discussion above, it readily follows that the analy-
sis presented in this paper can form the basis of comprehensive
strategies for safeguarding system robustness against black
hole and jamming attacks, through the online estimation of
network coverage per band and the model-based adaptation
of the association policy at the end terminals (Proposition 1).
Besides, the performance of the optimal association policy B*
in the No detection scenario is very close to the one attained
by the Upper Bound under the assumption of perfect detection
of malicious WNEs, especially when the probability of black
hole attacks is high. This performance trend reveals that in
the presence of large-scale attacks, the deployment of low-
complexity countermeasures in the challenging scenario where
the end terminals are fully unable to detect malicious WNEs,
e.g. using frequency-based tier prioritization (Proposition 1),
can be adequately effective with the deployment of advanced
techniques enabling perfect detection of malicious WNEs.

Fig. 4 further assesses the interplay between the probability
of black hole attacks and the transmit power of black hole
(or regular) WNEs in the Upper Bound scenario. Similar
results were derived for the scenarios where the typical WNE
is unable to detect malicious WNEs. Notably, even a ten-
fold increase of the transmit power Ps; of black hole and
regular tier-3 WNEs has little impact on the overall coverage
probability for all values of g¢s. This result applies both when
the typical WNE has access only to tier-3 WNEs (7' = {3})
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as well as when it has access to more tiers (T' = {2,3,4}).
This performance trend follows from the fact that black hole
WNEs use the same transmit power with regular WNEs (to
avoid detection). Therefore, an increase in the transmit power
P35 not only increases the association probability with regular
tier-3 WNEs but also increases the association probability with
black hole tier-3 WNEs accordingly. For the given jamming
probability ps = 0.1, this performance coupling is the main
reason why the ten-fold increase of the transmit power Ps has
only a small impact on the coverage probability obtained for
low-to-medium ¢3 values in (4). On the other hand, since tier-
3 WNEs are the only occupants of band bs, the performance
gains following from a large increase in the transmit power of
black hole and regular WNE:s in tiers that exclusively utilize
a given spectrum band are very small, while they are also
dominated by the probability of black hole attacks.

D. On the transmit power of regular and black hole WNEs

In Fig. 5 we assess the coverage probability for different
values of the transmit power of black hole and regular WNEs
in tier-2. Recall that when the typical WNE has access to
a single tier, the performance of the Upper Bound and the
No detection scenarios is the same (Fig. 2). To this end, for
T = {2}, we only include the results for the Upper Bound
(UB) scenario. Different from Fig. 4, the results of Fig. 5
indicate that an increase in the transmit power of tier-2 black
hole and regular WNEs can significantly increase network
coverage, especially when the typical WNE has only access
to tier-2 (Fig. 5). This performance trend follows from the
fact that tier-2 WNEs co-utilize band b; with tier-1 WNEs.
Accordingly, since the transmit power of tier-1 WNEs remains
unchanged (so does the interference level from tier-1 WNEs),
even a slight increase of the transmit power P, improves the
overall coverage probability due to the enhanced DL SIR
attained by the (accessible) tier-2 WNEs in band b;. This
performance coupling is not depicted in Fig. 4, given that tier-
3 WNE:s are the only occupants of band b,.

As shown in Fig. 5 the rate with which the coverage
probability improves (with respect to the transmit power Ps)
strongly depends on the number of accessible tiers and the
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Fig. 6. Coverage probability vs. probability of jamming attacks ps

probability g» of black hole attacks in tier-2. For example, an
increase of the transmit power from P, = 1072 to P, = 107!
Watts almost doubles the coverage probability when the typical
WNE has access only to tier-2 WNEs. However, when the
typical WNE has access to three networking tiers, the corre-
sponding performance improvement is close to 5%. Since the
power consumption at the WNEs is a function of the utilized
transmit power, the proposed analytical framework can be used
to better comprehend the key performance trade-offs governing
the energy-efficiency of WNESs, enabling joint optimizations
on the energy consumption, the transmission profile as well
as the utilized spectrum bands and RAT interfaces, taking into
account the versatile requirements of upper-layer services, e.g.
reliability, service availability, system responsiveness [19].

E. On the probability of jamming attacks

In Fig. 6, we investigate the impact of an increasing
jamming probability in tier-3 on the coverage performance.
Similar to Fig. 4, we examine the coverage probability when
the typical WNE has access to a different number of tiers. As
expected, the coverage probability increases when the typical
WNE has access to a larger number of tiers (i.e. comparison
of plots for ' = {2,3,4}, T = {2,3} and T' = {3}). Besides,
similar to the impact of black hole attacks (Fig. 4), the impact
of jamming attacks on network coverage is more evident
when the number of accessible ties is low, e.g. performance
comparison between T = {3} and T = {2, 3,4}.

What is more interesting, also highlighting the different
structure (and impact) of jamming and black hole attacks, is
that an increase in the jamming attack probability degrades
network performance with a higher rate as compared to
the one observed for a similar increase in the black hole
attack probability for the same tier. In more detail, Fig. 4
demonstrates that network coverage reduces almost linearly
with the black hole attack probability gs. The same trend is
observed in Fig. 6 when the jammers’ power J3 is close to the
transmit power Ps of regular and black hole WNEs (e.g. for
P; = J3 = 10~! Watts). However, when the trasmit power
of tier-3 jammer WNEs is higher than that of regular tier-
3 WNEs, network coverage degrades fast with an increase
in the jamming attack probability (e.g. compare the plots for

http://dx.doi.org/10.1109/TVT.2019.2938405

T = {3} for J3 = 107! and J3 = 10° Watts). This is in
line with intuition if we consider that the transmit power of
jammers only adds interference to the typical WNEs, whereas
an increase in the transmit power of black hole WNEs also
comes with an increase in the transmit power of regular WNEs.

Fig. 6 also demonstrates that the performance of the optimal
frequency-based association policy B* is very close to the
upper performance bound (assuming perfect detection of mali-
cious WNEs), e.g. by comparing the plots for (7' = {2, 3,4}:
UB, J3; = 1W) and (T = {2,3,4}: Bx, J3 = 1W). The
gains offered by this simple countermeasure are even more
evident when the typical WNE has access to a lower number
of tiers (T" = {2, 3}) and the transmit power of jammers is high
(J3 = 1W). In this case, the optimal association policy B* is
shown to change from Bx = {1,2} to Bx = {2, 1}, when the
jamming attack probability surpasses the value of ps = 0.1.
This result further highlights that the complex requirement of
achieving perfect detection of malicious WNEs in a multi-tier
HWNs can be alleviated if a proper estimation of the coverage
probability per band can be achieved (using the closed-form
formulas of this work) and an effective frequency-based asso-
ciation policy can be timely deployed (using Proposition 1).

VI. CONCLUSIONS

In this paper, we have presented a comprehensive analysis
framework to formalize the study of jamming and black hole
attacks in multi-tier HWNs. Exact expressions on the coverage
performance of such networks have been derived, depend-
ing on the capability of end terminals to detect malicious
behaviors. In the scenario where end terminals are assumed
capable of perfectly detecting malicious nodes, the derived
coverage expressions provide an upper performance bound
that is tied to the key system parameters affecting network
coverage, e.g. network density, set of accessible tiers, utilized
spectrum bands. In the scenario where end terminals are
unable of detecting malicious nodes, the derived expressions
assess network coverage given different association policies
that prioritize access across tiers based on their operating
spectrum band. The optimal association policy for this sce-
nario has also been derived. Extensive numerical results have
quantified the flexibility offered by the utilization of multiple
spectrum bands (or RATs) by the end terminals (in light of
alleviating jamming and black hole attacks) and have further
assessed the performance gap between i) the employment of
advanced techniques enabling perfect detection of malicious
nodes and ii) the employment of the optimal association policy
when the end terminals are totally unable to detect malicious
nodes, under different use cases of high practical interest. In
future work, we aim to extend the results of our analysis to
incorporate potential observation error for the perfect detection
scenario as well as to use the derived expressions to model
and analyze the performance of the network under more
sophisticated DoS attacks that evolve in the time domain.
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APPENDIX
A. Proof of Theorem 1

Assuming that the typical WNE can detect malicious WNEs,
the coverage probability in a given band b € B is derived by:

Cy = PlUrer, ces,, L(SIR(z) > v,)]

= > E[Usce, 1(SIR(z) > 7,)]
TETY
Py hg [0
®) J2 P [Zmemb Sy, Pty BT~ %} dx
= (1= g —pr)Ar) "
QS (1 —g —po)A / P[h %I(x)]dx
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where (a) follows from the fact that up to one WNE can exhibit
SIR higher than one per band (Lemma 1); thus, the events
1(SIR(z) > ~,) are disjoint, (b) follows from the Campbell-
Mecke theorem [20] and the SIR definition in (2), (c) follows
by rearranging (b) and the definition in (3), and (d) follows
from the assumption of Rayleigh fading. Notice that the
expectation in (9) corresponds to the Laplace transform of the
interference caused by the remainder tier-r WNEs (malicious
or not). However, since the locations of WNEs are independent
of the location of the typical WNE, the interference level I(z)
is immaterial to the actual location of the typical WNE x. In
view of that, in the sequel we let s = W and omit the
argument from I(z). Accordingly, the expectation in (9) is
given by the Laplace transform:
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where (a) follows by considering that the locations of WNEs
belonging to different tiers are independent, (b) by taking into
account that the fading powers at the WNEs are independent
of their locations (Rayleigh fading), (c) by using the moment
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generating function of the (exponentially distributed) fading
power and by dividing the point process ®,,, into two mutually
independent point processes based on the transmit power of
the WNEs (i.e. jammers transmit with .J,,, and regular/black
hole WNEs with P,,), (d) by using the Campbell-Mecke
Theorem for the independent processes ®,,,; and @,,\{®P,;},
(e) by solving the integrals in (d) and merging the exponential
expressions, and (f) by rearranging (e). The proof of Theorem
1 concludes by substituting (11) in (9) and solving the integral.

sin( 2%

Note that sinc (2”) = b

B. Proof of Corollary 1

Assuming that the typical WNE can detect malicious WNEs,
the coverage probability C can be derived as follows:

C P [UTG’H‘JGQTTI(SIR(IE) > ’}/7—)]
; 1-P [mbeB,TETb,IE‘I)Tr]‘(SIR(x) < 77')]
= 1-1Ilen (1 - P [Ure'ﬂ‘b,zecbﬂl(SIR(x) > ’Yfr)D

= 1—Ihes (1-C) (13)

12)

—~ =
=

—~
~

where (a) follows by taking the complement of (12) and by
using T = UpepTy, (b) follows by considering that DL com-
munications across different spectrum bands are performed
independently and by taking the complement of the respective
probability, and (c) follows by the definition of the probability
Cp. By using the results of Theorem 1 we conclude the proof.

C. Proof of Corollary 2

Given that the typical WNE is unable to detect malicious
WNEs, the association probability A, in a given spectrum
band b € B is derived by:

Ay, = P[UTGTb’meth(SIR(ZL‘) > '77)] (14)
= > E[Uico0,,1(SIR(z) > ;)]
TETY,
+ Y E[Uses, , 1(SIR(x) > v,)] (15)
T€ETY

where Eq. (15) follows from Lemma 1 (up to one WNE
can exhibit SIR higher than one per band, leading to disjoint
coverage events). The derivations continue in Egs. (16) and
(17) (next page), where Eq. (16) follows from the Campbell-
Mecke theorem and by considering that the transmit power
of tier-t regular/black hole WNEs is fixed at P, while the
transmit power of tier-7 jammer WNE:s is fixed at J (7 € Tp),
and Eq. (17) follows from the assumption of Rayleigh fading
and by noticing that the resulting expectation corresponds to
the Laplace transform of the interference at point x. Thus, by
using (11) and solving the integral in (17) we reach to (7).

D. Proof of Theorem 2

Let Ay = Urer, zea, 1(SIR(x) > ;) denote the event
where at least one WNE (regular or not) operating in band
b € B satisfies the RSQ threshold for its tier and let
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Cy = Urer,roew, L(SIR(x) > v,) denote the event where at
least one regular WNE in band b satisfies the RSQ threshold
for its tier. Also, let A, denote the event where there exists
no WNE in band b to belong in the accessible tiers in T} and
satisfy the RSQ threshold for its tier at the same time, and let
C denote the coverage event (i.e. successful association of the
typical WNE with a regular WNE) when i) the typical WNE
is unable to detect malicious WNESs and ii) it prioritizes access
among the tiers in T according to the policy (Tq,---,Tg).

We now focus on the coverage event C'. Given the associa-
tion policy (Ty,---,Tg), the typical WNE is in coverage if i)
there exists a regular WNE in T, satisfying the RSQ threshold
71, or if ii) there is no WNE (regular or not) in T to satisfy
v1, but there exists a regular WNE in Ty satisfying v, or if
iii) there is no WNE (regular or not) in T1 U Ts to satisfy
the RSQ threshold of its tier, but there exists a regular WNE
in T3 satisfying 73, and so on. Given that i) the locations of
WNEs operating in different bands are independent (i.e. ®,,
for m € M are mutually independent), ii) DL communications
across different bands in B are performed independently, and
iii) up to one WNE can exhibit SIR higher than one in a given
band (Lemma 1), it readily follows that the coverage event is
structured as follows C' = U{il((ﬁk 1Ak) U C’b)

At this point, it is important to note that the events A, and
Cy are disjoint. This can be easily verified by noticing that the
event A, refers to the absence of an accessible WNE (regular
or not) to operate in band b and satisfy the RSQ threshold
for its tier, whereas the event C), refers to the existence of at
least one regular WNE to operate in band b and satisfy the
RSQ threshold for its tier. In view of that, we can derive the
coverage probability C = P[C] as follows:

¢ P UP, (Nt Ay) UG)]

D Py U (AN (CoU (Ayn (-

D i (1-Ar)-(Ca + (1 — Ag) - (-

B
Dy e W (1 Ay
b=1
where (b) follows by developing (a) to unions and intersections
of disjoint events, (c) by taking into account that i) the events
Cy are mutually independent for all b € B, ii) the events A,
are mutually independent for all b € B, and iii) the events
Cy and Ay, are disjoint by construction, and (d) by developing
the products of (c) and factorizing them in a single sum of
products. The proof completes using Theorem 1/Corollary 2.
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